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SpamProbe - punbTpyem cnam

OnybnukosaHo muff B8 C6, 2010-09-11 21:38

B 0CHOBY MOYTOBLIX CUCTEM yCTaHaBIMBal0, B OCHOBHOM, Exim. C nomMoLbo CUCTEMbI PUILTPOB U
Greylisting [1] yoaeTcs oTce4db 3Ha4nTeNbHY0 YacTb CMAMa, ogHaKO C Ka)KAblM OHEM CrlamMmepbl BCe
6osee Haxo[4MBbl, U MOTOK HeXXeNnaTeNbHOW KOpPEeCnoHAEHLUN NOCTOAHHO YBEeIMYMNBaeTCS.
MoaToMy pewwmnn "NPUKPYTUTL" aHTUCNaM-CUCTEMY.

lMepenonaTue NMHPOPMaLNIO, O CYLLECTBYIOLLNX peLlleHNax, Hallen Takue BapuaHThl:

¢ SpamAssassin
e DSPAM
e SpamProbe

SpamAssassin - CaMbIl N3BECTHbLIN, Ha Mo B3rnsaa. OgHakKo, nCxoasa U3 Toro, 4To SpamAssassin
HanuncaH Ha Perl, npn 60nbLLIOM NOTOKE BXOAAWEN KOPPECMOHAEHL NN A0BOJILHO OLLLYTMMO
Harpy>xaeT cepsep. K TOMy Xe, eC/im NMUCbMO C BJIOXKEHHbIM (hanjioM eLle n aHTUBUPYCOM
nposepsaeTcs (Hanpumep Clamav [2]), To Ha cnabbix MalIMHaXxX 3TOT BapuaHT HE AONYCTUM.

DSPAM - ckopocTb paboTbl DSPAM 3Ha4ynTeIbHO MPEBOCXOANT CKOPOCTb paboThl SpamAssassin.
MporpamMmmMa ymeeT UCMosb3oBaTb BCe nonynspHble CYBM ansa xpaHeHus token'oB n paboTbl C HUMKU
(Bktoyas paxke CYB[ Oracle), a TakXXe MOXXeT XpaHUTb AaHHble B halniax B CO6CTBEHHOM
opmaTe. CnegyeT OTMETUTb, YTO KaXKA0MYy NoJib3oBaTesto byaeT co3gaBaTbCsa OTAENbHOE
XpaHunuuie, T.e. obpaboTka CNnamMa N9 Ka>KA0ro Nosib3oBaTesisi MPONCXOANT MO MHANBUAYANbHbLIM
npasuaam. 9TO ropasao Jiyylle C TOYKN 3peHnsa TOYHOCTU onpeaesieHns cnamMa, ogHako 6onee
pecypcoemMko. OgHako, ¢ 2007 roaa pa3sBuTMe NPO3KTa 3aTOPMO3KN0Ch (Nocne nprnobpeTteHuns
Npo3akTa KoMnaHuen Sensory Networks), Tak>xe bbl1a MHPOPMALIMSA O BEPOSITHOCTW MOJSTHOM
OCTaHOBKW pa3BUTUA.

OcTaHoBMMCSH BCe-TakM Ha SpamProbe (xoTa DSPAM, HaBepHOe, TOXXe CKOPO NMPoTEeCTUPYIO).
SpamProbe HanncaH Ha C++, HeboAbLWON N AO0BOALHO LWYCTPbIN B paboTe. K ToMy XXe anropmtm
paboThbl NporpaMMbl MOCTPOEH Ha OCHOBE MaTeMaTM4YeCcKon TeopeMbl baeca. A Beb UMEHHO 3TOT
MeTOon CTaTUCTUYECKON PUNbTpaLnn aBaseTca Hanbonee yaadyHbIM N NCMNONb3YyeTCA MPaKTUYECKM
BCeMU crnaM-puabTpamu (B ToM Yncse n DSPAM).

MeTon baneca nogpasymMeBaeT UCMOJIb30BaHNE CTaTUCTUYECKON, OL,EHOYHON 6a3bl, pa3aesieHHOoN
Ha ABe 4acTu, 04Ha U3 KOTOPLIX COAEPXXUT YEPHbIN CMNCOK CJI0B, a apyrasa - 6enbin. Mpun aHannze
nMcbMa NMOACHNTbLIBAETCHA KOJIMYECTBO COBNAaAEeHNI KaXXA0ro oTAe/IbHOIro C/ioBa (TOKeHa) Co
cnnckamu B 6a3e, 1 Ha OCHOBAHMK 3TOrO BblYMCSETCA oueHKa. OueHKa 3Ta konebnertcs B
Aonana3soHe ot 0 go 1, roe 3HavyeHue 0 o3HavyaeT OTCYTCTBUE NMPU3HAKOB crnama, 1 - noJsiHyto
YBEPEHHOCTb B TOM, 4TO 3TO CMnam.

Ha4ynHaeM yCcTaHOBKY. YCTaHOBKa 6yp,eT BbIlMNOJIHEHA U3 NMOPTOB:
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|# cd /usr/ports/mail/spamprobe/ && make install clean && rehash

Mocne ycTaHOBKN HEOBXO0AMMO BUMONHNTL MHULManM3aumo 6asbl gaHHbIX. Co3naanM KaTasnor, rae
byneT pa3melleHa 6a3a gaHHbIX SpamProbe, nagnm KomaHay cosfgaHus 6a3bl AaHHbIX, CAENaeM
B/agenbLUeM KaTasiora n annoB Nosib3oBaTensd exim rpynbl mail (0T MMeHn 3Toro Nosib3oBaTenNs
aboTaeT Exim):

# mkdir /var/db/spamprobe

# spamprobe -d /var/db/spamprobe create-db

# chown -R exim:mail /var/db/spamprobe/

Co3paaum KaTasor, rge 6yayT nexxaTb KOHpUrypaLMoHHbIe (halfbl U CKPUNTbl, HeobXoanMble ans
paboTbl SpamProbe:

|# mkdir /usr/local/etc/spamprobe

Tenepb co3gaanm ans CUCTEMHOro puabTpa, CeAyIoLero CoaepXXaHus:
# cat /usr/local/etc/spamprobe/exim.filter
# Exim filter
# Hun B KoeM cnyvyae He yoananTe BEPXHIO CTPOKY
# MNyTb K nor-cpanny
logfile /var/log/spam-filter.log
# YKa3blBaeM MaKCUMaJibHbIN pa3Mep NMcbMa, KoTopoe byaeT
# noaBep>xeHo aHanusy (512 KbéanT).
add 524288 to n0
# lNpoBepsieM NUCbMO TOJILKO OAVH pa3, Jaxke ecsn Exim
# C NepBOro pasa ero He CMOXeT AOCTaBUTb.
# Hevero nnoanTb 3arosoBkm X-SpamProbe:
if first _delivery
then
if $message_size is above $n0
then

# Ecnn He Hy>XHO BeCTu nor-gann, 3aKOMMEHTUPYNTE CTPOKY
# HNXKe

logwrite "Pa3mep nucbMa $message_id ot $return_path npesbiwaeTt $n0 6anT; NncbMo He
|6yneT npoxoanTb NpoBepKy"
else
headers add "X-SpamProbe: ${run {/usr/local/etc/spamprobe/msgscore.sh \
${message_id} ${quote:${message_headers}}} {$value} {expansion failed}

3
# Ecnun He HY>XHO BecCTu sior-dpaisi, 3aKOMMEHTUPYNTE CTPOKY
# HNxXe
logwrite "$tod_log $message_id FROM $return_path FOR $recipients $value"
endif
endif

Mpuctynaem "puxtosaTh" hainn /usr/local/etc/spamprobe/msgscore.sh, Ha KOTOpbIN CCblNlaeTCA
CUCTEMHbIN GUNbTP. B pe3ynbTaTe [OJKHO NOJYYUTLCS Crefylollee:

# cat /usr/local/etc/spamprobe/msgscore.sh

#!1/bin/sh

# MNyTb K MeCTy, rae no4YyTa XpaHUTCS A0 MOMeHTa AOCTAaBKMU

spooldir=/var/spool/exim/input

# MNyTb K 6a3e, roe SpamProb xpaHUT TOKeHbI
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dbdir=/var/db/spamprobe

# MonHbIN NYTb K NporpamMmme SpamProbe
path_spamprobe=/usr/local/bin/spamprobe

# HaxoAuM NOoNHbIA NYyThb K HalleMy NUCbMy.

# Ecnn 6bl He onuwusa " split_spool_directory = true "
# B KOHpUrypaunmoHHom canne Exim oH 6bl COOTBETCTBOBAN
# nepemeHHon .$spooldir/$1-D.
path_file="/usr/bin/find $spooldir -name $1-D -print’
echo "$2" > $spooldir/$1-M

sed 'l s/.x//* $path_file >> $spooldir/$1-M
$path_spamprobe -8 -d $dbdir score $spooldir/$1-M
rm $spooldir/$1-M

exit 0

Mockonbky y MeHsA Exim paboTaeT oT umeHn nosb3oBaTens exim rpynnsl mail, To Heob6xoamnmo
W3MEHNTb NpaBa AocTyna (WM caenaTb 3TOro NnoJib3oBaTensa Baagensuem dannion):

# chown -R exim:mail /usr/local/etc/spamprobe

# chmod -R 700 /usr/local/etc/spamprobe

Tenepb fo6aBMM B KOHUIYPaLMOHHBLIA hana Exim ynoMuHaHue o Hawem punbTpe (pa3MecTmuTb
Heobxoaumo nepepn cekumen ACL-en:

system filter = /usr/local/etc/spanprobe/eximfilter

AR R R R R R R R R R AR R I R R

ACL CONFI GURATI ON #t Speci fies access ¢
ontrol lists for incomng SMIP mail HUHHHBHHHBHH AR AR R
HARHH S HHH AR H AR AR HHR AR

Mocne BHECEHUSA U3MEeHEeHUIN, HeobxoAMMo nepe3anyCcTuTb Exim:

# sh /usr/local/etc/rc.d/exim restart
Stopping exim.
Starting exim.

Mopa nocMoTpeTb, 4TO "MMwyT" norm cnam-gpunbTpa. OTNpasua gsa NMcCbMa: nepeoe 6onblie 512
kunobanT (bnaronaps BNOXXEHUIO), @ BTOPOe - MeHblue. B pe3synbTaTe MOXXHO HabnoaaTb
cnepgyiwoulee:

# tail -f /var/log/spam-filter.log

SPAM FILTER: Pa3zmep nucbMa oT admin 'yxo' muff.kiev.ua npeBbliiaeT 524288 6anT; MuncbmMo He
|6yneT npoxoanTb NpoBepKy

SPAM FILTER: NMncbMo oT admin 'yxo' muff.kiev.ua ycnewHo npowsio nposepky; GOOD 0.3000000
c27434269f5ae537df6a44a2459¢eef8a

A B 3aroJioBKax NncbMa Tenepb MOXXHO 06Hapy)KI/|Tb TAKYHO 3alnnchb.

[X-SpamProbe: GOOD 0.3000000 c27434269f5ae537df6a44a2459¢ef8a

Ka>keTcs Bce npoaBuraeTcsa Hemnsioxo. CTouT OTMeTUTb, 4TO Ha AaHHOM 3Tane Bce NucbMa byayT
npoMapkupoBaHbl, kKak GOOD, NOCKOMLKY eLle He Havanocb "oby4yeHne" SpamProbe.

Cnepyownin atan - HacTpolka B Exim 06paboTkn npoMapKnUpoBaHHbIX N1UceM. [1na 3Toro B CEKLMIO
ROUTERS CONFIGURATION Heobxononmo nobaBuTb Takmne 610Ku:

RH R AR R AR A R AR R AR AR R AR AR R A

ROUTERS CONFI GURATI ON #it Specifies ho
w addresses are handl ed HHHBHHHHBHHBH BB H B A R R
HHHBHHHHBHHBH BB R AT THE ORDER I N WHI CH THE ROUTERS ARE DEFINED IS | MPO
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RTANT! ## An address is passed to each router in turn until it is accepted. #
MR R R R R R R R

Ibegin routers

### SpanProbe start ###
SP_spam_router:driver = acceptdomains = +local_domainslocal_part_prefix = spamtransport = SP_
spam_transport

SP_no_spamrouter:driver = acceptdormai ns = +l ocal _donai nsl ocal _part_prefix = no-spam
transport = SP_no_spam transport### SpanProbe end ###

ldnsl ookup: driver = dnslookup domains = ! +local_donmains transport = renpte_sntp
i gnore_target _hosts = 0.0.0.0 : 127.0.0.0/8 no_nore

### SpanProbe start ###

SP_check router:driver = acceptdomains = +local_domains# PacckoMeHTUpOBaTb CTPOKY, €C/IN He
obxoaunma nposepka Ha CMAM TonbKo # Ong onpepneneHHbix nony4vyatenen#recipients = Isearch;/us
r/local/etc/spamprobe/userscondition = ${if and {{match{$h_X-SpamProbe:} {SPAM}} \
{!match_address{$sender_address} \ {Isearch;/usr/local/etc/spamprobe/whitelist} } } }transport = S
P_check_transportno_more### SpamProbe end ###

Mo)xanyncTa, HAYEro He NepenyTanTe, NOCKOJbKY Ba)KHa 04epelHOCTbL poyTepoB. Tenepb
pacnuiieM, 4To 3@ 4TO OTBEYaeT...

PoyTepbl SP_spam_router 1 SP_no-spam_router Heob6xoaumbl onsa oby4eHnsa Hawero
cnam-pumnbTpa. «He owmnbaeTca TOT, KTO HUYEro He aenaeT» - r1acuT NMoCsoBULA, TakK N B HaLWLEM
cnyydae. Ecnm ¢unbTp gonyctun owmnbKy n BMECTO Toro, 4Tobbl MOMETUTbL NMUCbMO Kak SPAM,
nomeTnn ero GOOD, nepewnnTe 3TO NMCbMO KaK BJ/IOXKEHME Ha aapec spam@(Baw goMeH), 1 Bbl
yBUAWTE, 4TO B C/iIeQyLWni pa3 3To NnncbMo byaeT npoMapKMpoBaHO NPaBusIbHO. AHaNOrNYHO
nocTynaem B obpaTHOM CMTyaLuun, HO NepeckllaTb NMCbMO Tenepb byaem Ha agpec
no-spam@(Balu J,OMeH).

PoyTep SP_check_router co6cTBeHHO BbIMO/HAET MPOBEPKY N AAET OLEHKY MUCbMY NyTeMm
nobasneHuns B Teno 3arosioBka X-SpamProbe. Tak)xe cTonT 06paTuUTb BHMMaHME Ha hann
/usr/local/etc/spamprobe/whitelist - B HeM HaxoauTCa cnucok "b6enbix" agpecos, no4Ta C
KOTOpbIX He ByaeT crnamMoMm.

CnHTakcuc pansa 04eHb NPOCT - N0 OAHOMY aKKayHTY Ha CTpoOKe:
# cat /usr/local/etc/spamprobe/whitelist

# CnucoK agpecoB, KOTOPbIM MOXXHO OOBEPSATH,

# N He aHaNM3MpPoBaTb MOYTY, NPUXOASALLYIO OT HUX
username [at] ukr [dot] net

meren [at] mail [dot] ru

office [at] firma [dot] com

CuHTakcuc danna /usr/local/etc/spamprobe/users Takoi xe (He 3abyabTe co3aaTh 3TOT
hainn, ecnm NaaHNpyeTCs NpoBepKa TONbLKO A9 onpefesieHHbIX NoJib3oBaTesnen).

KcTaTu, LOMONHUTENIbHO HECKOIbKO NPMMEPOB NMPOBEPKKU ycoBuin (napameTp condition B
SP_check_router). Tak, ecnn HeobxoamMmo BbINOMHATL NpoBepKy Ha CMAM ans Bcex
nosib3oBaTtenen 6e3 NCKAIYEHNN, CTPOKA UMeeT canefyolee 3Ha4YeHve:

|condition = ${if and {{match{$h_X-SpamProbe:} {SPAM}}

Ecnn Heo6xo0aMMO BbIMOSHATL NMPOBEPKY AJid BCEX, KpOMe ornpenesieHHbIX nonb3oBaTenen
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(nepeuncnerHoix B hanne /usr/local/etc/spamprobe/whitelist, cTpoka npnobpeTaeT 3HayYeHMe:

condition = ${if and {{mat ch{$h_X- SpanProbe: } { SPAM} \
{!match_address{$sender_address} \ {Isearch;/usr/local/etc/spamprobe/whitelist} } } }

Ecnn e ecTb He06X0AMMOCTb He BbINOJHATL NMPOBEPKY, eCJZin oTNnpaBnTeNEM ABNAETCA JIOKaNbHbIN
Mosb3oBaTesNlb, TO HEOBXOAMMO BOCMNOJIb30BATbLCH cneayouwnmm npaBmJioMm:

condition = ${if and {{match{$h_X- SpanProbe: }{SPAM} \ {!match_donai n{$sender _addres
s_donai n} {+l ocal _domai ns}}}}

Tak>Xe eCTb BO3MOXXHOCTb BbIMOJIHATbL MPOBEPKY BCEX OTI‘IpaBI/ITeJ'IeVI, Kpome 0TnpaB|/|Tene|7| n3
"6enoro" cnncka un 0Tr|paB|/|Tene|7|, ABNALWNXCA JTIOKaJIbHbIMU MOJIb30BaTeNAMN:

condition = ${if and {{match{$h_X- SpanProbe: } {SPAM }{! mat ch_addr ess{ $sender _addr ess}
| {lsearch;/usr/l|ocal/etc/spanprobe/white-address}} / {!match_domai n{$sender_addres
s_donmai n} {+l ocal _domai ns}}}}

BapnaHToB MHOro. Ha KakomM OCTaHOBUTbLCS - pellaTb Bam...

NTak, npogomkuMm. Nopa nobaBnTb HenocpeacTBeHHO caM TpaHcnopT (B cekunto TRANSPORTS
CONFIGURATION). B moeM 4YaCTHOM CJly4ae, BCIO KOPpeCcnoHAeHL N0, KoTopas

oTcenBanacb, HeobxoanMo Obl1I0 CKNAaAbIBaTbh B OTAEJIbHbIA MOYTOBbLIN ALWMK (MOJSIb30BaTE b
spamfilter [at] domain [dot] com):

HHHHH R R HH R R R R AR R R R R R R R R R R R R R R

TRANSPORTS CONFI GURATI ON HHHHHH AR HH R R HTH AR HH R R
HHHHH IR R PR R R R R R R R R R R R R R ORDER DCES NOT NMAT
TER # Only one appropriate transport is called for each
|del i very. HER R R R R R R R R R R R R

Ibegi n transports

### SpanProbe start ###
SP_check_transport:driver = appendfilemaildir_format = truedirectory = /var/exim/domain.com
/spamfilter

SP_spam transport:driver = pipecomrand = "/usr/| ocal/bin/spanprobe -d /var/db/spanpr
obe spanfreturn_path_add fal sereturn_fail _output = truel og output = trueuser = exi
[mgroup = nail

SP_no_spam transport:driver = pipeconmand = "/usr/|ocal/bin/spanprobe -d /var/db/spa
nprobe good"return_path_add = fal sereturn_fail _output = truel og output = trueuser =
exi ngroup = nuail ### SpanProbe end ###

B paszgene TRANSPORTS CONFIGURATION nocnenoBaTeslbHOCTb HE HaCTPOJIbKO Ba)KHa, Kak B
ROUTERS CONFIGURATION.

B pe3ynbTaTe, NMCbMa, 0OTMeYeHHble Kak SPAM, oTnpaBnATca nosb3oBaTento spamfilter. B cnyyvae
owmnbkm cnam-chunabTpa BCerfa MOXKHO 3arfIsHYTb B HEE M MONCKaTb NponaBLlee NMCbMO.

Ha 3Tom 6a30BYyt0 HAaCTPOMKY MOXXHO CHMTaTb OKOHYEHHOMN.
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Mpwn HanNnncaHum cTaTbW NCMOJIL30BANINCL MaTepuansl cTaTbun Masna JIntBuHoBa "dOnbTpyem cnam
B Exim c nomowbio SpamProbe", onybnnkoBaHHOM B XXypHasne "CucreMHbIn agMuHUcTpaTop" Ne5,
Man 2008r.
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