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Cacti - cHuMaeM cTaTUCTUKY ycTpoucTte no SNMP

OnybnukosaHo muff B BTp, 2009-08-25 02:31

HeobxoanmMo cCHUMaTb CTAaTUCTUKY C pa3HbIX AEBANCOB U NPencTaBNATb ee B HarnsaaHom smae?
Toraa ogHO3HA4YHO HEOHXOAMMO MO3HAKOMUTBLCA C TAaKUM MHCTPYMEHTOM, Kak cacti. Mo3sonsaeT ¢
noMoLbo NpoTokosia SNMP cHMMaTb CTaTUCTUKY C YCTPOWCTB U NOTOM, ncnosb3dys RRD-tool genatb
HarnagHbole rpadukn, byab TO NCNOJIb30BaHNE OUCKOBOMO MPOCTPaHCTBa Ha hanni-cepeepe, nan
3arpyska uHtepcencos komyTtaTopa.

cacti MOXXHO HalrTK B mopTax. YTo X, 3To paayeT... PaHblwe cacti pacnonarancsa B /usr/ports/net, HO
NOTOM NpPoeKT Bbl nepemMeleH B /usr/ports/net-mgmt.

# cd /usr/ports/net-mgmt/cacti

# make install clean

Onsa camoro cacti onumu ocTasasalo No hedonty. Ho no xoay yCTaHOBKW, NOATArMBaeTCA elle MHOro
a3HbIX BKyCHOCTeIZ. OThesbHO OTMeYy TOJIbKO onuuuv ossa net-snmp:

Options for net-snmp 5.4.2.1 5

Il 1 1PV6 Build with 1 Pv6 support[X] M-D REWRI TES Build with 64-bit Interface Counter
s[X] PERL Install additional perl nodul es[X] PERL_EVMBEDDED Buil d enbedded perl[ ] TK
M B Install graphical MB browser[ X DUMW Enabl e dumry val ues as pl acehol ders[ ] DM
ALLOC Enabl e dnmal | oc debug nenory all ocator

IPv6 MHe He3a4yeM... A BOT Noaaep>xka 64-6uTHbIX c4eTymkoB (onuma MFD_REWRITES) npurogutcs.
A TO He BMOATb HaM Ha CeTeBbIX MHTepdencax CKOPOCTb Bbille 120 MerabuT. 32-6UTHbIE CHETHYUKN
rnepenosIHAITCS, N HE OAlT OTPUCOBKU rpadnkoB. ToecTb B NpobaemMbl C oTobparkeHnem
3arpy3Ku KaHasoB Ha rmrabuTHbix nHTepdencax. Pelwanock KoHpUrypuposaHmeM npu cbopke
net-snmp. Tenepb BOT pa3paboTynku obserynam Ham XKn3Hso :)

YcTaHOBKa 3aBeplleHa... BOT CKOJIbKO BCero noHagobuaocb gns YCTAHOBKW:

=> Cleaning for rrdtool-1.3.8

=> Cleaning for php5-sockets-5.2.10
> Cleaning for php5-snmp-5.2.10
> Cleaning for intltool-0.40.6

> Cleaning for cairo-1.8.8,1

> Cleaning for pango-1.24.5

> Cleaning for net-snmp-5.4.2.1 5
> Cleaning for p5-XML-Parser-2.36 1
> Cleaning for xcb-util-0.3.5

> Cleaning for libXrender-0.9.4_1
> Cleaning for fontconfig-2.6.0,1

> Cleaning for pixman-0.15.4
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> Cleaning for libXft-2.1.13

> Cleaning for glib-2.20.4

> Cleaning for xorg-fonts-truetype-7.4
> Cleaning for encodings-1.0.2,1

> Cleaning for gio-fam-backend-2.20.4
> Cleaning for gperf-3.0.3

> Cleaning for renderproto-0.9.3

> Cleaning for font-bh-ttf-1.0.0

> Cleaning for font-misc-meltho-1.0.0_1
> Cleaning for font-misc-ethiopic-1.0.0
>

>

>

>

>

>

>

>

>

>

Cleaning for bitstream-vera-1.10 4
Cleaning for mkfontscale-1.0.6
Cleaning for bdftopcf-1.0.1
Cleaning for font-util-1.0.1
Cleaning for gamin-0.1.10_3
Cleaning for mkfontdir-1.0.4
Cleaning for libfontenc-1.0.4
Cleaning for libXfont-1.3.4,1
Cleaning for fontsproto-2.0.2
Cleaning for cacti-0.8.7e

Ho He byaem oTBnekaTbcs. Cacti ycnewHo yctaHoBuca. W Kak "npaBuibHbIA" MOpT, BbIBE CAMCOK
HeobX0ANUMbIX LENCTBUN 1A AalibHENLWEN HAaCTPOKN:

Cacti is now installed. If you intall it for the first time,

you may have to follow this steps to make it work correctly:

1. Create the MySQL database:

# mysgladmin --user=root create cacti

2. Create a mysql user/password for cacti:

(change user and/or password if required)

# echo "GRANT ALL ON cacti.* TO cactiuser@localhost IDENTIFIED BY 'cactiuser'; FLUSH
PRIVILEGES;" | mysq|

3. Import the default cacti database:

# mysql cacti < /usr/local/share/cacti/cacti.sql

4. Edit /usr/local/share/cacti/include/config.php.

5. Add a line to your /etc/crontab file similar to:

*¥/5 * * * * cacti /usr/local/bin/php /usr/local/share/cacti/poller.php > /dev/null 2>&1
6. Add alias in apache config for the cacti dir:

Alias /cacti "/usr/local/share/cacti/"

7. Be sure apache gives an access to the directory (‘Allow from' keywords).

8. Open a cacti login page in your web browser and login with admin/admin.

O6HoBAAEM NYTKU, N He Crewla, MOTUXOHbKY AeslaeM, To 4To "npocnT" cacti. HayHeMm ¢ Toro, 4To
co3pgaaum B v cospgagum nonb3osatens MySQL ¢ noaHbIMM NpaBaMn Ha co3gaHHyo B :

# rehash

# mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 916

Server version: 5.0.84-log FreeBSD port: mysqgl-server-5.0.84

mysql> create database "cacti’;

Query OK, 1 row affected (0.00 sec)

mysql> create user 'cacti'@'localhost’' identified by ‘cacti_db_password’;
Query OK, 0 rows affected (0.00 sec)

mysql> grant all privileges on “cacti’ .* to 'cacti'@'localhost’;
Query OK, 0 rows affected (0.00 sec)
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mysql> exit
Bye

UmnopTtupyem gamn b1 B MySQL:

|# mysql -u cacti -p cacti < /usr/local/share/cacti/cacti.sql

[anee NnpaBuUM KOHMUrypaLIMOHHbLIN (ain 00 TaKoro CoAep)XXaHus:

# cat /usr/local/share/cacti/include/config.php

<?php

$database_type = "mysql";
$database_default = "cacti";
$database_hostname = "localhost";
$database_username = "cacti";
$database_password = "cacti_db_password";
$database_port = "3306";

7>

No6aBnsem B cron 3anyckK noJjiiepa Kakable 5 MUHYT 1 nepecTapToOBbIBAaeM Cron:

# echo '# Cacti poller' >> /etc/crontab
# echo '¥/5 * * * *x cacti /usr/local/bin/php /usr/local/share/cacti/poller.php > /dev/null
2>&1' >> /etc/crontab

Mpasum /usr/local/etc/apache22/httpd.conf. B pa3zgen <IfModule alias_module> pobasnsem Takue
CTPOKMU:

Alias /cacti "/usr/local/share/cacti/"
<Directory "/usr/local/share/cacti/">
Options none

AllowOverride Limit

Order Deny,Allow

Allow from all

</Directory>

Hanee npoBepseM, He JOMYCTUAN AN Mbl OLLNBOK MpY peaaKTUpPOBaHNN KOHPUIYPaLMOHHOIO
hanna Apache n ecsim Bce B HOpMeE - NepeynTbiBAaEM KOHPUIypaLuio:

# apachectl configtest
Syntax OK
# apachectl graceful

Hanee B agpeccHomn cTpoke bpay3sepa Habusaem: http://ip_address servera/cacti/

Ecnn He ponyCcTuam HUKakux ownbok, To B okHe Bpay3epa OTKPOETCA OKOLUKO HayYasibHON
MHcTanauum cacti. Cornawaemcsa co BCEMM NYHKTaMU U MO 3aBEPLLUEHMIO YCTAHOBKW rMonagaem Ha
CTpaHuuy aBTopusauun. Mo ymondaHuto normH admin v naposb admin. MNocne nepson ycrnewHoOn
aBTOpu3auum byneT NpensiodXeHO CMEHUTb NapoJib Ha KakoW-TO Apyron. YCTaHOBMTE Naposib
MocsioXKHee ;)

[Oanee pekoMeHayto 0ob6aBnTL cebst Kak Nosb3oBaTeESS C MOJIHBIMU MPaBaMun, a CTaHOAPTHbLIM
nosnb3oBaTesieM admin He Nonb30oBaTbCA. MNonb3oBaTens guest MoXxxHo Boobule yoannTb. Ona
ynpaBieHunsa nosab3oBaTensaMun Ha 3aknagke console B pasgene Utilities Boibupaem nyHKT User
Management. 4Y1o6bl o6aBnTb Nosb30BaTENA, B MPAaBOM BEPXHEM Yriy KHAMNaeM Ha AIMHK Add.
HDanee - pymato pasbepeTtechb. TosbKoO He 3abyabTe BbiICTaBUTbL cebe NOMHOCTLIO BCe NpaBa 1
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YCTaHOBUTb rasIodKy HanpoTme NyHKTa "Enabled" ;).

Tak)xe COBETYI BbICTaBUTb An4 ceba Ha 3aknagke Graph Permissions noAMTUKmM no ymoadaHuto.
Ecnum ux nepeonpenenntb ¢ Deny Ha Allow, TO 3TO CyLLEeCTBEHHO MEHAET HaM XWU3Hb B Jy4LUYIO
CTOPOHY.

Mepenps Ha 3aknagky graphs, To MOXXHO YBUAETb, YTO y>Xe cO3A4aH0 AedoNTHOoE AepeBo YCTPONCTB
n pobasneH xocT localhost. OgHako rpadhnkin noka He pUcyoTCs. PewnTsb 3Ty NpobneMy MOXXHO
HacTpounkon SNMP Ha cepsepe.

Ecnu Bbl 66111 BHMMATESbHbI, TO MOMHUTE, YTO BO BPEMS YCTAaHOBKM YMOMMHaNCS NopT net-snmp.
BoT ero KoHpurypupoBaHmeM Mbl cenyvac 1 3anMeMcs.

MepBbIM OesioOM Cco3gaguM KaTanor, rae byaet XpaHUTbCSA KOHPUTypaUVOHHbIN ann u caMm gann
KOHQUrypauun:

# mkdir /usr/local/etc/snmp

# touch /usr/local/etc/snmp/snmpd.conf

N3meHUM 3TOT harn Ao crefylowero cogepXXaHus:
# cat /usr/local/etc/snmp/snmpd.conf

syslocation Kiev, UA

syscontact admin 'at' muff.kiev.ua
sysservices 0

rocommunity you community name

rocommunity - 3TO YTO-TO TWMa JIOFMHA W NapoJis B 0AHOM ¢hiakoHe. Heobxoanmo 4Tobbl coBnagan
Ha CTOPOHE KJMeHTa u cepeepa.

[o6aBnM 3anyck aemoHa B /etc/rc.conf n 3anycTum net-snmp:
# echo '# SNMP' >> /etc/rc.conf

# echo 'snmpd_enable="YES"' >> /etc/rc.conf

# sh /usr/local/etc/rc.d/snmpd start

Starting snmpd.

Mpoeepum paboTy:
|# snmpwalk -c you_community_name -v 2c localhost

Ecnv B OTBET BbIBAJINTCSA OFPOMHBbIN CMUCOK MIB-0B, 3Ha4YnT BCe ok.

Tenepb MoXHO B cacti ana localhost nsameHnTs community n nobasnte HeobxoanMblie TUMbI
rpadmkoB. Yepes HeKOoTOpoe BpeMs 3TU rpaddukm MoXKHO ByaeT nmuespeTb BOOHMIO Ha 3aKagke
graphs (He 3abbiBaeM, 4TO CTaTUCTUKA CHUMaeETCA pa3 B 5 MUHYT, COOTBETCTBEHHO rpadymku
OTPUCOBLIBAOTCA HecneLla).

CoBeTylo Tak)xe 06paTuUTb BHUMaHWe Ha florrmposaHue. ToecTb - HACTPOUTb poTauuto foros. Ha
OJHOM N3 CEPBEPOB HEAABHO 0OHapPY>XW, 4TO nor-ann paspoccs ao 18 rurabanT!

NTak, nobaensem B /etc/newsyslog.conf Takylo CTPOKY:
|/ usr/local /share/cacti/l og/cacti.l og 644 3 * $MLDO JC

Mepe3anyckaTb syslogd He HY>XHO, NOCKOJbKY /etc/newsyslog.conf npoBepseTcsa NO cron-y Ka>kgbli
yac.
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Ewe cnenyet oTMETUTb, 4TO B UHTepderice NnpuaeTcs Nnopo3bupaTbCs, MOCKObKY BO3SMOXHOCTEN
MHOr0, COOTBETCTBEHHO 1 MHOIO BCAKMX 3aMOpoYeK. Bce Taku, NpuMep HavyasibHOW KOHpUrypaumm
HaBeny. MNpenynpexnato cpasy - CKPMHLLIOTOB He ByAeT, TO/IbKO TEKCTOBbIE Ha3BaHNE MeHoLlek!

NTak, 3aknagka "Console", meHio "Management", nyHKT "Devices".

BbiHOCMM pobasneHHbIr Mo aegonTty "localhost" (npowe no6aBuTb HOBbLIN AEBANC, HEXENN NPaBUTb
CTapblin ;) ). Ona 3Toro Heo6xoAMMO NMNOCTaBUTbL YeKBOKC HAaNPOTUB YCTPOWCTBA, BbibpaTb OencTBue
"Delete" n HaXXaTb KHONKY "Go".

Tenepb nobaBuM AaHbIn cepBep... KMEM B BEpXHEM NpPaBoM yrjy ccbiky "Add" v 3anonHsaem nons.

¢ Description: Bnucnesaem cioga To, Kak O0/KHO 0TobBparkaTbCs YCTPONCTBO B AepeBe
yCTponcTB. 4, 06bi4HO, BNncbiBato DNS-uma cepsepa, HanpnuMmep mail.domain.com.

* Hostname: BnucobiBaeM DNS-uma nnn IP-agpec atoro xocta. JIM4HO A npeano4vmTtato
IP-agpeca. NMocKoNbKy MOHUTOPUTL ByAeM NoKafbHbIA cepBep, TO BNUCbIBAaEM IP
nokasnxocTa: 127.0.0.1.

e Host Template: Heob6x04MMO yKasaTb, K KaKOMY TUMNY NPUHaLIEeXUT faHOe YCTPOUCTBO.
B HawemMm cny4vae - "Generic SNMP-enabled Host".

e Disable Host: oTmMe4yaeM, ecnm HeO6XOANMO OTKOYNTL BCE MPOBEPKN ANSA [AHHOIMO XOCTa.

e Downed Device Detection: yka3biBaem meToa, no kotopomy Cacti byneTt
MpoBepATb, AOCTYNEH N XOCT. { Bceraa Bbibupato "SNMP".

¢ Ping Timeout Value: TanmayT, KoTopbii ucnonbsyet Cacti npyu MOHUTOPUHIre YCTPOMCTB.
OcTaensio no aedonTy, NOCKONbKY BblbpaH MeTon npoBepkn SNMP.

¢ Ping Retry Count: konm4ecTBo icmp-nakeToB, koTopoe oTnpasuT Cacti nepen TeMm, Kak
CYMTaTb, 4TO XOCT HegocTyneH. OcTaBnsao A0 AedonTy, MOCKONbLKY BbibpaH MeToA
nposepkn SNMP.

¢ SNMP Version: SNMP-Bepcuns, KOTOPYIO NCNOJb3yeT yaaJieHHOe YCTPONCTBO. B HaweMm
cnyyae - "Version 2",

¢ SNMP Community: yka3biBaeM Hawe SNMP-community (MOXHO "noacMoTpeThb B hane
/usr/local/etc/snmp/snmpd.conf, napamMeTp rocommunity).

e SNMP Port: yka3sbiBaeM NopT, KOTOPbIA ncnonbsyetca ana SNMP. Octasnsem no aedonTy -
161.

¢ SNMP Timeout: BpemMsa B MuancekyHgax, ckosbko Cacti oxxmngaet otreeTa. OCTaBasaio Mo
negonty - 500.

e Maximum OID's Per Get Request: makcumanbHoe Konndectso OID-oB, KoTopble ByayT
nepegaBaTbCs B 04HOM 3anpoce. OcTasnso no gegonty - 10.

¢ Notes: 30eCb MOXXHO HanMcaTb CBOW NMpUMeYaHus.

NTakK, nons 3anosHeHbl HeobxoanmMbIMK gaHbiMU. XKMeM KHoMKy "Create".

YcTponcteo gobaBneHo. Tenepb aobaBum elwe Heckonbko "Data Queries", MOCKONLKY Mo
ymon4daHuio ansa "Generic SNMP-enabled Host" cospaeTcs Tonbko "SNMP - Interface Statistics".

Jobasum ele Takmne "Data Queries":
¢ SNMP - Get Mounted Partitions - cHUMaTb CTaTUCTNKY C pa3aesioB BUHYecTepa
e SNMP - Get Processor Information - cCHMMaTb CTaTUCTUKY 3arpy3Kun npoueccopa

Mocne pobasneHusa "Data Queries" )xmMeM KHoOMKy "Save" n npuctynaemMm HenocpeacTBEHHO C
co3paHuio rpados. XKmeM ccolyiky "Create Graphs for this Host".

f oTMeTnn cnepylowme rpadsl:

SNMP - Get Mounted Partitions
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¢ Physical memory
Real memory

e Swap space

e/

/home

/tmp

fusr

e /var

SNMP - Get Processor Information

)

SNMP - Interface Statistics

e ale0
e emO

"Select a graph type" BbicTaBnsto B 3HadeHume "In/Out Bits (64-bits Counters)", nockosnbKy net-snmp
cobpaH c noaaepXKonm 64-6UTHbIX CHETHYUKOB. 118 HEKOTOPLIX YCTPONCTB Heobxoamnmo byneT
BbICTaBnAaTb "In/Out Bits", ecnn oHW He NnopaepxmnBatoT 64-6UTHbIE CHETHYUKMN.

Kmem "Create", n nonagaem Ha cTpaHuuy Bbibopa LBETa, KOTOPbLIM ByAeT OTPUCOBLIBATCSA FpadmK
3arpy3ku npoueccopa. TO y)xe Aeno Bkyca... OnpenenmBince C LBETOM, elle pas3 xmem "Create".

Tenepb o4epenb 3a co3AaHMEM AepeBa rpados.

MNyTb cnepyownin: 3aknagka "Console", meHto "Management"”, nyHKT "Graph Trees". Yoansem
hedontHoe aepeBo rpados.

Tenepb Cco34aanM CBOe HOBOE... JINYHO 5 Nto6I0 COPTUPOBATL MO TMMaM YCTPONCTB, MO3TOMY
nobasns, HanpuMmep, Takue:

e Servers
e Routers
e Switches

WTak, ona npumepa nobasmum gepeso "Servers".

>XMeM B BepxHeM NpaBoM yriay ccoinky "Add". 3anonHaem nons:

¢ Name: Servers
e Sorting Type: Alphabetic Ordering

Tenepb MoXXHO 006aBMTb Hall cepBep B 3TO AepeBo. B cTpoke "Tree Items" xxmem ccbinky "Add" n
3anonHseM nons:

e Parent Item: root

e Tree Item Type: Host

e Host: B MmoeM ciiydae 370 mail.domain.com, a B BawemM - COOTBETCTBEHHO Ball cepBep.
Graph Grouping Style: Tun coptuposku - Graph Template

Round Robin Archive: Hourly

XmeMm kHonky "Create", n ngem noboBaTtbCsA rpadmkaMmn Ha 3aknagke "Graphs".
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Ons Toro, 4Tobbl Cacti "noHuman" kupunumuy, Heobxonmmo npu yctaHoske rrdtool oTMeTUTbL onuuto
"DEJAVU".

Ecnv He oTMeTuan 3Ty onuuto, NnepecobepuTe rrdtool. Yaansem onumm c6opku:

|# rm -R /var/db/ports/rrdtool

Ynansiem n nepeyctaHaBnaueaem rrdtool:

# cd /usr/ports/databases/rrdtool
# make deinstall

# make install clean

# rehash

MpuMepbl nony4YaeMbix rpacdmKos
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SNMP - Get Mounted Partitions
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[2]
SNMP - Get Mounted Partitions
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[3]
SNMP - Get Processor Information
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SNMP - Interface Statistics

LononHnTenbHbIe TUMbI FPadoOB:

e NUT [8] (bonee noapobHo o NUT [9])
e 3arpyska amckoBoin noacmcremsbl (1/0) [10]
e OTtpucoska IPFW counter [11]

NUcTouHuK (nonyyeHo 2026-03-25 00:42):

http://muff.kiev.ua/content/cacti-snimaem-statistiku-ustroistv-po-snmp
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