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Arping - npoBepseM O0CTYNHOCTb XxocTa no MAC-appecy
OnybnaukosaHo muff B M1, 2011-09-02 13:01

[JOBOMILHO 4aCTO NPOBEPUTb AOCTYMHOCTb YCTPOWNCTB B CETU C MOMOLLbLIO YTUANTLI ping HETY
BO3MOXXHOCTUK. CBSI3aHO 3TO C TeM, 4TO dparnpeon Windows-aboHEHTOB, BKJIIOYEHHbIN MO
yMmon4daHuto, 6nokupyet ICMP-3anpochl. Tak>ke BCTpedasl HEKOTOPbIE MapLUPYTU3aTopPbl, KOTOPbIe
Tak>Xe 6JI0OKMPYIOT HanpasJsieHHble K HUM ICMP-3anpocsl.

XOpoLo 3TO, WM NJ0XO - pewaTb He HaM. A BOT MOHUTOPUTb AOCTYMHOCTb XOCTa MHOr4a BCe TaKku
HY>XHO. YT0bbl 060iTK 3anpeT ICMP-3anpocoB, BOCNOJIb3yeMCsl BO3MOXKHOCTSIMU nNpoTokoJsia ARP
[1]. Hy a nHcTpymeHTOM ByLeT BbICTYyNaTh yTuaAMTa arping. ®yHKUMOHMPYET OHa aHalorn4Ho
yTunauTe ping, HO B oTAn4Me oT Heé paboTaeT Ha BTopoM ypoBHe Moaenn OSl n, Kak f yxe
ynoMmunHan, ncnonbsyet npotokon ARP. imenTe BBMAY, 4TO Arping MOXXHO NCM0J1Ib30BaTb TOJIbKO B
O[HOPaHroBOW CceTn, HO AaHHOe orpaHn4yeHne MoXxHo obonTn ncnonb3osaHnem Proxy ARP.

MTaK, BbINOJIHUM YCTAHOBKY YTWU/INThbl U3 CUCTEMbI MOPTOB:
|# cd /usr/ports/net/arping && make install clean && rehash |

YTnnuta Hebonbliasg (Bcero 129 kmnobant B apxmee), HO "TaHeT" 3a coboi nopT libnetll, koTophbi
HeMHoro "nortsaxenee".

Mo 3aBEPLUEHIO YCTAHOBKM COBETYIO 03HAKOMUTHLCS C €€ BO3MOXXHOCTAMU:
|# arping --help |

MpoBepuM, 4TO UMeeM B Han4mu... Onpegenmm oCTynHoOCTb XocTa 192.168.192.20:
# ping -c 3 192.168.192.20

PING 192.168.192.20 (192.168.192.20): 56 data bytes

64 bytes from 192.168.192.20: icmp_seq=0 ttI=128 time=0.362 ms

64 bytes from 192.168.192.20: icmp_seq=1 ttI=128 time=0.257 ms

64 bytes from 192.168.192.20: icmp_seq=2 ttI=128 time=0.298 ms

--- 192.168.192.20 ping statistics ---
3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.257/0.306/0.362/0.043 ms

Ha Bpems TecTa 3anpeTun B hanpBosie 0bMeH faHHbLIMKW MO NMPOTOKOJY icmp oT 192.168.192.20:
|# ipfw add 1 deny icmp from 192.168.192.20 to me |

MpoBepsieM, AeNCTBUTENLHO SV 3ab6J1I0KMPOBaHbI Ping-u:
# ping -c 3 -W 3 192.168.192.20
PING 192.168.192.20 (192.168.192.20): 56 data bytes

--- 192.168.192.20 ping statistics ---
3 packets transmitted, 0 packets received, 100.0% packet loss

Paboyas cpena camynmpoBaHa. Mpasaa, yTunuTa arping bynet paboTaTh B NiloboM ciyvae, HO Mbl
BeAb CTapaeMcsi COXPaHUTb YUCTOTY SKCMEPUMEHTA.

Ocob6eHHOCTbLIO 3anyCcKa YTUINTLI arping ABnseTcad He0bXO0ANUMOCTb YKa3aHus Kio4va -i MHTepgenc
, MOCKOJIbKY MHa4ve byaeT ncnosib3oBaH UHTepdenc c nHaekcom 0 B cncteme. B moem 4acTHOM
cnydae 192.168.192.20 Heobxoammo "nUckaTbh" Ha nHTepdence vro:

|# ifconfig vrO I
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vr0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
options=2808<VLAN_MTU,WOL_UCAST,WOL_MAGIC>
ether 00:13:46:64:1d:13
inet 192.168.192.100 netmask OxffffffO0 broadcast 192.168.192.255
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

Mpoeepsem "gocTynHoCTh" xocTa 192.168.192.20 Cc NOMOLLbIO arping:

# arping -c 3 -i vr0 192.168.192.20

ARPING 192.168.192.20

60 bytes from 00:23:54:2b:5€:61 (192.168.192.20): index=0 time=284.259 msec
60 bytes from 00:23:54:2b:5e€:61 (192.168.192.20): index=1 time=411.109 msec
60 bytes from 00:23:54:2b:5€:61 (192.168.192.20): index=2 time=280.415 msec

--- 192.168.192.20 statistics ---
3 packets transmitted, 3 packets received, 0% unanswered (0 extra)

raoe

® -C - KOJINYECTBO OTMPAB/ISIEMbIX MAKETOB (MO YMOJHAHMIO KOJIMYECTBO MaKeTOB He
OrpaHn4YeHo);
e -i- nHTEepdenc, Yyepes KOTOpPbIN AOCTYMNeEH agpecar.

MoBTOPIOCH, 4TO CANCOK AOCTYMHbIX OMLMA MOXXHO MPOCMOTPETh C MOMOLLbLIO KOMaHAbl arping
--help. MNonpobyem elle HECKOJIbKO KJK0YEeN 3anycKa:

# arping -p -uv -c 3 -i vr0 192.168.192.20

This box: Interface: vrO IP: 192.168.192.55 MAC address: 00:13:46:64:1d:13
ARPING 192.168.192.20

60 bytes from 00:23:54:2b:5e:61 (192.168.192.20): index=0/0 time=727.281 msec
60 bytes from 00:23:54:2b:5e:61 (192.168.192.20): index=1/2 time=57.936 usec
60 bytes from 00:23:54:2b:5e:61 (192.168.192.20): index=2/2 time=723.300 msec

--- 192.168.192.20 statistics ---
3 packets transmitted, 3 packets received, 0% unanswered (0 extra)

AyMato 4To yTuanTa arping oKa)keTcs A0BOJIbHO MOJIe3HbIM MHCTPYMEHTOM Ans ntoboro
aAMUHMCTpaTopa.

NcTouHuk (nonyyeHo 2025-10-30 20:10):
http://muff.kiev.ua/content/arping-proveryaem-dostupnost-khosta-po-mac-adresu

Ccbnku:
[1] http://ru.wikipedia.org/wiki/ARP
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