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SysCP - naHenb ynpaBJsieHUA XOCTUHIOM

Ony6nukosaHo muff B Bc, 2009-09-06 21:37

Sys

ManaceMeENT

Korpa-to naBHO MHTepecoBasica obuen nHopMaLmmen No CyLecTBYOLWNX MaHeNax ynpassieHns
XOCTUHIOM. AKLEHT, KOHEeYHO-Xe, Aesnancsa B CTOpoHy ceobogHoro MO. 3anHTepecoBano pelieHne
Ha 6a3e SysCP [1]. O3HaKOMUTbLCS C AaHOW NMaHeNblo YrNpaBAeHUsS PEKOMEHAYI0 UMEHHO Ha od.
canTe, NOCKOJIbKY (KakK HU CTpaHHO) nHdopMauunm B IHTepHeTe HEMHOT 0.

YTO padyeT, Tak 3TO TO, 4TO BO BpeMs paboThbl faHHasA MaHesb HE CO34aeT CUCTEMHbIX
nosb3oBaTeNieN, N COXPaHAOTCA BCe CTaHAapTHbIE NyTn FreeBSD, ToecTb KaTanoru
nonb3oBaTenien naHenn 6yayT pa3mewaTbca B /usr/local/customers/, a He B /home.

Cama cuctema HanucaHa Ha PHP, a gna xpaHeHusa nHgpopmaumm ncnonbsyetca CYb MySQL.
NTakK, npnctynnm K ycTaHoBke. KcTaTun, cnewy obpaTuTb BHUMaHME, 4YTO NOCKOJIbKY SysCP
MaKCMMaJibHO afanTupoBaHa Nnoa CcTaHAapTHbIA Beb-cepBep ¢ OC FreeBSD, To A ycTaHoBKy byay
Npoun3BoANTb Ha y>Xe paboTalownin Beb-cepep, roe KPYTUTCA HECKOJIbKO CanToB. K KOH(INKTaM

3TO He npumBepneT, ecnn 06paTVITb BHMUMMaHWMe Ha HEKOTOPble MOMEHThI.

Cuctema, Ha KOTopyto byneT Npon3BoANTCS YCTAHOBKA:

# uname -a
FreeBSD web0.muff.kiev.ua 7.2-STABLE FreeBSD 7.2-STABLE #0: Sat Aug 8 04:58:58 EEST 2009
muff [at] webO [dot] muff [dot] kiev [dot] ua:/usr/obj/usr/src/sys/Web0 amd64

Ouckn pas3butel cnegytowmm obpasom (HacTpoeH RAID 1 Ha ocHoBe gmirror):

# df -h

Filesystem Size Used Avail Capacity Mounted on
/dev/mirror/gm0Osla 1.9G 232M 1.6G 13% /
devfs 1.0K 1.0K 0B 100% /dev
/dev/mirror/gm0s1ld 3.9G 54K 3.6G 0% /home
/dev/mirror/gmO0s1f 1.9G 52K 1.8G 0% /tmp
/dev/mirror/gm0slg 383G 3.6G 349G 1% /usr
/dev/mirror/gm0Osle 58G 701M 53G 1% /var
devfs 1.0K 1.0K 0B 100% /var/named/dev

OnAaTb XXe, ecTb ewe ogHa NpuATHOCTbL. SYysCP eCTb B nopTax.

# cd /usr/ports/

# make search name='syscp'

Port: syscp-1.4.2.1

Path: /usr/ports/sysutils/syscp

Info: PHP-based ISP System Control Panel

Maint: ek [at] purplehat [dot] org

B-deps: apache-2.2.11 7 expat-2.0.1 gettext-0.17_1 libiconv-1.13.1 mysql-client-5.0.84 pcre-7.9
perl-threaded-5.8.9 3 postgresql-client-8.2.13

R-deps: apache-2.2.11 7 dovecot-1.2.3 expat-2.0.1 freetype2-2.3.9 1 gd-2.0.35 1,1 gettext-0.17 1
ipeg-7 libiconv-1.13.1 libxml2-2.7.3 mysql-client-5.0.84 mysql-server-5.0.84 pcre-7.9
perl-threaded-5.8.9_3 php5-5.2.10 php5-bcmath-5.2.10 php5-filter-5.2.10 php5-gettext-5.2.10
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php5-mysql-5.2.10 php5-pcre-5.2.10 php5-posix-5.2.10 php5-session-5.2.10 php5-simplexml-5.2.10
php5-spl-5.2.10 php5-xml-5.2.10 pkg-config-0.23_1 png-1.2.38 postfix-2.6.3,1
postgresql-client-8.2.13 proftpd-mysql-1.3.2 webalizer-2.21.2 1

WWW:  http://www.syscp.org/ [2]

MPUCTynaem C yCTaHOBKE...

# cd /usr/ports/sysutils/syscp
# make install clean

Mo xoay yCTaHOBKM NOATArMBaloTCA Heobxoanmele gnsa paboTbl NOPThI, €CNK OHK elle He Bbinn
YCTaHOBJIEHbI B cucTeMe. 10 3aBepLLUEHNIO YCTaHOBKN 06HOBIsieM NyTn 1 gobaBnisieM Heobx0oNMbIA
anvac B httpd.conf:
Alias /syscp "/usr/local/www/syscp"
<Directory "/usr/local/www/syscp">

AllowOverride None

Order allow,deny

Allow from all
</Directory>

MNpoBepsieM He [ONYyCTWAN 1M OWMBOK B KOHDUTIypaLMn 1 Nnepesanyckaem apache.

# apachectl configtest
Syntax OK
# apachectl graceful

OTKpbIBaeM bpay3ep u B CTpoke afapeca Habueaem nyThb http://ip adress servera/syscp/ [3]

Ecnun He ponycTmnm owmnbok, To B Bpay3epe 0TKPOETCS OKHO C YBEAOMIEHNEM, YTO Mbl BMepBble
MPUHUMaeMcs 3a HacTponky SysCP :)

You have to configure SysCP first.

Bbibop y Hac HeboNbLLOW, MO3TOMY KHSINAeM Ha NNHK "configure SysCP".

B cnepytouwieM okHe ByaeT HEMHOIo MHTepPecHen... Pa3paboTuynkn nobnarogapuan Hac 3a Bbibop
SysCP, a Takxxe npenynpe)xxnatT, 4TO ec/n Mbl BbibepeM CyLLLEeCcTBYOLLYIO Ha cepBepe Bll, To Bce
OaHHble B 3Ton B[, 6yayT yHMYTOXKEHbI. Hy 1 4TO6bl HEMHOIO HarpaAuTb Hac, NpegJjiaratoT Ha
BbIGOp TpW A3blKa MHCTANALNN:

e HeMeLuKun
e (hpaHLy3Kuin
* AHIMUNCKWNIA.

Pycckoro kK co)aneHuto HeT :( Ho oT4amBaTbCs He CTOMT, Hagetoch ¢ English 6onee-meHee Bce
apyxar.

3anMeMcs HaCTPOMKOM KOHHeKTa K b, Mysql.

Mpn paboTe syscp paboTaeT OT UMEHN OBOX MNOJIb30BaTeNEN: NEePBbIA C OrPaHNYEHHLIMY NPaBaMm
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(ToNbKO ONa pegakTUpoBaHUA AaHHbIX Bl camon naHenu), a BTOPON C HEOrpPaHUYeHHbIMU NMpaBaMu
(B uensax 6esonacHoOCTM BCerga co3fato CBOEro NoJjib3oBaTesNd U Aato eMy NoJiHble rnpasa,

a nonb3oBaTensd root yaoansw). Kctatu, B n nonb3osaTtens ans paboTel NaHenb co3gacTt
aBTOMaTM4Yeckn. Heobxoammo TosbKO Co34aTb MOJIb30BaTENS C HEOrPaHNYEHHbIMU NpaBaMu.

Monb30BaTesieM C OrpaHUYeHHbIMKU NpaBaMn y Hac ByaeT nosib3oBaTesNb Ssyscp, b/l Ha3bIBaThHCS
ToXe byaeT syscp. Mosib3oBaTessi C MoJHbLIM AOCTYNOM Ha30BEM SYSCP-root.

# mysql -u muff -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or\g.

Your MySQL connection id is 18717

Server version: 5.0.84-log FreeBSD port: mysqgl-server-5.0.84

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> create user 'syscp-root'@'localhost' identified by '‘passwordl’;
Query OK, 0 rows affected (0.00 sec)

mysql> grant all privileges on *.* to 'syscp-root'@'localhost' with grant option;
Query OK, 0 rows affected (0.00 sec)

mysql> quit

Bye

3anonHaeM HeobxoaMMbIMM OaHHbIMK N0 opMbl. B cnegytowen popme onpenensemcs C MMeHeM
Mosib30BaTESNICA U Ha3HAaYaeM eMy MapoJib (pekoMmeHayto, 4Tobbl MMSA Mosb30BaTENCA OT/INYANOCh OT
npensoXXeHHoro "admin®).

B cnepytowem none opmbl Heobxoammo B6UTL nMsa cepeepa, ero IP-agpecc, Kakon MMeHHO
Beb-cepBep yCTaHOBJIEHO (NpeanaratoTcs ABa BapuaHTa, 310 Lighttpd n Apache2. Takxe
HeobXxo4nMO BNMMCaTb MMS NMOJIb30BATENSA U FPynny, OT MUMEHU KOTopbIX paboTaeT Beb-cepBep
(06bI4YHO 3TO NONb30BaTENb WWW IPYyMNbl WWW).

KaxeTcs Bce... )Kmem "Next" n Habnogaem 3a pesysnbTaToM. MIHCTanAaumns npowia ycnewHo, ecam
He cyuTaTb TOro, 4To Aamn 6a3bl He 6bI1 co3aaH. Ho 1 co3paBaTbTO BbISIO HE € Yero ;)

NTakK, MHCTansuMs OKOHYEHa, U BHU3Y CTPaHULbl MNOABUICSA JIMHK C NpeanoxeHnem "Haxxmum
3[ecb, 4TobObl aBTOpM3oBaThCA". MoyeMy Hbl U HE Ha)KaTb?... ;) Tenepb BCNOMHUTE nosne (opMsbl, rae
6b1710 NPeANoXXEHO BBECTU JIOMVMH NOJSIb30BaTENS U Maposib? BoT cenvyac OHM HaM U MPUroaaTcs.

Mocne aBTOpM3aLMM peKoMeHAYIo noceTnuTb NYHKT "Change language" n yCTaHOBUTb A3blK NaHenu
B PYCCKUN.

KcTaTtu... B uensax 6e3onacHOCTM, Nocsie YCTaHOBKW PEKOMEHAYI0 NOJSIHOCTbIO YAanuTb KaTanor
install:

# rm -R /usr/local/www/syscp/install/

[Janee Ha4YyHeM HacTpanBaTb cepBuUchl Ha paboTy c SysCP. SysCP B 3TOM HaM o4eHb NomMoXxeT. o
nopsanky bynem Boibupatb Heobxognmblie cnyxbbl B pasgene "Cepsep", NyHKT "HacTponku cny>x6".

Apache

Onsa paboTbl Apache B cBA3ke ¢ SysCP (npeanonaraeTca 4To Apache y)xe HacTpoeH nHeobxoammo
BbINOJIHUTL Cregytouwme KoMaHabl (byabTe BHUMATEsbHbI, BO3MOXXHO C HOBOW BEPCUEN OHM
N3MEHATCHA):

# mkdir -p /usr/local/etc/apache22/syscp/htpasswd/

# touch /usr/local/etc/apache22/syscp/vhosts.conf

# touch /usr/local/etc/apache22/syscp/diroptions.conf

# mkdir -p /usr/local/customers/webs/

# mkdir -p /usr/local/customers/logs/
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# echo "Include etc/apache22/syscp/vhosts.conf" >> /usr/local/etc/apache22/httpd.conf

Hy n nepeyntaem KoHduUrypauuio Apache ans npuMeHeHUs HOBbIX HAaCTPOEK:

# /usr/local/etc/rc.d/apache22 graceful

Bind9

HacTpolika cepBepa umeH Bind9 Ha paboTy c SysCP Boobuie MnHumanbHa (3a ycnosus, 4to Bind9
y>XXe CKOHurypruposaH n paboTtaeT, ecnv HeT - cMOTpU cloaa [4]).

Heobxoammo BbINONHUTL BCEro TpU KoMaHabl B shell:

# echo 'include "syscp_bind.conf";' >> /var/named/etc/namedb/named.conf
# touch /var/named/etc/namedb/syscp_bind.conf
# rndc reload

Dovecot

30ecCb y>Ke HEMHOro uHTepecTHen. ECTb rae pa3BepHyTbCs, NOCKObKY Dovecot - o4eHb MOLLHbIN
POP3/IMAP-server. A chann KOHUrypaumum no3BoaseT A0BOJIbHO rMBKo paboTaTb C NMOYTOBbLIM
cepsepoM. CToOUT 0TMeTUTb, 4TO Dovecot paspabaTbiBancsa B pacyéTe Ha 6e30MacHOCTb, FTIMOKOCTb
HaCTPOMKKN N BeICTpoJENCTBME.

OCHOBHble ocobeHHOCTH:

Moonep>xka oopMaToB NOYTOBbLIX AWMKOB mMbox 1 Maildir, a Tak ke cobcTBeHHble (hopMaThl
dbox n Cydir

e Bbicokoe 6bICTpO}J,eI7ICTBI/Ie 6narop,ap;| MHOeKCaunm coaepXxXmmoro AunkKos

e bonblioe KoNMYecTBO NogaepXMBaeMbIX MEXAHU3MOB XPaHEHNS ayTEHTUDNKALNOHON
nHpopmauun (Bkaodaa LDAP) n camon ayteHTudmnkaumm (nogaepxmsaetcs SSL).

e CobcTBeHHas peanusaunsa SASL. Postfix 2.3+ n Exim 4.64+ moryT ayTeHTUHNLMPOBATLCS
Hanpsamyto Yyepes Dovecot.

e MonHaa nognep>xxka IMAP ACL ons rmbkon HaCcTpoOWKK Npas NnoJsib3oBaTesien

e Nopaepxka o0bwmx awmkos 1 nanok (shared mailboxes and folders)

i PaCLIJI/IpﬂeMOCTb npm nomMmowmn naarnHoOB

e CobcTBeHHbI MDA ¢ nognep>xkomn Sieve

e CTporoe cnegoBaHune cTaHgapTam - Dovecot ognH U3 HEMHOIMMX KTO MPOXOAUT TEeCT Ha
COOTBETCTBME BCEM CTaHaapTam IMAP [3]
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B0O3MO>XXHOCTb MOANDMKALMN MHAEKCOB C HECKOJIbKMX KOMMbIOTEPOB - 4TO MO3BOJISET eMy
paboTaTb ¢ NFS n KnactepHbiMn arntNoBbIMU CUCTEMAMMU

Moopoep)xuBaeT pa3/inyHble BUObl KBOT

Mopnep>xka pasnumydHbix OC: Linux, Solaris, FreeBSD, OpenBSD, NetBSD n Mac OS X

MpocToTa HacTPOMKN.

MpucTtynaem K HacTpourke. Bo Bpemsa ycTtaHoBku SysCP, ecnn Dovecot He 6bin yCcTaHOBJIEH B
cucTeme paHblue, 6b110 4OCTYMNHO OKHO KOoHurypaummn. Hagetocb Bbl oTMeTUAM paboTy ¢ MySQL ;).
MpocMoOTpeThb, C KaKMMK onumaMmmn y sac cobpaH Dovecot MOXXHO B hanne
/var/db/ports/dovecot/options.

Onsa Havana co3paamm ans Dovecot cepTndukaTt 6e3onacHoOCTU:

# mkdir -p /etc/ssl/dovecot

# cd /etc/ssl/dovecot

# openssl req -new -x509 -nodes -out cert.pem -keyout key.pem -days 3650
Generating a 1024 bit RSA private key

..... ++++++

..................... ++++++

writing new private key to 'key.pem’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:UA

State or Province Name (full name) [Some-State]:Kiev Region

Locality Name (eg, city) []:Kiev

Organization Name (eg, company) [Internet Widgits Pty Ltd]:muff.kiev.ua Ltd.
Organizational Unit Name (eg, section) [:IT department

Common Name (eg, YOUR name) []:muff.kiev.ua

Email Address [[:admin'at'muff.kiev.ua

# chmod 0600 *.pem

Mpuctynaem K pefakTUPOBaHUIO OCHOBHOIMO KOHhUrypaunoHHoro ganna Dovecot. O4ncTum
NocCseyCTaHOBOYHbLIN BapuaHT 1 fgobasnsem Heobxoaonmele onumn. NpepnoxeHHbin SysCP BapuaHT
KOH(Ura 6b11 HEMHOroO "nogpuxtoBaH", 66110 [o6aBNeHO HECKOJIbKO CTPOK. BbiaeneHo 1o, 4TO
N3MEHSANOCb, MW Ha 4TO HeObX0ANMMO 06paTUTb BHUMAHME.

# cat /dev/null > /usr/local/etc/dovecot.conf
# cat /usr/local/etc/dovecot.conf

protocols = imap imaps pop3 pop3s
disable_plaintext_auth = no

log_path = /var/log/dovecot/dovecot.log
log_timestamp = "%b %d %H:%M:%S "
syslog_facility = local0

ssl_disable = no
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ssl_cert_file = /etc/ssl/dovecot/cert.pem
ssl_key file = /etc/ssl/dovecot/key.pem
login_process_size = 64
login_process_per_connection = yes
login_processes_count = 3
login_max_processes_count = 128
login_max_connections = 256
login_log_format_elements = user=<%u> method=%m rip=%r lip=%l %c
login_log_format = %$%$: %s
login_greeting = Dovecot Ready.
mail_uid = 125
mail_gid = 125
mail_privileged_group = mail
dotlock_use_excl = yes
verbose_proctitle = yes
first_valid_uid = 125
first_valid_gid = 125
maildir_copy_with_hardlinks = yes
protocol imap {
mail_plugins = quota imap_quota
login_greeting_capability = yes
imap_client_workarounds = delay-newmail netscape-eoh tb-extra-mailbox-sep
}
protocol pop3 {
pop3_uidl_format = %08Xu%08Xv
mail_plugins = quota
pop3_client workarounds = outlook-no-nuls oe-ns-eoh
}
protocol Ida {
postmaster_address = postmaster_e-mail_here
sendmail_path = /usr/sbin/sendmail
}
auth_username_format = %Lu
auth default {
mechanisms = plain login
passdb sql {
args = /usr/local/etc/dovecot-sql.conf
}
userdb sql {
args = /usr/local/etc/dovecot-sql.conf
}
user = root
socket listen {
client {
path = /var/spool/postfix/private/auth
mode = 0660
user = postfix
group = postfix
}
}
}
dict {
}
plugin {
}

Mockonbky 006aBUAINCL HEKOTOPbLIE ONLUUK A8 IOrMpoBaHUs, BHECEM U3MeHeHus B syslogd ons
nonnep>xkm noros Dovecot.
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Co3pgaaum KaTanor, rae 6yayT XpaHUTCS JIOTU:
# mkdir /var/log/dovecot

[lo6baBuM B syslogd nepexsaT coobuweHun oT Dovecot 1 HaCTPOUM POTaL MO JIOTOB:

# echo 'local0.* /var/log/dovecot/dovecot.log' >> /etc/syslog.conf
# echo '/var/log/dovecot/dovecot.log 644 10 * $WeDO)C' >>
/etc/newsyslog.conf

# sh /etc/rc.d/syslogd restart

HOanee co3naem cann c KoHdurypauymen obpaieHnin kK MySQL-6a3se, Ha KOTOpPbIN CCblslaeTcs
OCHOBHOW KOH(UI 1 MPUBOAUM €ro K caefyouemy Buay:

# touch /usr/local/etc/dovecot-sql.conf

# cat /usr/local/etc/dovecot-sql.conf

driver = mysql

connect = host=localhost dbname=syscp user=syscp password=MYSQL_PASSWORD
default_pass_scheme = CRYPT

password_query = SELECT username AS user, password_enc AS password \

FROM mail_users WHERE username = '%u’

user_query = SELECT CONCAT(homedir,maildir) AS home, concat('maildir:',homedir,maildir) \
AS mail, uid, gid FROM mail_users where username = '%u'

KcTaTtu, ecnm 3anamaToBann, Kakon naposb SysCP ona KoHHekTa ¢ MySQL-6a3on, To
"moacMoTpeTh" ero MoXXHo B hanne /usr/local/www/syscp/lib/userdata.inc.php.

No6asunm 3arpy3ky Dovecot npu 3anycke cuctemsl 1 ctapTyem Dovecot:
# echo '# Dovecot' >> /etc/rc.conf

# echo 'dovecot_enable="YES"' >> /etc/rc.conf

# sh /usr/local/etc/rc.d/dovecot start

B moeM cnyvae Dovecot pyrHysics Ha Hen3BeCTHbIe onunun B 6 CTpoke 1 27, @ UMEHHO:

- ssl_disable
- login_greeting_capability

Mocne obuweHnsa c google noHsn, 4to ona sepcum Dovecot 1.2.x 3Ta onuma 3aMeHeHa Ha "ssl = no".
BHocuM HeobxoanMbie NU3MEHEHUSA B KOHPUIYPaLMOHHLIN dan.

Onuus login_greeting_capability pa3pewaeT nocbinate BO3MOXHOCTU IMAP B NpMBeTCTBEHHOM
coobuieHnn. 910 n3baBnaeT KJMEHTOB OT He0BXoAMMOCTM 3anpalunBaTh 3TO B KoMaHae CAPABILITY,
TaknuM obpa3oM 3KOHOMUTCH OAMH 3anpoc. Ho B HalleM cry4yae AaHHasa onuus Hem3BecTHa -
Tonky. Obonpemcsa 6e3 Hee. TO eCTb - KOMMEHTUPYEM!

Postfix
Mpuctynum K HacTpolike SMTP-cepBepa Ha 6a3e Postfix. KoHeuyHo, Exim MHe 6onee munee, HO B
CTaHOaapTHoOW nocTaBke SysCP ncnonb3syeT nmeHHo Postfix. Bo3aMOXXHO no3)xe cTaTbs byaeT

rnepenncaHa C NCMoJsib30BaHMEM MMeHHO MTA Exim.

NTakK, HayHeM c pepakTmpoBaHusa /usr/local/etc/postfix/main.cf. Heobxoanmo npnaats emy
cnepyoLwmn Bng;

Page 7 of 13



¥ 74 SysCP - naHenb ynpaBJieHUss XOCTUHIOM
\ ' Ony6nmkosaHo muff.kiev.ua (http://muff.kiev.ua)

# cat /usr/local/etc/postfix/main.cf
smtpd_sender _restrictions = permit_sasl authenticated, permit_ mynetworks
smtpd_recipient_restrictions =
permit_mynetworks,
permit_sasl authenticated,
reject_ non_fgdn_hostname,
reject_non_fgdn_sender,
reject non_fgdn_recipient,
reject _unauth_destination,
reject unauth_pipelining,
reject_invalid_hostname
smtpd_sasl_auth_enable = yes
smtpd_sasl_authenticated_header = yes
smtpd_sasl_local_domain = $myhostname
smtpd_sasl _security options = noanonymous
broken_sasl auth clients = yes
smtpd_sasl type = dovecot
smtpd_sasl path = private/auth
smtp_use_tls = yes
smtpd_use tls = yes
smtp_tls note_starttls offer = yes
smtpd_tls_key file = fetc/ssl/postfix/smtpd.pem
smtpd_tls_cert file = /etc/ssl/postfix/smtpd.pem
smtpd_tls_CAfile = /etc/ssl/postfix/smtpd.pem
smtpd_tls_loglevel = 0
smtpd_tls received_header = yes
smtpd_tls _session_cache_timeout = 3600s
tls random_source = dev:/dev/urandom
virtual _alias_maps = proxy:mysql:/usr/local/etc/postfix/mysql-virtual_alias_maps.cf
virtual_gid_maps = static:125
virtual_mailbox_base = /usr/local/customers/mail/
virtual_mailbox_domains = proxy:mysql:/usr/local/etc/postfix/mysql-virtual_mailbox_domains.cf
virtual_mailbox_limit = 51200000
virtual_mailbox_maps = proxy:mysql:/usr/local/etc/postfix/mysqgl-virtual_mailbox_maps.cf
virtual_minimum_uid = 125
virtual_transport = virtual
virtual_uid_maps = static:125
virtual_create_maildirsize = yes
virtual_mailbox_extended = yes
proxy read_maps = $local_recipient_maps $mydestination $virtual_alias_maps
$virtual_alias_domains $virtual_mailbox_maps $virtual_mailbox_domains
$relay_recipient_maps $relay_domains $canonical_maps $sender_canonical_maps
$recipient_canonical_maps $relocated_maps $transport_maps $mynetworks
virtual_mailbox_limit_override = yes
virtual_maildir_limit_message = Sorry, this user has overdrawn their diskspace quota. Please try
again later.
virtual_overquota_bounce = yes
alias_maps = $alias_database
queue_directory = /var/spool/postfix
command_directory = /usr/local/sbin
daemon_directory = /usr/local/libexec/postfix
data_directory = /var/db/postfix
mail_owner = postfix
myhostname = muff.kiev.ua
mydomain = muff.kiev.ua
myorigin = $mydomain
unknown_local _recipient_reject code = 550
mynetworks_style = host
debug_peer level = 2
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debugger_ command =
PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin
ddd $daemon_directory/$process_name $process _id & sleep 5

sendmail_path = /usr/local/sbin/sendmail

newaliases_path = /usr/local/bin/newaliases

mailg_path = /usr/local/bin/mailq

setgid_group = maildrop

html_directory = no

manpage_directory = /usr/local/man

sample_directory = /usr/local/etc/postfix

readme_directory = no

Danee Ha o4yepepn - /usr/local/etc/postfix/master.cf. PackommeHTUpyem, nnm gobasum crnepyouime
CTPOKMU:

smtps inet n - n - - smtpd
-0 smtpd_tls_ wrappermode=yes
-0 smtpd_sasl _auth_enable=yes
-0 smtpd_client_restrictions=permit_sasl_authenticated,reject

Co3pnaem mysqgl-virtual alias maps.cf u npyuBoAUM K CeayoLWemMy BULY:

# touch /usr/local/etc/postfix/mysql-virtual_alias_maps.cf
# cat /usr/local/etc/postfix/mysql-virtual_alias_maps.cf

user = syscp

password = MYSQL_PASSWORD

dbname = syscp

table = mail_virtual

select field = destination

where_field = email

additional_conditions = and destination <> " and destination <> "'
hosts = localhost

MoTom co3paem dpann /usr/local/etc/postfix/mysql-virtual_mailbox_domains.cf n HanonHaem ero
CneayoLIMm COAEePXNMbIM:

# touch /usr/local/etc/postfix/mysql-virtual_mailbox_domains.cf
# cat /usr/local/etc/postfix/mysql-virtual_mailbox_domains.cf

user = syscp

password = MYSQL_PASSWORD

dbname = syscp

table = panel_domains

select_field = domain

where_field = domain

additional_conditions = and isemaildomain = '1'
hosts = localhost

Ewle ognH aHanornyHbi dann:

# touch /usr/local/etc/postfix/mysql-virtual_mailbox_maps.cf
# cat /usr/local/etc/postfix/mysql-virtual_mailbox_maps.cf

user = syscp

password = MYSQL_PASSWORD
dbname = syscp

table = mail_users
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select_field = maildir
where_field = email
hosts = localhost

Co3faem KaTasaor Ans Nnpuxoasailen NoYThl:

# mkdir -p /usr/local/customers/mail/
# chown -R postfix:postfix /usr/local/customers/mail/

NHnunanmsmpyem 6a3y gaHHbIX NCEBOOHNMOB:

[# /usr/local/bin/newaliases

3anmMmemMcs cepTudmnkaTom 6e30nNacHOCTH...

# mkdir -p /etc/ssl/postfix
# cd /etc/ssl/postfix
# openssl req -new -x509 -nodes -out smtpd.pem -keyout smtpd.pem -days 3650

Generating a 1024 bit RSA private key

.......... ++++++

.................................. +++4+++

writing new private key to 'smtpd.pem’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:UA

State or Province Name (full name) [Some-State]:Kiev Region

Locality Name (eg, city) []:Kiev

Organization Name (eg, company) [Internet Widgits Pty Ltd]:muff.kiev.ua Ltd.
Organizational Unit Name (eg, section) []:IT department

Common Name (eg, YOUR name) [I:muff.kiev.ua

Email Address []:admin'at'muff.kiev.ua

# chmod 750 /etc/ssl/postfix

# chmod 640 /etc/ssl/postfix/smtpd.pem

# chgrp -R postfix /etc/ssl/postfix

Takxe no3aboTmmcs 0 ToM, HT06bl HUKTO HE NOACMOTPEN NapaMeTpbl coeanHeHns ¢ MySQL-6a3on:

# chmod 640 /usr/local/etc/postfix/mysql-virtual_*
# chgrp postfix /usr/local/etc/postfix/mysql-virtual_*

OTMeHuM cTapT Sendmail n nobasuMm B /etc/rc.conf 3arpy3ky Postfix npu cTtapTe cucTtemsl:

# echo '# SMTP' >> /etc/rc.conf

# echo 'sendmail_enable="NO"' >> /etc/rc.conf

# echo 'sendmail_submit_enable="NO"' >> /etc/rc.conf

# echo 'sendmail_outbound_enable="NO"' >> /etc/rc.conf
# echo 'sendmail_msp_queue_enable="NO" >> /etc/rc.conf
# echo 'postfix_enable="YES"' >> /etc/rc.conf

OTkaYMM cneunduryeckme ana Sendmail onuuu:

# touch /etc/periodic.conf
# cat /etc/periodic.conf
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daily_clean_hoststat_enable="NO"
daily_status_mail_rejects_enable="NO"
daily_status_include_submit_mailg="NO"
daiIy=submit=queuerun="NO"

OcTaHaBnamBaeM Sendmail n 3anyckaem Postfix:

# killall -9 sendmail
# sh /usr/local/etc/rc.d/postfix start
postfix/postfix-script: starting the Postfix mail system

ProFTPd

Cnepyouwmnm cepsucom bynet PTI (aemoH ProFTPd).

3anmMmemMcs co3faHnem ceptTudmnkaTa A AaHOro AEMOHA:

# mkdir -p /etc/ssl/proftpd
# cd /etc/ssl/proftpd
# openssl req -new -x509 -days 3650 -nodes -out cert.pem -keyout key.pem

Generating a 1024 bit RSA private key

............................. ++++++

............. ++++++

writing new private key to 'key.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:UA

State or Province Name (full name) [Some-State]:Kiev Region

Locality Name (eq, city) [1:Kiev

Organization Name (eg, company) [Internet Widgits Pty Ltd]:muff.kiev.ua Ltd.
Organizational Unit Name (eg, section) [1:IT department

Common Name (eg, YOUR name) []:muff.kiev.ua

Email Address [J:admin'at'muff.kiev.ua

# chmod 640 *.pem

MpucTtynaem K pefakTUpoBaHMO KoHhUrypaumoHHoro ganna ProFTPd - /usr/local/etc/proftpd.conf.
HeobxoaAMMO NPUBECTU €ro K CAeAyoLeMY BUAY:

# cat /usr/local/etc/proftpd.conf

ServerName "muff.kiev.ua FTP Server"
ServerType standalone

DefaultServer on

Port 21

UselPv6 off

Umask 022

SysloglLevel emerg

SystemLog /var/log/xferlog

LogFormat auth "%v [%P] %h %t \"%r\" %s"
ExtendedLog /var/log/xferlog AUTH auth
DeferWelcome off

MultilineRFC2228 on
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ShowSymlinks on

TimeoutNoTransfer 600

TimeoutStalled 600

Timeoutldle 1200

DisplayLogin welcome.msg

DisplayChdir .message

ListOptions "-I"

DenyFilter \*.*/

MaxInstances 30

CommandBufferSize 512

User nobody

Group nogroup

AllowOverwrite on

DefaultRoot ~

RequireValidShell off

AuthOrder mod_sql.c

SQLAuthTypes Crypt

SQLAuthenticate users groups

SQLConnectinfo syscp@localhost syscp MYSQL_PASSWORD
SQLUserlInfo ftp_users username password uid gid homedir shell
SQLGrouplinfo ftp_groups groupname gid members
SQLUserWhereClause "login_enabled = 'y"

SQLLog PASS login

SQLNamedQuery login UPDATE "last_login=now(), login_count=login_count+1 WHERE
username='%u'" ftp_users

SQLLog RETR download

SQLNamedQuery download UPDATE "down_count=down_count+1, down_bytes=down_bytes+%b
WHERE username='%u'" ftp_users

SQLLog STOR upload

SQLNamedQuery upload UPDATE "up_count=up_count+1, up_bytes=up_bytes+%b WHERE
username='%u'" ftp_users

<IfModule mod_delay.c>

DelayEngine off

</IfModule>

<IfModule mod _tlIs.c>

TLSEngine on

TLSLog /var/log/xferlog

TLSProtocol SSLv23

TLSRequired off

TLSRSACertificateFile /etc/ssl/proftpd/cert.pem
TLSRSACertificateKeyFile /etc/ssl/proftpd/key.pem
TLSVerifyClient off

TLSRenegotiate required off

</IfModule>

NobaBumM 3arpy3ky ProFTPd B /etc/rc.conf:

# echo '# ProFTPd' >> /etc/rc.conf
# echo 'proftpd_enable="YES"' >> /etc/rc.conf

Hy 1, Hanocseaok, 3anyckaem camy Cayxby:

# sh /usr/local/etc/rc.d/proftpd start
Starting proftpd.

Cron
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HacTpoum NMAaHMPOBLLMK 3aJaHWUA Cron Ha BbIMOJIHEHWE ClieAyoLWnX NpoLeayp:

# cat /etc/crontab | grep syscp

*/5 % * * * root /usr/local/bin/php -q /usr/local/www/syscp/scripts/cron_tasks.php
0 0 * * * root /usr/local/bin/php -q /usr/local/www/syscp/scripts/cron_traffic.php
30 0 * * * root /usr/local/bin/php -q
/usr/local/www/syscp/scripts/cron_ticketarchive.php

0 1 * * * root /usr/local/bin/php -q
/usr/local/www/syscp/scripts/cron_used_tickets reset.php

*/5 Ok * * * root /usr/local/bin/php -q
/usr/local/www/syscp/scripts/cron_autoresponder.php

*¥/5 X * * * root /usr/local/bin/php -q
/usr/local/www/syscp/scripts/cron_apsinstaller.php

*/30 * * * * root /usr/local/bin/php -q
/usr/local/www/syscp/scripts/cron_apsupdater.php

He 3abbiBaeM nepes3anyCcTUTb Cron Nocje BHECEHUSA U3MEHEHUN:

# killall -HUP cron

Ona nonep>xkn awstats (mogaepxKy MoXXHO 6yaeT HaCTPOUTb B MaHeNn) HeobxoaAnMo YCTaHOBUTb
nopT. MNepengem B /usr/ports/www/awstats n Ha4yHeM YCTaHOBKY:

# cd /usr/ports/www/awstats
# make install clean

Mo 3aBepLUeHUtO0 YCTaHOBKM Heobxoanmo 0obaBuTb Crieaylolime CTPOKKN B
usr/local/etc.apache22/httpd.conf:

Alias /awstatsclasses "/usr/local/www/awstats/classes/"
Alias /awstatscss "/usr/local/www/awstats/css/"

Alias /awstatsicons "/usr/local/www/awstats/icons/"
ScriptAlias /awstats/ "/usr/local/www/awstats/cgi-bin/"

<Directory "/usr/local/www/awstats/">
Options None
AllowOverride None
Order allow,deny
Allow from all
</Directory>

Co3jiaeM HeobxoamnMble KaTasory 1 daisbl:

# mkdir /usr/local/etc/awstats/
# cp /usr/local/www/awstats/cgi-bin/awstats.model.conf /usr/local/etc/awstats

MpooosxeHune cnegyeT...

NUcTouHuK (nonyyeHo 2026-01-08 03:26):
http://muff.kiev.ua/content/syscp-panel-upravieniya-khostingom

CcbinKu:

[1] http://www.syscp.org

[2] http://www.syscp.org/

[3] http://ip_adress_servera/syscp/
[4] http://muff.kiev.ua/node/33
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