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Apache - oTKnIO4YeHMe BbIBOAA CUCTEMHOU MHPOPMaLLUKN

OnybnukosaHo muff B 41, 2011-12-29 15:01

Ecnn KTOo-TO CTankmBacs ¢ Teopvle|7| B3JIOMa, TO eMy N3BECTHO, YTO 3J/1I0YMbILWLWNEHHUNK NepBbIM
0EeJIOM NbITAaeTCH ONpefennTb BEPCUIO ONepPaLMOHHON CUCTEMbI N YCTaHOBIeHHOro MO, 4Tobbl
BOCMOJIb30BaTbCA OOCTYMNHbLIMU YSA3BUMOCTAMU. NOCMOTPUM, KaKyto MHpOPMaLmMio BbioAeT
web-cepBep Apache.

MoaknymMca K Beb-cepBepy 1 nocsie oTnpaBku 3anpoca (3anpoc HEAD / HTTP/1.0; Hy 1 He
3abbiBaemM 0 HeobXxoaAMMOCTM HaxkaTb "Enter") NOCMOTPUM, KaKyto NHPOPMALMIO MOXKHO MOYEPMNHYTb
13 3aroJIOBKOB cepBepa:

# telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.
Escape characteris '"]'.
HEAD / HTTP/1.0

HTTP/1.1 200 OK
Date: Thu, 29 Dec 2011 12:03:13 GMT
Server: Apache/2.2.17 (FreeBSD) DAV/2 PHP/5.2.17 with Suhosin-Patch mod_ssl/2.2.17
OpenSSL/0.9.8e mod_perl/2.0.5 Perl/v5.8.9
X-Powered-By: PHP/5.2.17
Set-Cookie: SESSd41d8cd98f00b204e9800998ecf8427e=va2ubrhi4c46p2r281ce56f860;
expires=Sat, 21-Jan-2012 15:36:33 GMT,; path=/
Expires: Sun, 19 Nov 1978 05:00:00 GMT
Last-Modified: Thu, 29 Dec 2011 12:03:13 GMT
Cache-Control: store, no-cache, must-revalidate
Cache-Control: post-check=0, pre-check=0
Vary: Accept-Encoding
Connection: close
Content-Type: text/html; charset=utf-8

Connection closed by foreign host.

M3 kno4eBbIX MOMEHTOB CTOUT OTMETUTb, 4TO Apache packpbiBaeT CBOIO BEPCUIO, YCTAaHOBJIEHHYIO
ornepaunoHHyto cuctemy n sepcmio PHP. A 3To y>XXe HeMano.

Ons ynpaBneHnsa BbIBOAA 3TON MHMOPMALIMN UCMONb3YIOTCA AMpeKkTuBbl ServerTokens v
ServerSignature.

ServerTokens
CuHTakcuc: ServerTokens Major|Minor|Min[imal]|Prod[uctOnly]|OS|Full
MpuMepbl BbIBOAMMbBIX 3ar0JIOBKOB:

ServerTokens Prod[uctOnly]
Server sends (e.qg.): Server: Apache
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ServerTokens Major
Server sends (e.qg.): Server: Apache/2

ServerTokens Minor
Server sends (e.qg.): Server: Apache/2.0

ServerTokens Min[imall]
Server sends (e.qg.): Server: Apache/2.0.41

ServerTokens OS
Server sends (e.q.): Server: Apache/2.0.41 (Unix)

ServerTokens Full (or not specified)
Server sends (e.qg.): Server: Apache/2.0.41 (Unix) PHP/4.2.2 MyMod/1.2

ServerSignature

Syntax: ServerSignature On|OfflEMail

[lo6aBMM B KOHUTIYypaLNOHHbIN hann Apache Takue CTPOKU:

ServerTokens ProductOnly
ServerSignature Off

Jagnm KOMaHAy Ha nepe3anyck cepsepa Apache:
# apachectl graceful |

npOBepVIM, KaKne 3aroJIoBKMN Tenepb BbIBOOATCA.

# telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.
Escape characteris '*]'.
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Thu, 29 Dec 2011 12:07:10 GMT

Server: Apache

X-Powered-By: PHP/5.2.17

Set-Cookie: SESSd41d8cd98f00b204e9800998ecf8427e=c2to8i5ude7u617qe499460192;
expires=Sat, 21-Jan-2012 15:40:30 GMT,; path=/
Expires: Sun, 19 Nov 1978 05:00:00 GMT
Last-Modified: Thu, 29 Dec 2011 12:07:10 GMT
Cache-Control: store, no-cache, must-revalidate
Cache-Control: post-check=0, pre-check=0
Vary: Accept-Encoding

Connection: close

Content-Type: text/html; charset=utf-8

Connection closed by foreign host.

OcTanock ewe "cnpataTtb" Bepcuio PHP. YTo6bl oTkatounTe B PHP nepepayy cny>xebHon
MHdopMaunm B 3arosoBkn seb-cepsepa, Heobxognmo B php.ini ycTaHOBUTbL 3Ha4YeHNe NepemMeHHoNn
expose php B 3Ha4veHne Off:

# cat /usr/local/etc/php.ini | grep expose_php
expose_php = Off
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N3meHeHUs BCTYMAT B CUJy Mocsie Nepe3anycka Beb-sepeepa.

|# apachectl graceful

lMpoBepsiem pesynbTaT:

# telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.
Escape characteris '"]'.
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Thu, 29 Dec 2011 12:10:18 GMT

Server: Apache

Set-Cookie: SESSd41d8cd98f00b204e9800998ecf8427e=iscdhol2rk8cd7huoqpbsepnf6;
expires=Sat, 21-Jan-2012 15:43:38 GMT; path=/
Expires: Sun, 19 Nov 1978 05:00:00 GMT
Last-Modified: Thu, 29 Dec 2011 12:10:18 GMT
Cache-Control: store, no-cache, must-revalidate
Cache-Control: post-check=0, pre-check=0
Vary: Accept-Encoding

Connection: close

Content-Type: text/html; charset=utf-8

Connection closed by foreign host.

KaxxeTcsa gocturnm uenu... Bepcum MO cKpbITbl OT NOCTOPOHHUX.

NcTouHuk (nonyyeHo 2026-01-07 13:50):
http://muff.kiev.ua/content/apache-otklyuchenie-vyvoda-sistemnoi-informatsii
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