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Portaudit - MOHUTOPUHI YA3BUMOCTEN B CUCTEME

Ony6nmnkosaHo muff B Cp, 2012-01-04 05:11

Oymato BceM n3BecTHO, 410 MO Bo FreeBSD noctaBnseTca c 6a30BON CUCTEMON, a TakXe
yCTaHaB/IMBAETCS U3 CUCTEMbI NOPTOB. ECn ycneanTb 3a "AblpKaMn B CEKbIOPHOCTM" camon
CNCTEMDbI elle npeacTtaBndaeTca BO3MOXHbIM, TO C1edUTb 3a BCEMU HaVIJJ,eHHbIMI/I YA3BUMOCTAMU B
MO, ycTaHOB/IEHHOM M3 CUCTEMbI MOPTOB - MPOCTO HepeaJsibHO.

Ha nomowb npuxoaunTt yTunuTta portaudit, KoTopas NnpoBepseT yCTaHOBJIEHHOE NPOrpaMHoe
obecnevyeHue Ha Hanu4me ya3smumocTein. Portaudit 6ygeT Ka>kabin AeHb NPOBEPATb Han4ume
yA3BUMOCTEN B YCTaHOBAEHHOM MO 1 NpuckiNaTh OTHET Ha NoyTy. o yMonyaHuio portaudit
nHTerpupyeTca c periodic, 4Tobbl 3anyckaTbCs exxegHeBHO. Bo Bpems paboThl oOHa 3arpyxaeTcs
nocnepHsasa sepcua 6a3bl faHHbIX ya3BuMocTen ¢ canTa http://www.freebsd.org n cpasHuBaeT co
CMNCKOM YCTaHOBJIEHHbIX MOPTOB. Pe3ynbTaTbl NPOBEPKU OTAPaBAAIOTCHA NO /IEKTPOHHOM MoYTe
nonb3oBaTento root c otyeTom periodic n URL-agpecamun, no KOTOPbIM MOXKHO HANTW ONMMUcaHue
BbISIBJIEHHbIX NPO6JaEM U MYTN NX YCTPAHEHUS.

BbinosiHUM ycTaHOBKY portaudit 13 cuctembl NOPTOB:

|# cd /usr/ports/ports-mgmt/portaudit/ && make install clean && rehash

YcTaHOBKa BbINOJIHWIACh 04€Hb BbICTPO. B KOHLE YCTaHOBKW NMopT "BbiBEN" MOACKA3KY:

===> To check your installed ports for known vulnerabilities now, do:

/usr/local/sbin/portaudit -Fda

NTak, NpoBeprM Ha TECTOBOM CEPBEPE, KaKne ysI3BMMOCTU ByayT 0OHapy )XeHbI:

# [usr/local/sbin/portaudit -Fda
auditfile.tbz 100% of 71 kB 32 kBps
New database installed.
Database created: cpena, 4 auBapsa 2012 r. 03:45:00 (EET)
Affected package: proftpd-1.3.3c_1
Type of problem: proftpd -- arbitrary code execution vulnerability with chroot.
Reference: http://portaudit.FreeBSD.org/022a4c77-2da4-11el1-b356-00215c6a37bb.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- Local file inclusion.
Reference: http://portaudit.FreeBSD.org/1f6ee708-0d22-11el-b5bd-14dae938ec40.html

Affected package: libxml2-2.7.3
Type of problem: libxml -- Integer overflow.
Reference: http://portaudit.FreeBSD.org/ce4b3af8-0b7c-11e1-846b-00235409fd3e.html

Affected package: freetype2-2.3.7
Type of problem: freetype -- Some type 1 fonts handling vulnerabilities.
Reference: http://portaudit.FreeBSD.org/54075e39-04ac-11el-a94e-bcaec565249c.html

Affected package: quagga-0.99.12
Type of problem: quagga -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/ab9be2c8-ef91-11e0-ad5a-00215c6a37bb.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- multiple XSS vulnerabilities.
Reference: http://portaudit.FreeBSD.org/e44fe906-df27-11e0-a333-001ccO0a36el2.html
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Affected package: ca_root nss-3.11.9 2
Type of problem: ca_root_nss -- extraction of explicitly-untrusted certificates into trust bundle.
Reference: http://portaudit.FreeBSD.org/1b27af46-d6f6-11e0-89a6-080027ef73ec.html

Affected package: ca_root nss-3.11.9 2
Type of problem: nss/ca_root _nss -- fraudulent certificates issued by DigiNotar.nl.
Reference: http://portaudit.FreeBSD.org/aa5bc971-d635-11e0-b3cf-080027ef73ec.html

Affected package: apache-2.2.11 3
Type of problem: apache -- Range header DoS vulnerability.
Reference: http://portaudit.FreeBSD.org/7f6108d2-cea8-11e0-9d58-0800279895ea.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- multiple XSS vulnerabilities.
Reference: http://portaudit.FreeBSD.org/75e26236-ce9e-11e0-b26a-00215c6a37bb.html

Affected package: freetype2-2.3.7
Type of problem: freetype2 -- execute arbitrary code or cause denial of service.
Reference: http://portaudit.FreeBSD.org/5d374b01-c3ee-11e0-8aa5-485d60cb5385.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/d79fc873-b5f9-11e0-89b4-001ec9578670.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/7e4e5c53-a56¢-11e0-b180-00216aa06fc2.html

Affected package: quagga-0.99.12
Type of problem: quagga -- two DoS vulnerabilities.
Reference: http://portaudit.FreeBSD.org/b2a40507-5¢88-11e0-9e85-00215af774f0.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpMyAdmin -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/cd68ff50-362b-11e0-ad36-00215c6a37bb.html

Affected package: php52-5.2.14 1
Type of problem: php -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/2b6ed5c7-1a7f-11e0-b61d-000c29d1636d.html

Affected package: php52-zip-5.2.14 1
Type of problem: php-zip -- multiple Denial of Service vulnerabilities.
Reference: http://portaudit.FreeBSD.org/2a41233d-10e7-11e0-becc-0022156e8794.html

Affected package: php52-filter-5.2.14 1
Type of problem: php-filter -- Denial of Service.
Reference: http://portaudit.FreeBSD.org/c623f058-10e7-11e0-becc-0022156e8794.html

Affected package: php52-5.2.14 1
Type of problem: php -- NULL byte poisoning.
Reference: http://portaudit.FreeBSD.org/3761df02-0f9c-11e0-becc-0022156e8794.html

Affected package: php52-5.2.14 1
Type of problem: php -- open_basedir bypass.
Reference: http://portaudit.FreeBSD.org/73634294-0fa7-11e0-becc-0022156e8794.html

Affected package: php52-5.2.14 1
Type of problem: php -- corruption of $GLOBALS and $this variables via extract() method.
Reference: http://portaudit.FreeBSD.org/f3148a05-0fa7-11e0-becc-0022156e8794.html
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Affected package: phpMyAdmin-3.1.3
Type of problem: phpMyAdmin -- XSS attack in database search.
Reference: http://portaudit.FreeBSD.org/753f8185-5ba9-42a4-be02-3f55ee580093.html

Affected package: wget-1.11.4
Type of problem: wget -- multiple HTTP client download filename vulnerability.
Reference: http://portaudit.FreeBSD.org/d754b7d2-b6a7-11df-826c-e464a695cb21.html

Affected package: quagga-0.99.12
Type of problem: quagga -- stack overflow and DoS vulnerabilities.
Reference: http://portaudit.FreeBSD.org/167953a4-b01c-11df-9a98-0015587e2ccl.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- Several XSS vulnerabilities.
Reference: http://portaudit.FreeBSD.org/274922b8-ad20-11df-af1f-00e0814cab4e.html

Affected package: apache-2.2.11 3
Type of problem: apache -- Remote DoS bug in mod_cache and mod_dav.
Reference: http://portaudit.FreeBSD.org/28a7310f-9855-11df-8d36-001aa0166822.html

Affected package: sudo-1.6.9.20
Type of problem: sudo -- Secure path vulnerability.
Reference: http://portaudit.FreeBSD.org/d42e5b66-6ea0-11df-9c8d-00e0815b8da8.html

Affected package: joomlal5-1.5.8
Type of problem: joomla -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/8d10038e-515¢c-11df-83fb-0015587e2ccl.html

Affected package: curl-7.19.4
Type of problem: curl -- libcurl buffer overflow vulnerability.
Reference: http://portaudit.FreeBSD.org/c8c31c41-49ed-11df-83fb-0015587e2ccl.html

Affected package: sudo-1.6.9.20
Type of problem: sudo -- Privilege escalation with sudoedit.
Reference: http://portaudit.FreeBSD.org/1a9f678d-48ca-11df-85f8-000c29a67389.html

Affected package: sudo-1.6.9.20
Type of problem: sudo -- Privilege escalation with sudoedit.
Reference: http://portaudit.FreeBSD.org/018a84d0-2548-11df-b4a3-00e0815b8da8.html

Affected package: libvorbis-1.2.0_3,3
Type of problem: libvorbis -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/94edff42-d93d-11de-a434-0211d880e350.html

Affected package: gd-2.0.35,1
Type of problem: gd -- ' gdGetColors' remote buffer overflow vulnerability.
Reference: http://portaudit.FreeBSD.org/4e8344a3-ca52-11de-8ee8-00215c6a37bb.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- XSS and SQL injection vulnerabilities.
Reference: http://portaudit.FreeBSD.org/4769914e-b844-11de-b159-0030843d3802.html

Affected package: apache-2.2.11 3
Type of problem: apache2?2 -- several vulnerability.
Reference: http://portaudit.FreeBSD.org/e15f2356-9139-11de-8f42-001aa0166822.html

Affected package: joomlal5-1.5.8
Type of problem: joomlal5 -- com_mailto Timeout Issue.
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Reference: http://portaudit.FreeBSD.org/739b94a4-838b-11de-938e-003048590f9%e.html

Affected package: phpMyAdmin-3.1.3
Type of problem: phpmyadmin -- XSS vulnerability.
Reference: http://portaudit.FreeBSD.org/ba73f494-65a8-11de-aef5-001c2514716c¢.html

Affected package: joomlal5-1.5.8
Type of problem: joomla -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/bdccd14b-5aac-11de-a438-003048590f9e.html

Affected package: apache-2.2.11 3
Type of problem: apr -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/eb9212f7-526b-11de-bbf2-001b77d09812.html

Affected package: freetype2-2.3.7
Type of problem: freetype2 -- multiple vulnerabilities.
Reference: http://portaudit.FreeBSD.org/20b4f284-2bfc-11de-bdeb-0030843d3802.html

Affected package: phpMyAdmin-3.1.3

Type of problem: phpmyadmin -- insufficient output sanitizing when generating configuration file.
Reference: http://portaudit.FreeBSD.org/1a0e4cc6-29bf-11de-bdeb-0030843d3802.html

Affected package: phpMyAdmin-3.1.3

Type of problem: phpmyadmin -- insufficient output sanitizing when generating configuration file.
Reference: http://portaudit.FreeBSD.org/06f9174f-190f-11de-b2f0-001c2514716c.html

42 problem(s) in your installed packages found.

You are advised to update or deinstall the affected package(s) immediately.

M-gs... ObHapy>xeHo 42 ya3BMMOCTW. Ka)keTcs nmopa U Ha TECTOBOM CepBepe cednTb 3a
aKTyasIbHOCTbIO yCcTaHoBsieHHoro 0.

HekoTopble N3 4OCTYMHbIX OMNUMIA 3anycKa:

e portaudit -a - BbIBOJ OTHeTa 0 YA3BMMOCTAX B YCTAHOBNEHHbIX NOpTax.
portaudit -C - BbiBOA 0THETa 0 YA3BMMOCTAX MOpPTa, HAaXOASALWErocs B TeKyLLen
anpekTopuun.

portaudit -F - 3arpy3nTtb nocnegHioto 6asy

portaudit -q - "Tuxnn" pexxnm

portaudit -d - npoBepka, Korga nocneaHUin pa3 BbINOJIHAMACL 3arpy3ka 6asbl
portaudit -V - BbiBO4 BEPCUN

portaudit -v - pexxum oTnagku

portaudit -X days - 3arpyxaeT 6a3y, ecnn oHa cTapwe "days"

portaudit -f <file> - npoBepka NakeToB, NepevYnCeHHbIX B hanne
portaudit <nakeT> - HpoOpMaLNa O YA3BUMOCTAX KOHKPETHOIro NakeTa

Tak>e CTouT nMeTb BBMAY, YTO cucTeMa 3anyckaeT portaudit npu ka>kgon nonbiTke ycTaHoBKK MO
N3 cucTeMbl NOpToB. Ecnm ana nopta obHapyxeHbl Nnpobnemsl ¢ 6€30NacHOCTbLIO, TO YCTaHOBKa
O6yneT ocTaHoBseHa. Ecnun e ycTaHoBKa Hebe3onacHOro nopta Bce e Heobxoanma, To ON4
obxopna 3anpeTa B /etc/make.conf fobaBasgemM Takyo onunto cOopKu:

[DISABLE_VULNERABILITIES=yes |

A ons Toro, 4Tobbl Nerko 06HOBAATL YCTAaHOBNIEHHbIE MOPTbI, COBETYIO "MOAPYXUTLCA" C Takomn
yTUnuTOon, Kak portupgrade [1].
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UcTouHuk (nonyyeHo 2025-07-30 08:00):
http://muff.kiev.ua/content/portaudit-monitoring-uyazvimostei-v-sisteme

Ccbnku:
[1] http://muff.kiev.ua/content/portupgrade-korrektnoe-obnovlenie-ustanovlenogo-softa

Page 5 of 5


http://muff.kiev.ua/content/portaudit-monitoring-uyazvimostei-v-sisteme
http://www.tcpdf.org

