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Chkrootkit - nouck B cucteme rootkit u backdoor

Ony6nmnkosaHo muff B Cp, 2012-12-05 14:37

chkrootkit

Monpocunun "nocMoTpeTb" cepBep, KOTOPbLIN HECKOLKO NeT paboTan B LWUTaTHOM pexume 6e3
CTOPOHHero sMewlaTesibcTBa. CBOM 3aa4M OH NCNPABHO UCMNOJIHAN, NJAaHUPOBANIOCh paclunpeHue
(yHKUMOHana... Mopj "wymMok" pewnn NnpoBecTn TeCTUPOBaHNE CUCTEMbl Ha Han4yune ysa3BUMOCTEN U
NpUCyTCTBUA "3apa3bl". Kak HUKaK - HECKOIbKO neT paboTel 6€3 obHoBNEeHUI codTa...

[JaHHbIE O TECTUPYEMOWN CUCTEME:

# uname -v
FreeBSD 7.0-RELEASE-p3 #0: Mon Aug 4 13:49:40 EEST 2008 root [at] arey [dot]
local:/usr/obj/usr/src/sys/AREY

[Ons NnpoBepKn Ha Hann4ne pyTknToB 1 6ekgopos, Bocnonb3yemcsa yTunuton chkrootkit. 3to
CKaHep cucTembl 6€30MacHOCTM, KOTOPbIA ULLET B CUCTEME NPU3HAKW, YKa3biBaloLMe Ha Halnymmn B
cucteme pyTkUToB (aHra. rootkit, T.e. "Habop root'a" - nporpamma nam Habop nporpamMm ass
CKPbITUS C/1e0B MPUCYTCTBUS 3JI0YMbILLUJIEHHNKA WJIN BPEAOHOCHOW MporpaMmMbl B CUCTEME) NN
6ekpopos (o1 aHr/1. back door, 4€pHbIVi X0 - MPOrpaMmMbl, KOTOPbIE YCTaHaB/INBAET B3/IOMLUNK Ha
B3/IOMa@HHOM UM KOMIbIOTEpPE roc/ie rojy4eHus rnepBoHaqyasibHoro 4oCTyna C Lesbio NoBTOPHOIoO
ros1ly4eHus: 4OCTyrna K CUCTEME).

OfpHako, uMenTe BBUAY, YTO NPOBEPKA TOJIbKO AAaHHbIM CKAaHEepPOM He faeT rapaHTuu, 4To cucTeMa
He rnoasepranack B3sioMy. BmecTte ¢ chkrootkit nnonb3synte Takxxe fONOAHUTENbHbBIN COPT.

BbinonHumM yctaHoBky chkrootkit n3 cuctembl NnopToB, KOTOpblE NpeaBapuTenbHO Heobxoammo
06HoBUTL [1]:

|# cd /usr/ports/security/chkrootkit && make install clean && rehash |

Mocne yCTaHOBKW A1 NCNO0JIb30BaHNA YTUINTbI AOCTYMNHbI CAeAyioLne KIYu:

Usage: /usr/local/sbin/chkrootkit [options] [test ...]Options: -h

2222222272 27? 222222222 ? 2?2277 -V 2292222227 2222272227
? 279772727 ? 22777 -1 299992727727 27277727 227272727 222727 ? 272277
-d 22272727 -q "M 2727277 - X
2727729227227 22727 -r dir 2277927222727 227227272 2727277277

P77 V07?0V -p dirl:dir2:dirN 2?2?22 2 22???2?7° ?2???°??7°7?7?7?, 2?2?7777
??7?7?27?7?7?7??? chkrootkit -n W S A S A o O A B A o S M o S M S M o S M o S B A M o S M o o
NFS

B xone pabotbl chkrootkit oTnpasnseT chnepyouwme ygefomMneHns:

e INFECTED - gaHasa nporpaMmMa MO>XeT OTHOCUTLCS K M3BECTHbLIM obpa3uam BpakaebHoro
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koga (rootkit)
¢ not infected - oTcyTCcTBME CUTHATYp U3BECTHbLIX PYTKUTOB
¢ not tested - TecT He BbINOSIHEH MO OQHON N3 YKa3aHHbIX NPUYMH
°© HernpMMeHUMOCTb NpPoBepku Ansa gaHonm OC
© OTCYTCTBME BO3MOXHOCTU MCMOJIb30BaHNS BHELUHEN NPOrpaMMmbl
© 3ajaHbl ONUMN KOMMaHAHOW CTPOKW, OTKJIOYaKoLLKMe 3Ty NMPOBEPKY
e not found - nporpamma He HangeHa, NO3TOMY He nMpoBepsaiach
¢ Vulnerable but disabled - nporpamma 3apa)xeHa, HO Ha MOMEHT MPOBEPKMN He
ncnonb3yeTcs (He 3anyLieHa)

Mpoeepum, Kakasa Bepcna chkrootkit 6bina yctaHoBneHa:

# chkrootkit -V

chkrootkit version 0.49

Y710 X... KaxkeTcsa nopa BbINOJHUTbL NPOBepKY. [N 3Toro 3anycTum yTunnty, 6e3 ncrnosib3oBaHus
KJ1to4en:

# chkrootkit

ROOTDIR is */'

Checking “amd'... not infected
Checking “basename'... not infected
Checking " biff'... not infected
Checking “chfn'... not infected
Checking “chsh'... not infected
Checking “cron'... not infected
Checking "crontab'... not infected
Checking "date'... not infected
Checking “du'... not infected
Checking “dirname’... not infected
Checking “echo'... not infected
Checking “egrep'... not infected
Checking “env'... not infected
Checking “find'... not infected
Checking “fingerd'... not infected
Checking “gpm'... not found
Checking “grep'... not infected
Checking “hdparm'... not found
Checking “su'... not infected
Checking "ifconfig'... not infected
Checking “inetd'... not tested
Checking “inetdconf'... not infected
Checking “identd'... not found
Checking “init'... not infected
Checking “killall'... not infected
Checking “ldsopreload'... not tested
Checking “login'... not infected
Checking "Is'... not infected
Checking “lsof'... not found
Checking “mail'... not infected
Checking “mingetty'... not found
Checking "netstat'... not infected
Checking "named'... not infected
Checking “passwd'... not infected
Checking "pidof'... not found
Checking “pop?2'... not found
Checking “pop3'... not found
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Checking “ps'... not infected

Checking "pstree'... not found

Checking “rpcinfo'... not infected

Checking “rlogind'... not infected

Checking “rshd'... not infected

Checking “slogin'... not infected

Checking “sendmail'... not infected

Checking “sshd'... not infected

Checking “syslogd'... not infected

Checking “tar'... not infected

Checking “tcpd'... not infected

Checking “tcpdump'... not infected

Checking “top'... not infected

Checking “telnetd'... not infected

Checking “timed'... not infected

Checking “traceroute'... not infected

Checking “vdir'... not found

Checking “w'... not infected

Checking “write'... not infected

Checking "aliens'... no suspect files

Searching for sniffer's logs, it may take a while... nothing found
Searching for HiDrootkit's default dir... nothing found

Searching for tOrn's default files and dirs... nothing found
Searching for tOrn's v8 defaults... nothing found

Searching for Lion Worm default files and dirs... nothing found
Searching for RSHA's default files and dir... nothing found
Searching for RH-Sharpe's default files... nothing found
Searching for Ambient's rootkit (ark) default files and dirs... nothing found
Searching for suspicious files and dirs, it may take a while... nothing found
Searching for LPD Worm files and dirs... nothing found
Searching for Ramen Worm files and dirs... nothing found
Searching for Maniac files and dirs... nothing found

Searching for RK17 files and dirs... nothing found

Searching for Ducoci rootkit... nothing found

Searching for Adore Worm... nothing found

Searching for ShitC Worm... nothing found

Searching for Omega Worm... nothing found

Searching for Sadmind/IIS Worm... nothing found

Searching for MonKit... nothing found

Searching for Showtee... nothing found

Searching for OpticKit... nothing found

Searching for T.R.K... nothing found

Searching for Mithra... nothing found

Searching for OBSD rk v1... nothing found

Searching for LOC rootkit... nothing found

Searching for Romanian rootkit... nothing found

Searching for Suckit rootkit... nothing found

Searching for Volc rootkit... nothing found

Searching for Gold2 rootkit... nothing found

Searching for TC2 Worm default files and dirs... nothing found
Searching for Anonoying rootkit default files and dirs... nothing found
Searching for ZK rootkit default files and dirs... nothing found
Searching for ShKit rootkit default files and dirs... nothing found
Searching for AjaKit rootkit default files and dirs... nothing found
Searching for zaRwT rootkit default files and dirs... nothing found
Searching for Madalin rootkit default files... nothing found
Searching for Fu rootkit default files... nothing found

Searching for ESRK rootkit default files... nothing found
Searching for rootedoor... nothing found
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Searching for ENYELKM rootkit default files... nothing found
Searching for common ssh-scanners default files... nothing found
Searching for suspect PHP files... nothing found

Searching for anomalies in shell history files... nothing found
Checking “asp'... not infected

Checking “bindshell'... INFECTED (PORTS: 465)

Checking “lkm'... chkproc: nothing detected

chkdirs: nothing detected

Checking “rexedcs'... not found

Checking "sniffer'... fxp0 is not promisc

vlanl is not promisc

vlan2 is not promisc

Checking “w55808'... not infected

Checking “wted'... chkwtmp: nothing deleted

Checking “scalper'... not infected

Checking “slapper'... not infected

Checking "z2'... chklastlog: nothing deleted

Checking “chkutmp'... chkutmp: nothing deleted

Checking "OSX_RSPLUG'... not infected

CornacHo oT4yeTa, cucteMa nHpMUMpoBaHa. Heobxoanmo pa3obpaTbcs 4To Oa Kak... Chkrootkit
"pyraetca" Ha OTKpbITbIN NOPT 465 (smtp protocol over TLS/SSL). OaHako Ha faHOM cepBepe
paboTaeT NOYTOBLIN CEpBEP, KOTOPbLIN N HAaCcTpoeH Ha paboTy no smtps. Ecan B HacTporkax
MOYTOBOro cepBepa OTKNIYUTL paboTy No smtps, To NpoBepkKa NPOXOAUT KOPPEKTHO,

COOTBETCTBEHHO MOXXHO AaHHbIN cnyqa|7| CHUTATb JTIOXKHbIM Cpa6aTbIBaHI/IeM.

UcTouHuK (nonyyeHo 2025-11-20 12:21):

http://muff.kiev.ua/content/chkrootkit-poisk-v-sisteme-rootkit-i-backdoor

CcbUIKM:
[1] http://muff.kiev.ua/content/csup-obnovlyaem-sistemu
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