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Lynis - ayauT 6€30nacHOCTU CUCTEMbI

Ony6nmnkosaHo muff B Cp, 2012-12-05 22:52

Pa3BnBasa TeMy NpoBepku cucteMbl 6esonacHocTu [1], pewwnn ncnpobosatb yTunnty Lynis. B
xone csoer paboTbl OHa BbIMNOJIHAET ayAUT CUCTEMbI, MPOBEPSAS N CUCTEMY N KOH(PUTYPaLMOHHbIE
hannbl. Mo 3aBepLUEHUIO NPOBEPKN BbIBOAUTCA OTHET, B KOTOPOM Tak)Xe purypumpyeT obuias
OLleHKa CUCTEeMbI, NpeayrnpexaeHns N CoBeTHl...

lMopa 3TO BCe NPOBEPUTL Ha NpaKTUKe. TeCTOBbLIN CTEHA - TOT Xe:

# uname -v

FreeBSD 7.0-RELEASE-p3 #0: Mon Aug 4 13:49:40 EEST 2008 root [at] arey [dot]
local:/usr/obj/usr/src/sys/AREY

BbINnosiHMM ycTaHOBKY lynis 13 cMcTtemMbl NopToB:

|# cd /usr/ports/security/lynis && make install clean && rehash

BO3MOXXHOCTMK YTUAMTHI caegytoline (Bocnoab3dyemMcs onumnen -h gns BbiBoga KOPOTKOW CNpaBKK):

|[+] Initializing program -----------------mao Valid paraneters: -
-auditor "<nanme>" : Auditor name --check-all (-c¢) . Check
system --check-updat e . Check for updates --no-colors
Don't use colors in output --no-1og : Don't crea
te a log file --profile <profile> : Scan the systemw th the given prof
lile file --quick (-Q . Quick node, don't wait for user input
--quiet (-Qq) : No output, except warnings --reverse-colors
Optinmize color display for |ight backgrounds --tests "<tests>"
Run only tests defined by <tests> --tests-category "<category>" : Run only
tests defined by <category> --vi ew manpage (--nman) : View man page --V
ersion (-V) : Display version nunmber and quit
See man page and docunentation for all available options.

Ons 6onee nogpobHOro onnucaHma AOCTYMNHbIX onuuii - man lynis.

BbINOMHMM MOJIHYIO NPOBEPKY CUCTEMbI B "TUXOM" pexxume (MHadve nocne Kaxaoro 6710ka NnpoBepok
npuAeTcs NOATBEPXAaTbh AENCTBMSA BBOLOM C KJIaBUATYpbl):

[# lynis -c -Q

Mo 3aBepLUEHND CKAaHMPOBaHMS, BHUMATE/IbHO U3y4YaeM oT4HeT. XXenaTeNbHO B NEPBYIO o4Yepeab
ncnpaBuTb Bce Warnings 1 No mepe BO3MOXXHOCTW, BbIMNOJIHUTb PEKOMEHAALNN CeKLNN
Suggestions. Tak)xe nopagosan napameTp Hardening index, koTopbin oTobpa)kaeT 4ncaosoe
3HaYeHne ypoBHS 3aLLULLEHHOCTU CepBepa.

B MoeM csiyyae pe3ysibTaT CKaHMPOBaHUA MOJYy4NICs CJ'Ie}J,yPOLLI,I/IVIZ

-[ Lynis 1.2.9 Results ]-

Tests performed: 136
Warnings:

-[00:25:16] Warning: Found one or more zombie processes (38686) [test:PROC-3612] [impact:L]

Page 1 of 3


http://muff.kiev.ua/content/chkrootkit-poisk-v-sisteme-rootkit-i-backdoor

¥ _Z Lynis - ayauT 6e30nacHOCTU CUCTEMDbI
\ ' Ony6nmkosaHo muff.kiev.ua (http://muff.kiev.ua)

-[00:25:16] Warning: Multiple users with UID 0 found in passwd file [test:AUTH-9204] [impact:H]

-[00:25:16] Warning: Multiple accounts found with same UID [test:AUTH-9208] [impact:H]

-[00:25:16] Warning: Possible harmful shell found (for passwordless account!) [test:AUTH-9218]
[impact:H]

- [00:25:16] Warning: Found unprotected console in /etc/ttys [test:SHLL-6202] [impact:M]

- [00:25:33] Warning: PHP option expose_php is possibly turned on, which can reveal useful
information for attackers. [test:PHP-2372] [impact:M]

- [00:25:34] Warning: Found one or more stratum 16 peers [test:TIME-3116] [impact:L]

Suggestions:

-[00:25:14] Suggestion: update to the latest stable release.

-[00:25:16] Suggestion: Check the output of ps for dead or zombie processes [test:PROC-3612]

-[00:25:16] Suggestion: Use vipw to delete the 'toor' user if not used. [test:AUTH-9204]

- [00:25:16] Suggestion: Default umask in /etc/profile could be more strict like 027
[test:AUTH-9328]

- [00:25:16] Suggestion: Change the console line from 'secure' to 'insecure’'. [test:SHLL-6202]

- [00:25:16] Suggestion: To decrease the impact of a full /tmp file system, place /tmp on a
separated partition [test:FILE-6310]

- [00:25:32] Suggestion: Unused distfiles found. Use portsclean to delete these files. For example:
portsclean -DD. [test:PKGS-7348]

- [00:25:32] Suggestion: [test:Install portaudit from the ports collection to query outdated
(vulnerable) packages.]

- [00:25:32] Suggestion: Configure a firewall/packet filter to filter incoming and outgoing traffic
[test:FIRE-4590]

- [00:25:33] Suggestion: Change the expose_php line to: expose_php = Off [test:PHP-2372]

- [00:25:33] Suggestion: Change the enable_dlI line to: enable_dI = Off, to disable downloads via
PHP [test:PHP-2374]

- [00:25:33] Suggestion: Change the allow_url_fopen line to: allow_url fopen = Off, to disable
downloads via PHP [test:PHP-2376]

- [00:25:33] Suggestion: Enable logging to an external logging host for archiving purposes and
additional protection [test:LOGG-2154]

- [00:25:33] Suggestion: Add legal banner to /etc/motd, to warn unauthorized users
[test:BANN-7122]

- [00:25:34] Suggestion: Check ntpq peers output [test:TIME-3116]

-[00:25:34] Suggestion: Check ntpq peers output for time source candidates [test:TIME-3128]

-[00:25:34] Suggestion: Harden the system by removing unneeded compilers. This can decrease
the chance of customized trojans, backdoors and rootkits to be compiled and installed
[test:HRDN-7220]

Files:
- Test and debug information : /var/log/lynis.log
- Report data : /var/log/lynis-report.dat

Notice: Lynis update available
Current version : 129 Latest version : 130

Ka)keTcsa nopa nopaboTtaTb Hal 6e30MacHOCTbLIO AAHOMO CepBepa...

Kak utor, Mory oTMeTuTb, YTO Mo cBoei cyTu lynis oka3asicsi Mose3HbIM U UHTEPECHbIM
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NHCTPYMeHTOM. O4HO3HAYHO CTOUT B3ATb €r0 Ha BOOPY)XEHWNE 1 NCMOIb30BaTb NOBCEAHEBHO B
paboTe.

UcTouHuk (nonyyeHo 2025-07-30 07:58):
http://muff.kiev.ua/content/lynis-audit-bezopasnosti-sistemy

Ccbinku:
[1] http://muff.kiev.ua/content/chkrootkit-poisk-v-sisteme-rootkit-i-backdoor
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