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Unbound - HacTpouka kKewupyrwouwero DNS-cepsepa

OnybnukosaHo muff B BTp, 2014-03-04 03:25

Unkeund

B penuse FreeBSD 10.0 DNS-cepsep BIND 3ameHeH Ha cBA3KY U3 Kewwupytowero DNS-cepBepa
Unbound n 6ubnnotekn LDNS. Pa3zburpasicb C HOBOBBEAEHUSMU, PELLNT 3a04HO 03HAKOMUTLCA U C
HacTponkon Unbound.

Unbound pacnpocTtpaHsaeTca nog nnueH3smnen BSD, nMeeT MoOyNbHYO CTPYKTYPY U mMoagepxmBaeTt
paboTy pe3osBepa B PEKYPCUMBHOM 1 K3WMpyloweM pexume. Bo BpeMsa paboTbl cepeepa, Kelu
LLeJIMKOM pacnoJjioraeTcs B NaMATU. Takxe nMmeeTcs BO3MOXHOCTb NpoBepku BannaHoct DNSSEC
-CUrHaTYyp, aCMHXPOHHbIX 3aMpocoB N BnbnnoTekn ond MHTerpaunm Koga pesosnsepa B
nonb3oBaTeNibCkue npunoxeHus (stub-resolvers). BHavyane npototun cepBepa 6bia HannucaH Ha
A3blke Java, nocne 4yero 6b11 nepenncaH Ha Aa3blke Cn, 4TO MO3BOJINIO 3HAYNTESNIbHO YBEJINYNUTL €r0
Nnpoun3BoANTESNIbHOCTL. 1o cpaBHeHUto ¢ BIND, CTOUT OTMETUTb CKPOMHbIE pa3Mepbl N BbICOKYIO
MPOn3BOANTESIBHOCTD.

NTakK, npucTtynum K HacTpomnke... lNlonck npumepa KoHpuUrypaumoHHoro ganna B TOJIbKO
YCTAHOBJIEHHOW CUCTEME pe3ynbTaToB He das... O4HaKo Ha NOMOLLb NpuLWIa

Tuanta unbound-checkconf:

# unbound-checkconf

[1393875321] unbound-checkconf[1362:0] error: Could not open /var/funbound/unbound.conf: No
such file or directory

KoHdurypaumnoHHbin ann unbound.conf goskeH HaxoguTbcsa B KaTasnore /var/unbound. C
OOCTYMHbIMM OMUMSAMUN PELLNT 03HAaKOMUTBLCSA Ha CTpaHULUax pykoBoacTea man unbound.conf. Kak
0OKa3anocCb, NpuMep KOHpUrypaumnoHHoro ganna 6bin npensnoxxeH nMeHHo TaM. Monpobyem cobpaThb
HebobLION % aunu, oTTaJIKMBAACh OT NPEeAsIOXKEHOIr0 NMpuMepa U OCTYMNHbIX ONLWNA.

Mocne coszpaHns KoHUrypaumoHHOro anaa NpoBepmM KOH(PUIypaLmio C MOMOLLbIO Y)Ke
n3sectHon yTuantel unbound-checkconf:

# unbound-checkconf
unbound-checkconf: no errors in /var/unbound/unbound.conf

Ka>xeTcsa Bce B nopsgke. Oobasum 3arpysky oeMoHa npwm ctaprte CNCTEMbI:
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# echo '# DNS server' >> /etc/rc.conf
# echo 'local_unbound_enable="YES"' >> /etc/rc.conf

Ka>keTcs HN4yero He NpoNycTUu... JlaeM KOMaHAY Ha 3anyck:
# sh /etc/rc.d/local_unbound start
Starting local_unbound.

[MpoBepnM, 3aNyCTWUICSA JIN NPOLLECC:
# ps -ax | grep unbound | grep -v grep
2340 - Is 0:00,03 /usr/sbin/funbound -c/var/unbound/unbound.conf

NemMoH 3anyuieH. NpoBepum, obpabaTbiBAaeT 1M OH 3aNPOCHI:

# drill @127.0.0.1 muff.kiev.ua

;» ->>HEADER<<- opcode: QUERY, rcode: NOERROR, id: 57961

;; flags: grrd ra ; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: O
;; QUESTION SECTION:

;; muff.kiev.ua. IN A

:; ANSWER SECTION:
muff.kiev.ua. 3427 IN A 91.196.100.50

;» AUTHORITY SECTION:
;; ADDITIONAL SECTION:
;» Query time: 0 msec

;» SERVER: 127.0.0.1

;; WHEN: Tue Mar 4 01:43:24 2014
;; MSG SIZE rcvd: 46

KnmneHTCcKme 3anpochbl 06paﬁaTblBaiOTCF|. OTAnYHoO, npoaAoJIKNM HaCTpOIhKy...

Cnepyowmn war - HacTponka yTunmTel unbound-control Ha paboTy c unbound. nsa aToro
BOCMOJIb3YEMCA Npuaaraemon ytuantor unbound-control-setup.
# unbound-control-setup

setup in directory /etc/unboundgenerating unbound_server. keyGenerati ng RSA private k
ey, 1536 bit long nodulus............... L
..................... ++++e i s 65537 (0x10001) generati ng unbound_control . keyGeneratin
g RSA private key, 1536 bit long modul us. ... ... ... ..
........................ ++++e i s 65537 (0x10001)create unbound_server.pem (sel f sign
ed certificate)create unbound _control.pem (signed client certificate)Si gnature oksub

ect =/ CN=unbound-control Getting CA Private KeySetup success. Certificates created. E
|‘nabl e in unbound. conf file to use

Mocne 3Toro Heobxoarmo f06aBuThb creayoLinii 610K B KOHDUIYPaLIMOHHbIN daia unbound.conf:
remote-control:

control-enable: yes

control-interface: 127.0.0.1

control-port: 953

server-key-file: "unbound_server.key"

server-cert-file: "unbound_server.pem"

control-key-file: "unbound_control.key"

control-cert-file: "unbound=control.pem"
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Y106bI U3MEHEHWSA BCTYNWJIN B CUY, HEoBXoanmMo nepesanyctnuts unbound:
|# sh /etc/rc.d/local_unbound restart |

YT06bl 03HAKOMUTBLCSA C BO3MOXXHOCTAMU YyTUAMThl unbound-control, noctaTo4yHo BbI3BaTh ee 6e3
kJtoyen, nnbo xxe ¢ kawyem -h:
# unbound-control -h

Usage: unbound-control [options] comrmand Renmote control utility for unbound
server.Options: -c file config file, default is /var/unbound/ unbound. conf -s
i p[ @ort] server address, if onmitted config is used. -q quiet (don't p
Irint anything if it works ok). -h show t hi s usage hel p. Commands: start
start server; runs unbound(8) stop
stops the server reload rel oads the server
(this flushes data, stats, requestlist) stats
print statistics stats_noreset peek at statistics status
di splay status of server verbosity <nunber> change | oggi
Ing detail |og_reopen cl ose and open the logfile |ocal_zone <nam|
e> <type> add new | ocal zone |ocal_zone_renpbve <nanme> renove | ocal zone a
Ind its contents |ocal_data <RR data...> add | ocal data, for exanple
| ocal _data www. exanpl e. com[1]
A 192.0.2.1 local_data_remove <name> remove local RR data from name dump_cache
print cache to stdout load_cache load cache from stdin lookup <name>
print nameservers for name flush <name> flushes common types for name from cache
types: A, AAAA, MX, PTR, NS, SOA, CNAME, DNAME, SRV
, NAPTR flush_type <name> <type> flush name, type from cache flush_zone <name> f
lush everything at or under name from rr and dnssec caches flush_bogus
flush all bogus data flush_stats flush statistics, make zero flush_requestlist
drop queries that are worked on dump_requestlist show what is worked on flush_infra [all |
ipl remove ping, edns for one IP or all dump_infra show ping and edns entries set |
option opt: val set option to value, no reload get option opt get option value list st
ubs list stub-zones and root hints in use list_forwards list forward-zones in us
e list_local_zones list local-zones in use list_local_data list local-data RRs in use fo
rward_add [+i] zone addr.. add forward-zone with servers forward remove [+i] zone remove for
ward zone stub_add [+ip] zone addr.. add stub-zone with servers stub_remove [+i] zone re
move stub zone +i also do dnssec insecure point +p set stub to
use priming forward [off | addr ...] without arg show forward setup orofftot
urn off root forwarding or give list of ip addressesVersion 1.4.20BSD licensed, se
e LICENSE in source package for details.Report bugs to unbound-bugs [at] nInetlabs [dot] nl

3pecs, 6narou,apﬂ KOMMEHTapunam, BC€ UHTYUTUBHO NMOHATHO

MpoBepum paboToCNOCOOHOCTL YTUINTLI, OTNPaBMB Kakyto nmbo komaHay B unbound-control,
Hanpumep reload:

# unbound-control reload

ok

Mopopoep>XmBaeTcsd BO3MOXKHOCTbL yNpaBJ/ieHNA yaaneHHbIM cepeepoM unbound, ncnonb3ys
JNloKanbHyto Bepcuto yTuanTel unbound-control. [Jna sToro Heobxoanmo, 4Tobbl Ha MalUMHE, C
KOTOPOW BbIMOJIHAIOTCA KOMaHAbl, MybnnyHble pem-Kaymn yaaneHHOro cepeepa. Takxe
Heobxoanmo, 4Tobbl 3TN KAOYYM BblNM MPONUCaHbl B KOHUrypaumnoHHom cdanne unbound.conf.

Tak>xe unbound nogaepxunBaeT ncnosibzoBaHne DNSSEC. PaccmaTpumBaTb 4TO Takoe DNSSEC un
NPUHLNMbI ero paboTbl HE BUXKY CMbICNa - MHGOPMauum B CeTu npefoctaTtoyHo. OCTaHOBMMCS
HernocpencTBeHHO Ha HacTporke unbound gna nognep>xkn DNSSEC.
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Onsa sknodeHus nogaep>xku DNSSEC, B KOHGuUrypaunoHHbin ann unbound.conf (B cekuuio
server) Heobxoanmo 4obaBuTb CaeayrLIMe CTPOKN:

module-config: "validator iterator"

auto-trust-anchor-file: "/var/unbound/root.key"

Mocne BHeCEHUS U3MeHeHU Heobxoaumo nepesanycTuTs unbound, 4To6bl N3MEHEHUS BCTYNWUAN B
CUny:

# unbound-control reload

ok

[poBepum nonaep>Xky DNSSEC:
# drill -D example.com @127.0.0.1

;» ->>HEADER<<- opcode: QUERY, rcode: NOERROR, id: 30826

;; flags: gr rd ra ad ; QUERY: 1, ANSWER: 2, AUTHORITY: 3, ADDITIONAL: 0
;» QUESTION SECTION:

;; example.com. IN A

;;» ANSWER SECTION:

example.com. 86072 IN A 93.184.216.119

example.com. 86072 IN RRSIG A 8286400 20140319191725 20140312122744 6439
example.com. VZWTz7/E6engcARhNn1KOOONTA+BSB8NuOOdaBjyMtu3gx5AIImkNR4ifUHUsOS4V1K5
yC25GnmDa7llELIFWFEIQvISUMD41bRX9kJuHLt9JhRj5hrb7L+9aqgeeTFa2jSRk59WIlajhbqcKYFTdm8BG
sGdx6IHx67X4W+nN7BRUUo=

;; AUTHORITY SECTION:

example.com. 172472 IN NS b.iana-servers.net.

example.com. 172472 IN NS a.iana-servers.net.

example.com. 172472 IN RRSIG NS 82172800 20140319163437 20140312122744 6439
example.com. IOIONMwaAc6pGLYh5yOL7SHDNY34vG5W/08chCTHIIkgcVij2KCXtrrVCUOVynelnhUgf
EZHVVRUOVwmMXecqVSz50e6iWPyZ7v8CBfgFjvS/oNIJ+8uBCAopxilWv4ENCCsulRUXoIBD2N2kwj3CF1
Ba3qgGDjkGMTzN5pblcuck=

;; ADDITIONAL SECTION:

;; Query time: 0 msec

;; EDNS: version 0; flags: do ; udp: 4096
;» SERVER: 127.0.0.1

;» WHEN: Wed Mar 12 16:37:19 2014

;» MSG SIZE rcvd: 446

Hy n Ha Bcskui cnyyan - npoeepum nogaep>xky DNSSEC HenocpencteeHHo B bpay3epe. C
uensto nposepkn yctaHosmm ansa Firefox nnarnH DNSSEC Validator. PesynbTaT - Ha KapTuHke
BHU3Y:

[ e

(2]

ba3oBas HacTponka Unbound 3akoH4YeHa, 0QHaKO eCTb elle MHOro onunun KoHUrypauyum,
03HAaKOMUTbLCA C KOTOPbLIMM MOXXHO B man unbound.conf.
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NcTouHuk (nonyyeHo 2026-04-11 10:52):
http://muff.kiev.ua/content/unbound-nastroika-keshiruyushchego-dns-servera

Ccbinku:
[1] http://www.example.com
[2] http://muff.kiev.ua/files/imagepicker/1/unbound_dnssec.png
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