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Nmap - the Network Mapper. YTunurta pns
CKaHUPOBAHMA U UccnenoBaHua 0e30NacHOCTU CeTHn

PP???7?777?

Nmap -

PIIIVVVIVIIVVNY?

nmap [7277%7) 77777777777 [ 7777 <70 TR TR LN

PPIPV?77?

77 Nmap 7777, 772 UDP, TCP comnect(), TCP SYN (777772772779, FTP proxy (772772 77722 ), Revessevident, ICMP (ping), FIN, ACK, Xmas tree,

Nmap TCPISN,

-sT (sean TCP) TCP connect() TCR7777, . 3 3 (

55 (s SYN) TCPSYN. =Y, Nimap 77777272 SYN-7777, . NACK
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-sS -p. -PS <nopt>. 772777, sendmail,
T, Nmap
nmap -n -sS -p25 -PS25 24.0.0.0/8
“SF,-5X,-N (scan FIN, scan Xmas, scan NULL) - *272272722" FIN, Xmas Tree ?NULL 27227272272, 77V », iogger 727 Cout
SYN-7I.
2 17777 2 Ximas Tree: JURGIPSH, ?NULL-  77PnRST,
TR TR T TR,
indows, 722777772, RST-72722, . 27 Nmap
7.
727227 Windows. 251 3 indows. 2727277272, Windows 3 isco, BSDI, IRIX, HPIUX 2
MVS. 2229727 7 7077777 RST-770772,
-sP (scan Ping) - ping- Nmap ICMP- 3 7,
( Nmap TCPACK-772227280. ( ) RST-7227, 72 272772, RST 2272 SYNJACK. 3 oot connect()
100t - - ICMP2ACK. 7, 72 ping: ving 777, DT

-V (scan Version)

TCP 2272 UDP-272772.

( wm T

Nmap (ftp, ssh, telnet, i),

o,

T, RPC, Nmap.

Wmmmmhttg://wvvw.chg”geoovetg-citv. r

ind, Apache hitpd, Solaristelnetd). ( 7722 Nmap
7,

TR A

penSSL, SSL

u/insecure/runmap/runmap-versionscan.htm [1 ] wmmmmn

-SU (scan UDP) -

o

768)

2 Solaris. DP-

, 73210,

2R, PR UDP-
7.

1812 (777724328)

Solai ( )

T, 7 Linux (

Nmap 3
UDP.-722772 72220, 70777707 72 I 72 Windowss.

727772, Microsaft

TR NI TR, TR TR I,

I
-sl <zombie_xoct{:nopt]> (scan Idle) - 3 IdieScan,
v o d
3pech [2] - _—
s
- , S —

B e cecieccckececeriekecertakeeceXererieke)

I1X, Amiga, BeOS, BSDI, Cray, Trué4 UNIX, DGIUX, OpenVMS, Digital UNIX, FreeBSD, HP-UX, OS/2, IRIX, MacOS, NetBSD, OpenBSD, OpenStep, QNX, Rhapsody, SunOS 4.X, Ultrix, VAX 2VxXWorks. 72272222 72272070 700707 V2277772 7277 v hackers.
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o S T
-sL (scanList) - ap, -n.
. ftp-27227272" 777" (" 139-7). 777 ftp-* ( e, b’ IRL 7777772 ftp,
.
-PU [portlist] (Ping UDP) - 'g. Nmap 7727227722 UDP- 1CMP' ( uDP) , 7777777 UDP,
~PE (Ping ICMP) - ping-’ ping-’ mnm,
-PP- 1CMP! (code 13"
-PM- PE %-PP (ICMP code 17).
. S

o . . S -
mmson NP //NMNAP 6. SOUrceforge.net/ [3]
-1 (1dent scan) - 772772727722 reversevident 722727777272, 777772 et (RFC 1413) 7, TCP, m itp

S S ,
e —"
WWWMWmhtto //www insecure.org/nmap/nmap.dtd [4]
-0G <umsa_cpaina> (output Grepable) - grep. oM (7. 7227 77777)

XML 72772 20000 TR TR,

-0A <Gasosoe_uma_daina> (output All) -

( , grep 2XML).

2basexrl.
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-0S <umn_cpaina> (output SApt iddie) - 7227772272277 72 727777 70 707770 77772 5| <ipT KiDdi3: this 1007 th3 r3sults of YouR ScanZ iN a s|<ipT kiDd]3 fOrM iNto THe fiL3 U sPecfy 4s an arGuMENT! U kAN giv3 the drgument r-¢ (witHOUt qUOteZ) to sh00t output iNTO stDouT!@!!

~-resume <wma_daina> <l >, -0G' 722'-oN". )

—-append_output 77277277, 2 2 T I,

-iL <uma_cbaina> (inputLis) - 1P <CRo<LF> (27227772 )

-iR (input Rendom) - > Nmap.

-p <Awanasow(si)_nopros> (porls) n2p., 7, -p23t -p 20-30,139,60000-", Nmzp: 20 13027260000 2 7727 (22 65535). 72 227272272 Nimep 222272772 720 7077 2 707 1:1024,

TR T TR T T enices.

-F (Fast scan) - = 3 services. TR N

D <NOXHBIA_XOCTL,[NOXHEIA_XOCT2],[,ME],...> ( 9. Nimep

B cceeX ceccceecckeceseXarceeeee| Hrcere

ME ‘Solar Desigy ‘Scanlogd) 1p: ME', Nmap

1P ™, 3 3 YN-272772.

-S <IP-anpec> (set Source) - 7772 Nmep. ( 3 3 ( 3 )

- e (interface) - e, Nmap

-g <Homep_nopra> - 3 0 DNS (777253) 2 FTP-DATA (777220)

TR R IR I TR T TR RSB I A2,

R PTTI UDP27 Nimi 7R IR 532 7R, 2 P 202, T TCP7I R - YOI TN, e, 1SN, 7277222 772 Nimap 3 g

--data_length <uucno> - 722772 Nmep 3 7T, TP 40772, 2|CMP*echo requests - 28. ( )

R I TR TR VIR M 2 ONS 7,

-t T 1P

ize_hosts - £ 2048

58", 77 SYN- e

-M <Makcumym_cokeTos> (Max sockets) - 3 TCP comnect() 72777727777

~-packet_trace TCPDUTD

IR, 772227722 ~Inmap, 277 Nmap

1772772777 Nmap ep- nmep-1pe, » ~nmapir.

Lk e e

77N
7,
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777 Polite

772Insane 7572777, - 03727272

7T 275" - Insane 3 T, T - ¢

--host_timeout - . e 22 Nmap

----- _rtt_timeout (maximal 3 o

—initial_rtt_timeout - . 3 . -PO". 777272 Nmapy

172777, 72 Nmap

--scan_delay

PPV P07 V0?77?9777 7?7777

<mask>' (“27727) 1P

10 - I YR I,

116 - TR YR B,

132 - TR R TR R,

1282100-255.0-255

1282101-5051-255.1,2.34,5255

1282100016

e o). *567, Nmep P77, .

Nmep 77272270777,
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P??777

nmap -v target.example.com

nmap -sS -O target.example.com/24.

examplecom. 77722777, oot
nmap -sX -p 22,53,110,143,4564 128.210.*.1-127
©121) B 1282101 7777), DS (53), pop3d (110), imapd (143) 4564, jindows, CISCO, IRIX, HPIUX ?BSDI.
nmap -v --randomize_hosts -p80 *.%.2.3-5
imep. 3 s oo . 77 77758 127-222
host -1 company.com |cut '-d" -f 4] ./nmap -v -iL.
oar Nimep 72727772 GNUILinux.

PPIV0?077? 97?777

Nmap.

P79?777

fyodor [at] insecure [dot] org (fyodor [at] insecure [dot] org)

http://www.insecure.org/ [5]

alex [at] cherepovets-city [dot] ru (alex [at] cherepovets-city [dot] ru)

Page 6 of 7


http://www.insecure.org/

¥ __Z Nmap - the Network Mapper. YTunuta onsa cKaHMpoBaHUSA U uccnenoBaHusa 6esonacH
' Ony6nmkosaHo muff.kiev.ua (http://muff.kiev.ua)

http://www.cherepovets-city.ru/insecure [6]
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vvvvvvvvv nep

http://www.cherepovets-city.ru/insecure [6]

http://www.insecure.org/ [5]

nmap (727777277277 (c) 1997-2003 Fyodor

runmap (7727772 722777 (c) 1999-2008 7777772 772777

Van Jacobson, Craig L TR, TR, VIR, TORIRIIIIIII I )N, IR VIR WX, PRI TR

e ftD://ftD. 0. Ibl.gov/libcap.tar.qz. [7]

U General Public License, . 77772 , 72 (Insecure.Org)

alex [at] cherepovets-city [dot] ru (alex [at] cherepovets-city [dot] ru)

NcTouHuk (nonyyeHo 2025-12-10 15:39):
http://muff.kiev.ua/content/nmap-network-mapper-utilita-dlya-skanirovaniya-i-issledovaniya-bezopas
nosti-seti

Ccbnku:

[1] http://www.cherepovets-city.ru/insecure/runmap/runmap-versionscan.htm
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[3] http://nmap6.sourceforge.net/

[4] http://www.insecure.org/nmap/nmap.dtd

[5] http://www.insecure.org/

[6] http://www.cherepovets-city.ru/insecure

[7] ftp://ftp.ee.lbl.gov/libcap.tar.gz.
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