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Co3paHue camonopnucHoro SSL-ceptucgpukara

Ony6nmnkosaHo muff B M1, 2009-12-25 02:16

CobCcTBEHHO B 3Ty 3aMeTKy byny cobupaTb MHGY 0 cepTudmnkaTax. NokynaTb 4OBEPEHHbLIE
cepTudUKaTbl Ha BCE XOCTbl Kak-To He cyabba (ocobeHHO ons obcnyxmeaHusa HebonbLworo oduca
Ha 5-10 pabo4ynx mMecT), NO3TOMY reHepmpoBaTb X Byaem camu.

Bce cepTudumnkaTbl Ha cepBepe bynyT pa3MeLlaTbCs B OAHON ANPEKTOPUN, COOTBETCTBEHHO
HeobxommMo co3aaTh ee:

|# mkdir /etc/ssl/certs

BAXXHO: NMpun co3zgaHnun ceptudmnkatoB obpawaem BHMMaHme Ha nose "Common Name" - cioga
Heobxogumo BnNmucaTb gencTemntenbHoe DNS-uma cepsepa (FQDN), nHadve ceptugukaT He byaeT
NPUHUMATbLCA, B CBA3M C HEAOBEPUEM K 3TOMY cepTUduKaTy!

Exim

MoyTOBMKKM, NO oNpeaeneHnto, HacTpamBalr C Nnogaep>xkom SSL, cooTBETCTBEHHO Heobxoanm
cepTudukaT. B KoHpurypaumoHHom caise exim, HanpuMmep, 3a cepTuUuUKaT oTBeYalT
crnenyouime CTPOKU:

tls_certificate = /etc/ssl/certs/mail.pem
tls_privatekey = /etc/ssl/certs/mail.pem

Mepengem B KaTaaor cepTUNKaTOB:

[# cd /etc/ssl/certs

CreHepupyem ceptucumnkaT. B npouecce Hy)KHO byaeT oTBETUTb Ha HECKOJIbKO BOMNpPOCOB. Ho Beab
3TO HacC He nyraeT?

# openssl req -new -x509 -days 3653 -nodes -out /etc/ssl/certs/mail.pem -keyout
/etc/ssl/certs/mail.pem

Generating a 1024 bit RSA private key

........ ++++++

......................... ++++++

writing new private key to '/etc/ssl/certs/mail.pem’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:UA

State or Province Name (full name) [Some-State]:Kiev Region

Locality Name (eg, city) []:Kiev

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Somebody Ltd.
Organizational Unit Name (eg, section) []:IT Department
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Common Name (eg, YOUR name) []:mail.domain.com
Email Address []:username [at] domain [dot] com

Apache

[loBosIbHO YacTo HeobxoammMo Ha web-cepBepe opraHmsoBaTb paboTy vyepes https, a 4ns sToro
COOTBETCTBEHHO HY>XKHO HAaCTPOUTb NoanepXky SSL nna Apache.

Mepennem B KaTasor cepTuUKaTOB:

# cd /etc/ssl/certs

FeHepupyeMm cepTndmrkaT (Maposib BBOAMM HECJIOXKHbLIN, YY4NTbIBAsA TO, YTO CKOPO Mbl OT HEro
oTKa)keMmcs):

# openssl genrsa -out apache.key -rand randfile -des3 2048

0 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
Enter pass phrase for apache.key:
Verifying - Enter pass phrase for apache.key:

# openssl req -new -x509 -key apache.key -out apache.crt -days 3653
Enter pass phrase for apache.key:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:UA

State or Province Name (full name) [Some-State]:Kiev Region

Locality Name (eq, city) [1:Kiev

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Local Network
Organizational Unit Name (eg, section) [1:IT Department

Common Name (eg, YOUR name) []:web.domain.com

Email Address [J:username [at] domain [dot] com

Onsa n3bexaHusa npobnem B fanbHenwem, 3HavyeHne "Common Name" Heobxognmo "npmesasaTh" K
VMeHW JoMeHa.

N36aBnsemcs OT Naposis B cepTugukaTre:

# openssl rsa -in apache.key -out apache.key
Enter pass phrase for apache.key:

writing RSA key

0O6e3onacum cucTemy:
|# chmod 400 apache.key

Page 2 of 3




¥ 4 Co3paHue camonopgnucHoro SSL-ceptudukara
\ ' Ony6nmkosaHo muff.kiev.ua (http://muff.kiev.ua)

Ha aToM pencTtBusa c cepTMdUKaToOM 3akaH4YuBatoTca. Crnefyowmni war - [obaBnTb NOSAEPXKKY
CO34aHHOro cepTudurkaTa B KoOHpuUrypaumoHHbein ann Apache. [locTuraetcsa 3To BHECEHNEM
cnepywowmnx ctpok B httpd.conf:

Listen 443

NameVirtualHost *:443

<VirtualHost *:443>
ServerName domain.com
ServerAdmin hostmasterhostmaster [at] domain [dot] com (@domain.com)

DocumentRoot /usr/local/www/apache22/data

ErrorLog /var/log/apache/domain.com-error.log
TransferLog /var/log/apache/domain.com-access.log

SSLEngine on

SSLCipherSuite ALL:!ADH:'EXPORT56:RC4+RSA:+HIGH: +MEDIUM: +LOW:+SSLv2:+EXP:+eNULL
SSLCertificateFile "/etc/ssl/certs/apache.crt"

SSLCertificateKeyFile "/etc/ssl/certs/apache.key"

<Directory "/usr/local/www/apache22/data">
Directoryindex index.php
AllowOverride All
SSLRequireSSL
Order Deny,Allow
Allow from all

</Directory>

</VirtualHost>

MpoBepsaeM KoHpUrypaumuio Apache, n ecaim Bce B nopsaake, nepesanyckaeMm Cayxoby:

# apachectl configtest
Syntax OK
# apachectl graceful

Tenepb MOXKHO NOAKOYATbLCA K cepBepy No npotokony HTTPS.

NcTouHuk (nonyyeHo 2025-07-28 22:14):
http://muff.kiev.ua/content/sozdanie-samopodpisnogo-ssl-sertifikata
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