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Using the Border Gateway Protocol for Interdomain
Routing

Ucnonb3oBaHne BGP AN HaCTPpOMKM MapLupyTU3aLMUM MexXay AOMEeHaMM
3710 nepBas pegaKkynsi, Nnoka He 6yayT ncripassieHbl OLWIN6KMN, ee He peKOMeHAYyeTCA
ncrosib30BaTb B y4e6HbIX Lensax
Border Gateway Protocol (BGP), onucaHHbii B RFC 1771, npeaHa3HayeH Anas MaplipyTusaunm Mexay
aBTOHOMHbLIMW CUCTEMAMKU. DTOT NPOTOKOJ BKAKOYAET B cebs 3awmTty oT "3aumknmeaHus”. ABTOHOMHas
cuctema [AS] - aTo Habop poyTepoB, KoTopble paboTatoT noA ynpaBaeHUeM 04HOro aAMMHUCTPATopPa,
WM O4HOW rpynnbl aAMUHUCTPATOPOB, M MCMNONb3YIOT 061y CcTpaTermio mapwpyTtusaumm. BGP vacto
ncrionblyetcs B cetax mexay ISP (Inetrnet Service Providers). B 4aHHOM pyKOBOACTBE Mbl PaCCMOTPUM,
Kak pabotaeTr BGP 1 kak Bbl MOXeTe ero Ucnosib30BaTthb A7 MaplwpyTmM3aumn Mexay ApPYrMMun CETAMMU,
poyTepbl KOTOPbIX TOXe Mcnonb3ytoT BGP. HMxe paccmaTpmuBaloTcsa cnegytolime rnasbl:

e BGP Fundamentals
BGP Decision Algorithm
Controlling the Flow of BGP Updates

e Practical Design Example

Note Mul 6yaem paccmaTtpuBatb BGP Version 4.

I. BGP Fundamentals

OTa rnaBa npeacrasnseT nHdopmaumio o BGP, 1 BkovaeT B cebs cneaytowme pasaensbl:

e 1.1 Internal BGP

e 1.2 External BGP

e 1.3 BGP and Route Maps

e 1.4 Advertising Networks
PoyTepbl, KOTOpble NpuHaanexart o4HOM n Toi xe AS n obmeHmnsatotcs BGP update'amu, paboTtatT no
Internal BGP (IBGP); poyTepbl, KOTOpble npuHaanexart pa3sHbiM AS n Toxxe obMeHumBaroTcs BGP
update'amu, paboTtatot no External BGP (EBGP). KomaHabl anst KoHdurypaumn IBGP n EBGP
OAWHAKOBbI, NCKJIIOYasa KOMaHAy KOHdurypauum poytepa "neighbor ebgp-multihop" (koTopas onncaHa
B pasgene "2" External BGP" 3Toli rnaBbl). MNoaToMy Be3ae, rae mbl 6yaeMm ynommHaTtb o IBGP n EBGP,
370 6ypeT AenaTtbCa B KOHTEKCTe, YTo routing updates npouncxoaat nmbo B Nnpeaenax ogHoi AS, nnéo
mexay AS.
Ha pucyHke 12-1 neMOHCTpupyeTtcs pasindue mexay EBGP n IBGP.

Figure 12-1: EBGP, IBGP, and Multiple ASs
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MNepen Tem, kak 06MeHMBaTLCA MHMOPMaLMen 0 MapLlpyTax C BHewHMn AS, BGP gomxeH
rapaHTUpoBaTb, YTO CETU _BHYTpU ero_ AS fOCTMXUMbI. DTo obecneymsaeTcss KoMbMHaunen obmeHa
MHpopmaumen o mapwpyTtax no IBGP Mexay poytepamm BHYTpu AS n nepegaden nHdopmaumm o
MapwpyTax BGP B oamH u3 Interior Gateway Protocols (IGPs), koTopble paboTatoT BHYTpu AS
(Hanpumep, Intereior Gateway Routing Protocol IGRP, Intermediate System-to-Intermediate System
IS-IS, Routing Information Protocol RIP n Open Shortest Path First OSPF).

BGP ncnonb3yet TCP B kauecTBe TpaHCcnopTHOro npotokona (port 179). Jliobble aBa poyTtepa, Mexay
KOTOPbIMW OTKpPbITO tCcp coeanHeHne ansa obMeHa nHdopMauneln 0 MapLipyTM3aunm, HasbiBatoTcs "peers
unnn "neighbors". Ha npuBeaeHHOM Bbllle pucyHKe poyTepbl A n B asngatoTca BGP peers, paBHO Kak 1
poyTepbl B 1 C, C n D. Routing Information coctonTt u3 HesakonbuoBaHHol (loop-free) kapTbl
@BTOHOMHbIX CUCTEM. 3aMeTuM, 4TO BHYTpu AS BGP peers He aBAAIOTCA NOAKIIOYEHHbIMU
HenocpeacTBeHHO Apyr K apyry (rpy6o rosops, He coeaAnHeHbl Mexay cobol HanpsMyto NpOBOAOM).

&


http://www.rublin.org.ua/article/bgp

BGP nportokon (nepesoj Ha pycckuin) from  http://www.rublin.org.ua/article/bgp

BGP peers nHMumMnpytoT o6MeH nosHbiMM Tabnmuamm BGP MapwpyTtmsaunm mexay coboit. MNosxe oHu
nocoinaT Nuwb incremental updates. Kpome atoro, BGP peers o6meHmnBatoTcs keepalive messages
(4Tobbl YAOCTOBEPUTBLCS, UTO CBA3b MEXAY HMMK He noTepsiHa), n notification messages (coobweHnamm
06 owmnbkax u gpyron cnyxebHoi nHpopMaumnen).
[nsa npocToii KOHpUrypauum poytepoB Ha NpMBeAEHHOM Bbille PUCYHKE UCMOJb3YHTCA crieayrowme
KOMaHAbl:
! Router Arouter bgp 100neighbor 129.213.1.1 remote-as 200! Router Brouter bgp
200neighbor 219.213.1.2 remote-as 100neighbor 175.220.1.2 remote-as 200! Router Crouter
bgp 200neighbor 175.220.212.1 remote-as 200neighbor 192.208.10.1 remote-as 300! Router
Drouter bgp 300neighbor 192.208.10.2 remote-as 200
Kak BngHoO u3 npmBeaeHHON Bbile KOHpuUrypauum, router bgp global configuration komaHabl
npuceanBealoT poyTepy HoMmep ero AS n Bkaw4alT o6MeH BGP MapwpyTtamm Mexay aBTOHOMHbIMMU
cucTteMamu.
KomaHaa koHdurypaumm neighbor [ip address] remote-as [AS] no6asnser 3anucob B Tabnunuy
MapwpyTusaumm BGP, n B aTOl 3annucu roBopuTtcsa 0 TOM, UYTO peer naeHtudunumpyetcs ero IP agpecom
BHYTPW ero aBTOHOMHOM cucTeMbl. [ poyTepoB, B KOTOpPbIX Ucrnonb3lyetcsd EBGP, neighbors 06bi4HO
coeanHeHbl Hanpsamyto, n IP agpec neighbor'a - aTto IP agpec ceteBoro nHtepderica rpaHMYHON C BaWMM
poyTepoM CTopoHbI. (McknoueHnem mn3 atoro npaBuna senaetcs "EBGP Multihop," koTopblii onmcaH
no3aHee B 3TOM Xe naparpade).
Onsa poyTepoB, Ha KOTOpbIX ucronblyetcs IBGP, IP agpecom MoxeT 6biTh agpec noboro m3
nHTepdercoB poyTepa B CeTU, KOTOpas BXOAUT B Bawwy AS.
HekoTopblie 3amMeyaHnsi K aBTOHOMHbIM cucTeMaM, yKa3laHHbIiM Ha Figure 12-1:
* PoyTtepbl A u B obMeHuBatoTcs nHdopmaumen o mapwpytmnsaummn no EBGP, a poytepbl B v C - no
IBGP. 3ameTum, uto EBGP peers coegmHeHbl HenocpeactseHHo, a IBGP - HeT, HO NOCKONbKY Mexay
HUMK paboTaeT IGP, OH NO3BONSIET UM AOCTUraTb APYr Apyra n obMeHmnBaTbCs MHDOpPpMaLMEN.
* Bce poyTtepbl, o6MeHmnBatowmecs BGP tabnuuamm BHYTpr AS, AO/MKHbI YCTaHOBUTDL "peers relations”
Mexay coboli. OTo o3HauvaeT, 4yTo BGP speakers BHYTpn AS fonxHbl 6bITb lornyeckn cessaHbl. BGP4
NCNONb3YEeT ABa MexaHM3Ma, KoTopble obneryatoT BbiNoaHeHWe TpeboBaHNS O NOJTHOM NOrMYeCcKom
B3aMMOCBS3M poyTepoB BHYTpu AS. 210 "Confederations" n "Route Reflectors", koTopble onuceiBaroTCs
HUXe.
* AS 200 sBnsietcs "tpaH3mTtoM" ana AS 100 n AS 300; To ectb AS 200 ncnonb3ayeTtcsa 455 TPaH3UTHOM
nepenaym naketos Mexay AS 100 n AS 300.
Onsa npoesepku TOoro, pabortatoT (AocTynHbl in) BGP peers, Bbl MOXeTe MCMNO/Ib30BaTb KOMaHAY:

show ip bgp neighbors
ans poytepa "A" C pucyHKa, NpMBEAEHHOrO BblWe, Bbl MONy4YUTE Crieayowyo nHdopMauuio:
RouterA# show ip bgp neighborsBGP neighbor is 129.213.1.1, remote AS 200, external
link BGP version 4, remote router ID 175.220.212.1 BGP state = established, table
version = 3, up for 0:10:59 Last read 0:00:29, hold time is 180, keepalive interval is
60 seconds Minimum time between advertisement runs is 30 seconds Received 2828
messages, 0 notifications, 0 in queue Sent 2826 messages, 0 notifications, 0 in
queue Connections established 11,; dropped l0state - yxaswBaeT, padoTaeT M HOCTYIEH JM

peer C Bamero poyrepa; Jioboe 3BHaueHMe state, He comBmnanawmmee c established,
O3HadaerT 4TO peer He pocTylneH. Remote router ID - 3HadeHMe IJIaBHOI'O 1P ampeca
peer payTepa (mnm ero TynaBHOTO loopback iface'a). table version
number - KaxIel pas, korma B Tabiaully MapupyToB OoOaBJIseTCsd HOBas4a
yHQOpMalLMsa, 2TOT HOMEpP yBeJMumpaeTcsa Ha 1. Ecmm sTOoT HOMeEp
[IOCTOSAHHO yBeJMYMBaeTCHa, DTO o3HauaeT, uTo poytep "flapping", ToO
eCcTb €TI0 Ta6m/n_1a MapupyTmMsalumMM BCEe BpeMA II0JIydaeT HOBBIE 3HAUEHUA.

3aMeTuM, YTO NOCne TOoro, Kak Bbl U3MEHUNUN KOHUIYypaLMio CBOEro poyTepa, Hafo BbINO/HUTb
KoMaHAay:

clear ip bgp [ip address]
Ans Toro, 4tobbl caenatb reset BGP cecumn c Bawmnm peer'om.

I.1 Internal BGP

Internal BGP (IBGP) siBnsietca ogHol n3 dopm npotokona BGP ana obmeHa nHdbopmaumein o maplipyTax
BHYTpu AS. B npuHumne, BMecTo ncnonb3osaHusa IBGP, nHpopMauuns o nyTax K poyTepam, npuweallas
no EBGP, moxeT 6biTb redistributed (npeobpasosaHa) B IGP B npeaenax aaHHoi AS, a 3ateM 6bITb
redistributed o6paTtHo B apyryto AS. OgHako, ucnosnb3osaHue IBGP aBnsetca ropasgo 6onee rubkum, u
obecneumnBaeTt 6onee adhdekTUBHLIE NYTK ANS ynpaBneHns obMeHoOM MHdopMaumnen Kak BHyTpu AS, Tak
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N BOBHE, NpefoCTaBsAs BO3MOXHOCTb COrNacoBbiBaTb 06MeH nHdopMaLmen o nyTax K AaHHOM AS ¢
BHelWHMMHK neighbors.

Hanpumep, ¢ noMowwbto IBGP MOXHO ynpaBnsaTb TOYKOM Bbixoada m3 AS.

Eigure 12-2 shows a topology that demonstrates IBGP.

Figure 12-2: Internal BGP Example
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npnseneHHble HWKe KOMaH,qu KOHdmrypnpyro'r Routers A and B B AS 100, n Router C B AS
400:

!Router Arouter bgp 100neighbor 180.10.30.1 remote-as 100neighbor 190.10.50.1 remote-as
100neighbor 170.10.20.2 remote-as 300network 150.10.0.0!Router Brouter bgp 100neighbor
150.10.30.1 remote-as 100neighbor 175.10.40.1 remote-as 400neighbor 180.10.30.1 remote-
as 100network 190.10.50.0!'Router Crouter bgp 400neighbor 175.10.40.2 remote-as
100network 175.10.0.0!Router Drouter bgp 100neighbor 150.10.30.1 remote-as 100neighbor
190.10.50.1 remote as 100network 190.10.0.0

3ameyvanne:Korna BGP speaker npuHumMaeTt IBGP update'sl oT apyrux BGP speaker'oB B npeaenax
oaHon AS, oH nepegaet 3Tn update'sl ToNbKO cBOMM neighbors no EBGP.

Hanpumep, Ha NnpuBeAEHHOM Bbile pUCYHKE, ecnun 6bl He 6bin10 IBGP coeamnHennsa mexay poytepamum B
n D, To poyTep A nepecbinian 6bl update'sl, npmHaTbie oT B no IBGP, Ha poyTep E (no EBGP). Ecnun xe
Bbl XOTUTE, UuTOb6LI poyTep "D" npuHuMman update'sl oT poyTepa "B", To poyTep "B" Hazo
CKOH(pUrypupoBaTtb Tak, 4Tobbl poytep "D" ctan ero BGP peer'om (4TO 1 caenaHo Bbiwe).

I.1.1 Loopback Interfaces

Loopback interfaces wacto ncnonb3ytotrca IBGP peer'amu. Mpuemyectso ncnonb3osaHus loopback
interfaces 3akntoyaeTcs B TOM, YTO HacTpoKKa MapLupyTusauum nepecrtaet 6biTb cBA3aHa ¢ IP agpecom
dusmyeckoro nHTepdenca. Npu atom, gaxe ecnun dusnyeckmin nHtTepdenc 6yaet down, 3To HUKOUM
06pa3oM He NOBAUSAET Ha MapLUPYyTU3aALNIO MeXAY aBTOHOMHbIMU CUCTEMAMU, T.K. OH byaeT
Ncnonb30BaTb HEKMIN NceBAo-ip aapec uHtepdelrica loopback, kak naeHTUOULNPYOLWNIA AAHHbBIR

poyTep.
Figure 12-3: Use of Loopback Interfaces
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Ha anBep,eHHOM BblLlle lecyHKe poyTepbl A u B o6MeHV|Bar0Tc9| Tabnmuammn mapwpyTtusaumm no IBGP B
npegenax AS 100. Ecnun npun koHdUrypuposaHmnm poytepa A B kadyecTtse IP agpeca neighbor'a Mmbi
ykaxem IP agpec ogHoro u3 ero eth iface'os, To Bce, kOHeuHO xe, 6byaet paboTtaTtb. [Jo Tex nop, noka
a70T eth iface no kakum-To NnpnymnHam He ynaaet. Ecnum 310 cnyumnTcs, To o6MeH Tabnmuamm
MapLpyTusaummn, paBHoO Kak 1 TpapdrKOM, NpekpaTUTCa B pe3yfibTaTe TOro, YTo CTaHeT HEBO3MOXHbIM
ycTtaHoBuTb TCP connection mexay paytepamu A n B.

MoaTomMy, BMecTo Toro 4tobbl ykasbiBaTb IP agpec eth iface'a paytepa B, Mbl caenaem cnegytoulee:

a) CkoHdurypumM paytep B Takmum ob6pasoM, 4Tobbl OH MONYy4YMNST HEKOTOPbLIN AONONHUTENbHbIN IP agpec --
aapec ero loopback iface'a.

6) HacTpoum o6MeH Tabnuuamm MapwpyTmnsaumm Mexay poytepamm A u B Takum obpa3om, 4To Ha
poyTepe A B kadecTtBe IP agpeca koMaHae neighbor 6yaet ykasaH IP agpec loopback iface'a poytepa B.
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B) PoyTep B ckoHdpurypmum takmm obpasom, ytobel IP agpec Bbixoaawmx ¢ Hero nakertos - 6b11 IP agpec
nHTepderica loopback.

KoHpurypauyms poytepa "A":

!Router Arouter bgp 100neighbor 150.212.1.1 remote-as 100

KoHgpurypaums poytepa "B":

!Router Bloopback interface 0Oip address 150.212.1.1 255.255.0.0!'router bgp 100neighbor
190.225.11.1 remote-as 100neighbor 190.225.11.1 update-source loopback 0

Takum obpasoM, B KOHpUrypauum poyTepa A Mbl MOXeM yKasaTb IP agpec loopback iface'a poytepa B
(150.212.1.1) B KOMaHAe neighbor.

3ameTtnm, uto loopback ifaces peako Mcrosib3yrOTCS Ha poyTepax, KoTtopbie pabortarT rno EBGP,
MOCKOJIbKY 3TN pOyTEPbI M TaK 3aBUCST OT HEMOCPELACTBEHHOIO (PUNYECKOIrOo COEANHEHMNS APYr C APYIroM
- TO eCTb Mpu rnageHumn o4HoOro m3 iface'os Ha 04HOM M3 poyTePOB CBS3b TaK UIN uHade 6yaert
npepBaHa, b6yab 10 eth nnan serail iface'sl.

I.2 External BGP

EBGP ncnonb3yetcs Toraa, korga asa bgp speaker'a obmeHuBatoTcs Tabnvuamm MapupyTtmsauum,
HaxoAascCb B pa3Hbix AS.

B naHHOM naparpade paccMaTpMBalOTCa KOMaHAbl, C MOMOLLbI KOTOPbIX PELLatTCs BONPOCbl HEKOTOPOM
HecTaHAapTHOM KOHpUrypauum npm obmeHe Tabnmuamm MappyTmsauum peer'oB U3 pasHbix AS.

I.2.1 EBGP Multihop

Multihop ncnonb3yetcsa Tonbko ¢ EBGP.

O6blyHO 0ba EBGP speaker'a cBa3aHbl Apyr ¢ Apyrom yepes wide-area network (WAN). OaHako, nHoraa
TpebyeTca HacTponTb 06MeH TpadmKkoM Mexay ABYMS AS, KOTOpble He ABASIOTCA COeANHEHHbIMU
HenocpeaCTBEHHO.

Ha pucyHke 12-4 npuBegeHa TornoJsiornsi CET1, B KOTOPO#H nosie3HO UCrnosib30BaTb KOMaHAay
neighbor ebgp-multihop.

Figure 12-4: EBGP Multihop
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3aMeTuM, 4YTo coeanHeHue A -- B MoxeT 6bITb HE HENOCPeACTBEHHbIM B AJAHHOM Clly4ae.

Paccmotpum KoHpurypauymwo EBGP Ha poytepe "A":

!Router Aloopback interface 0ip address 129.213.1.1!router bgp 100neighbor 180.225.11.1
remote-as 300neighbor 180.225.11.1 ebgp-multihopneighbor 180.225.11.1 update-source
loopback 0

Poytep "B"

!Router Bloopback interface 0Oip address 180.225.11.1router bgp 300neighbor 129.213.1.1
remote-as 100neighbor 129.213.1.1 ebgp-multihopneighbor 129.213.1.1 update-source
loopback 0

B o6oux cnyyasax (n B koHpurypaummn poytepa A, n B B) komaHaa

neighbor [ip address] ebgp-multihop

O3HayaeT ToT paKT, YTo A4S AOCTMXEHMS coceaHen AS _cnepyowmm waroM_ 6yaet [ip address],
yKa3aHHbIA B AaHHOWM KOMaHAe neighbor, a He ip agpec ceTeBoro nHtepderica AS.

3ameuaHune: B cny4yae, Korga B3anMOAENCTBYIOT ABa poyTepa, NpuHagiexawme pasHbiM aBTOHOMHbIM
cucTtemMam, M He aBnsaoWmnecs coeanHeHHbIMWM HENOCPEeACTBEHHO, TpebyeTcsa NponucbiBaTh MapLIpyT K
"cnegytowemy hop'y". Kak aTto genatb - 6yaeT pacckazaHO HEMHOIO no3xe.

I.2.2 EBGP Load Balancing

KomaHaa neighbor ebgp-multihop, n BO3MOXHOCTb MCMOIb30BaHUS TaKoro NoHATUSA, Kak loopback
interface, nossonsT KoHdUrypuposaTb load balancing mexay pasHbIMWU aBTOHOMHbIMU CUCTEMaMM,
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KOTOpble coeamHeHbl Mexay coboi no serial lines.
Figure 12-5: Load Balancing over Parallel Serial Lines

' Loopoack interace 0o 15010011 | ' Loophack imedaca 0: 160.10.1.1 -;
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!Router Ainterface loopback Oip address 150.10.1.1 255.255.255.0!router bgp 100neighbor
160.10.1.1 remote-as 200neighbor 160.10.1.1 ebgp-multihopneighbor 160.10.1.1 update-
source loopback Onetwork 150.10.0.0'ip route 160.10.0.0 255.255.0.0 1.1.1.2ip route
160.10.0.0 255.255.0.0 2.2.2.2
Cnepytowne komaHabl kKoHbUrypupytoT Load Balancing ans poytepa "B":
!Router Binterface loopback Oip address 160.10.1.1 255.255.255.0!router bgp 200neighbor
150.10.1.1 remote-as 100neighbor 150.10.1.1 ebgp-multihopneighbor 150.10.1.1 update-
source loopback Onetwork 160.10.0.0'ip route 150.10.0.0 255.255.0.0 1.1.1.1ip route
150.10.0.0 255.255.0.0 2.2.2.1
KomaHabl neighbor ebgp-multihop n neighbor update-source no3sonsOT ycTaHoBUTE next-hop'om
loopback iface gns EBGP, 310 no3BonseTt HacTpouTb U ucnonb3oBaThb load balancing. Ctatnyeckune
pOyTbl MCMONAB3YIOTCA ANa TOro, 4tobbl ceTn cocegHen AS 6bIn AOCTYNMHbI MO KaXXAOMYy M3 HUX. UTak,
poytep "A" MmoxeT goctnub hext hop 160.10.1.1, ncnonb3ysa oaMH U3 NyTen: Yyepes peasnbHbli serial
interface 1.1.1.2, nnn 2.2.2.2; AHanornyHo, poytep "B" moxeT goctnuyb next hop 150.10.1.1 ogHUM u3
ABYX nyTen, yepe3 nobon n3 peanbHbix serial interface'os "A": a MeHHo yepes 1.1.1.1 wnan yepes
2.2.2.1
TOT e caMbli pe3ysibTaT MOXHO Moay4YuTb, HacTpoms IGP.
I.2.3 Synchronization
Koraa Hawa AS obecneumsaerT transit service nHdpopMaunm B Apyryto aBTOHOMHYO CUCTEMY, U eClin B
Hawen AS NpuUcyTCTBYIOT POyTepbl, Ha KOTOPbIX He noaaepxuBaetcs BGP, transit traffic MmoxeT 6bITb
yTEPSH B CNy4yae, ec/iv Ha OAHOM U3 NPOMeXYyTouYHbIX He-BGP poyTepos HeussecTeH IGP mapuwpyT K
yAanieHHON aBTOHOMHOWM cucTteme.

Figure 12-6: Synchronization
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KntoueBoi MOMeHT: poyTepbl "A" 1 "B" npoBogaMm He CBSi3aHbl, OHM CBSi3aHbl TOJIbKO JTOFMYECKM MO
IBGP; Tpadduk xe naget yepes poytep "E", koTopbIi HEe noaaepxuneaeTt IBGP, HO 3aTo0 paboTaeT no
IGP. 3T1oT poyTtep "E" BHyTpn AS100 1 Hago HayyuTb MapuwpyTaM, npoxoaswmnm yepes AS100 - nHaue
BeCb TpaduK NO 3TUM MapwpyTaMm, naywun yepes "E", byaer yTepsiH.
MoapobHee:
LOonyctnm, poytep C otnpasnseT update'sl, cogepxawme mapwpyT K cetn 170.10.0.0, poyTepy A.
Mockonbky A 1 B B3anmogencTsyoT no IBGP, To poyTep B nonyyaet nHpopmaunto o nyTn K CeTu
170.10.0.0 yepes IBGP.
Ecnn poyTtep B 3axoueTt obpaTtnutbCs K cetn 170.10.0.0, oH oTnpasuT Tpaduk poyTtepy E. Ho, ecnm
poyTep A He genaert redistribute mapwpyTtos B IGP (B-4acTtHoCTK, 0 ceTn 170.10.0.0), poyTep E He
6ypeT 3HaTb nyTen gns goctmxeHus cetn 170.10.0.0 n nakeTtbl 6yayT yTepsiHbI.
Ecnun poyTtep "B" nepepact mapuwpyTbl B AS 400, 1 XOCTbl 3TOM aBTOHOMHOW CMCTEMbI NONpPO6GYIOT
obpatutbcs k cetn 170.10.0.0 go Toro, kak poytep "E" y3HaeT 06 sTon cetn no IGP, Tpaddunk
npuwegwmnii ot "D" kK "B" ¢ destination 170.10.0.0 u HanpaBneHHbIM Ha "E" 6yaeTt ytepsaH (dropped).
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JaHHasa cuTyaums paspeluaeTcs C NOMOLLbIO NpaBuia CUMHXpPOHU3aunm obMeHa nytamu no BGP, koTopoe
(pa3zbepeM Ha HalweM npuMepe) 3akntodaeTcs B ToM, 4To ecnu AS100 nepenaet Tpadduk oT ogHOM
cuctemsbl (300) k apyroi (400), poyTtep npoMexyToyHon (100) aBTOHOMHOWM CUCTEMbI He ByaeT
npuHUMaTb MapwpyTbl No BGP oT rpaHuyHbix AS (Hanpumep, nHgopmauunto 170.10.0.0) go tex nop,
noka Bce poyTepbl TOM AS, K KOTOPOI OH NpuHaanexmT (1 yepes KOTOopble B pe3ynbTaTe nonget Tpadumk
Ha 170.10.0.0) He y3HatoT 0 ceTn 170.10.0.0 no _IGP_ (B KOHEYHOM CcYeTe, B pe3ysibTaTe TpaHCNaLUuU
BGP table --> IGP table). To ectb, poyTep "B" nepenact nHgpopmMauunto o MmaplipyTtax k cetn 170.10.0.0
Ha poyTep "D" AS400 Tonbko nocsne Toro, kak cetb 170.10.0.0 cTtaHeT aoctynHa BHyTpu AS100 yepes
npotokon IGP.

3aMeTUM, YTO MNpPU BbINOJIHEHUN HEKOTOPbIX YC/I0BUI (OHM OMMUCaHbl HUXE) MOXHO OTKJIHOUUTb
CUHXPOHU3aLUMIO, KOTOpas Ha CaMOM gesie 3aMeansieT CKOPOCTb nepeaayn AaHHbIX:

*) Ecnn Bawa AS He nepepaeT Tpaduk OT OAHON Uyxoi AS Kk apyron AS.

*) Bce transit routers B Bawen AS noaaepxusatoT BGP.

Eigure 12-7 Ha npmBeAeHHOM HUXKe PUCYHKE pacCMaTpUBaeTcsl CUTyaynsi, B KOTOPOH MOXXHO
oTK/II0YnTb synchronization.

Figure 12-7: Disabled Synchronization
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!Router Anetwork 150.10.0.0neighbor 3.3.3.4 remote-as 100neighbor 2.2.2.1 remote-as
300no synchronization !Router Brouter bgp 100network 150.10.0.0neighbor 1.1.1.2 remote-
as 400neighbor 3.3.3.3 remote-as 100no synchronization !Router Drouter bgp 400neighbor
1.1.1.1 remote-as 100network 175.10.0.0

KomaHaa "no synchronisation" o3HauaeT, uTo poyTep "B" nobaBuT B CBOIO Tabnuuy MapLipyToB
nHdopmauuto ¢ poytepa "C" o cetn 170.10.0.0 n nepeaact 3Ty nHdopmauuto Ha poytep "D" apyron AS
400 6e3 Toro, 4Tobbl cCHavana ybegnTbCsa B TOM, 4TO MapwpyT K cetn 170.10.0.0 B npegenax AS 100
crtan n3secrteH no IGP.

I.3 BGP and Route Maps

Route Maps ucnonb3ytotcs B BGP ansa ynpasneHunsa Tabnnuamm MapLipyToB U YKa3aHUs yCNOBUIR, Npu
BbIMOSIHEHUW KOTOPbIX MapLpyTbl NepeaatnTcs Mexay AoMeHamun. dopmaT route map creayrowmii:
route-map map-tag [[permit | deny] | [sequence-number]]map tag - 2T0 uMHA,
KoTopoe mmeHTHOMUMPyeT route map; sequence number - NAeHTUOMUMPYET I[IOJIOXEHME IAHHOTO
npasmia B route map OTHOCMTEJIbHO IOPYyIMX IIPaBUJI B TOM

Xe caMoM route map.

Hanpumep, Bbl MOXeETe UCNOMb30BaTb Clieaylowme KoMmaHabl KoHbUrypaumm poytepa 414 onpeaeneHuns
route map c nmeHem MYMAP:

route-map MYMAP permit 10! sgecek 6ymeT HaGop mpaBmil, KOTOPHE BHIOJHSTCS NepBHMMroute-
map MYMAP permit 20! a spmeck - Habop mpaBuJl, KOTOPHE BHIIOJHATCS B TOM ciaydae,! ecnm He
BREIIIOJIHATCSI NpaBujia, yKasaHHE B pasjene c sequence number = 10

Korga BGP npumeHseTr MYMAP k routing updates, nepBbiM BbINMOSIHAETCS MPaBMiI0 C HAUMEHbLUNM
HoMmepoM. KomaHaa "match" yka3sbiBaeT KpuUTepuii, paBeHCTBO KOTOPOMY AOJ/IXXHO MpPOBepATbCS, a
KoMaHaa "set" ykasblBaeT AelCTBME, KOTOPOEe AO/IKHO 6biTb BbIMOJHEHO HAaA4 MapLpPyTOM, €Cfin B
Tabnnue BCTpeyaeTca npaswuio, nogxoaswue nog ycnosne match.

MpocTton npumep route map:

route-map MYMAP permit 1l0Omatch ip address 1.1.1.lset metric 5

B HalleM NpOCTOM npumepe, ecnu B updat'e Tabnnubl MapwpyTusauum sctpedaertcsa IP agpec 1.1.1.1,
BGP yctraHaBnuBaeT 3ToMy update'y (BepHee, TOl 3anMcuK, KoTopast BCTpeTuIacb B Tabnuue
MapLlipyTusauum 1 yaoBneTsopuia Hawemy kputeputo "match") 3HaueHne metric = 5 (ero cmbicn 6yaer
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paccMoTpeH Hmxke). Mocne vero update nepecbinaetcs neighbor'y, KOTopbIi yKasaH B CTpoKe,
HanpuMmep, creaylLwero smaa:

neighbor 1.2.3.4 route-map MYMAP out,

NOCKOJIbKY B OnNMcaHum camoro Habopa npasun route-map CTouT cnoso permit.

Mocne atoro Habop route-map'os ¢ 6OAbLWIMMM Sequence numbers He pacCMaTPMBAETCS, ECTECTBEHHO.
B ToM cnyuae, korga update He BCcTpeyaeT noaxoaswmii kputepui "match”, BGP ncnonb3yeTt npaBuao
n3 route-map c 60nbWIMM HOMEpPOM, 1 Tak ganee. ECAn HM 0AVH N3 KpUTEpMeB He NoaxoauT, To update
_He nepepaeTcs fanblue_.

B ToM cnyuyae, korga update ygosneTtBopsieT KpuTepmuio, ykasaHHOMy B match, a route-map coaepxuT
kntoyeBoe cnoso "deny", BGP Takxe 3akaHuuBaeT 06paboTky cnucka kputepues, n update He
nepegaeTcs ganblie.

3ameuaHue: Route map He mMoxeT 6bITb MCNOMBb30BaH Aas punbTpaumm incoming BGP update'os,
ocHoBbIBasiCb Ha IP agpece. OgHako, Bbl MOXeTe ynpasnsiTb outgoing update'amun, ncnonbsys B
KayecTBe KpuTepus cpaBHeHune IP agpeca B npasuie match.

Figure 12-8: Route Map Example

o 3333 HIF . -1-
a334
.

.#51m' 3553,

LA ~, ERGP

. 1E0A0.0.0 .

SRR S R —
e

Ten00 L Bt

Ha atom pucyHke poyTtepsbl "A" 1 "B" B KadecTBe NpoTOKOIa MapLlwpyTusaummn mexay cobom ncnonb3syoT
RIP. PoyTepbl "A" 1 "C" - BGP. Hanpumep, ecnn Bbl 3axoTuTte, 4utobbl poyTep "A" nepepasan Ha "B"
nHpopMaunto o MmapwpyTax Kk cetn 170.10.0.0 ¢ MeTpuKon 2, a BCe OCTasibHble NYTK - C METPUKON 5,
poyTep "A" pomkeH 6biTb CKOHMUIYpUpOBaH cneayrowmm obpasom:
!Router Arouter ripnetwork 3.0.0.0network 2.0.0.0network 150.10.0.0passive-interface
serial Oredistribute bgp 100 route-map SETMETRIC!router bgp 100neighbor 2.2.2.3 remote-
as 300network 150.10.0.0'route-map SETMETRIC permit 10Omatch ip-address lset metric
2!route-map SETMETRIC permit 20set metric 5'access-list 1 permit 170.10.0.0 0.0.255.255
UTak, ecnn nepepasaemMblin yepes poyTep "A" nyTb BcTpeyaeT IP agpec 170.10.0.0,
TO panblle oH nepepaeTcsa ¢ metric 2;
Ecnun ip address nepegaBaemoro yepes poytep "A" nytn He paBeH 170.10.0.0,
TO Janee OH nepepaeTcs C MeTpukon 5.
Mpeanonoxmm, 4to Ha poyTtepe "C" (puc. Bblle) Bbl XOTUTE YCTAaHOBUTb community attribyte=300 pns
outgoing updates o cetn 170.10.0.0
!Router Crouter bgp 300network 170.10.0.0neighbor 2.2.2.2 remote-as 100neighbor 2.2.2.2
route-map SETCOMMUNITY out!route-map SETCOMMUNITY permit l10Omatch ip address lset
community 300'access-list 1 permit 0.0.0.0 255.255.255.255
Access list 1 3anpewaeT kakme 6bl TO HM 6b10 update'sl ana cetn 170.10.0.0 n paspewaet update'sl
ANs BCEX APYTUX CETEN.
Q/ERROR:. HaBepHoe, Hago 4ob6aBUTb CTPOKU

access-1ist 1 permit 170.10.0.0 0.0.255.255 access-1ist 2 deny 0.0.0.0
255.255.255.255
BMECTO TOW, KOTOpas MCNOJIb3yeTCs Bbille, a Tak Xe pacnucaTb

route-map SETCOMMUNITY permit 10/20 CcoOOTBETCTBEHHO.
3ajava-To 3aktdanacb B ToM, 4Tobbl NpMcBOMTb community ans outgoing updates o cetn 170.10.0.0.

Advertising Networks

CeTun, KOTOpbIE pacrnonioXeHbl BHYTPpU AaHHoW AS, 6yaem Ha3biBaTb "originate”, To eCTb BK/IIOYEHHbBIMU
B AaHHY0 AS. Ina MHPOPMUPOBAHUS APYTMX aBTOHOMHbIX CUCTEM O CETHAX, KOTOpble BK/OYaeT AaHHas
AS, gaHHas AS J0/1KH@ aHOHCUMPOBATb 3TU CETU BO BHELWHUA MUP. TO eCTb NepegaBaTb MapwpyTbl 06
3TMX ceTax TeM AS, KoTopble aBAstoTCA neighbors.
MpoTtokon BGP nogaep>xnBaeT Tpy NyTHU, C MOMOLLBIO KOTOPbIN AS MOXET aHOHCMPOBaTb AaHHbIE CETU BO
BHELWHNN MUP. A UMEHHO:

. L . .,
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Ba>XHO MOMHUTB, YTO MYTN, KOTOPblE Mbl aHOHCUPYEM TakmM 06pa3oM, sIBASIOTCS AOMOSIHEHMEM K
ApyrmMm nyTam B Tabnuue mapwpyTtusaunm BGP, KoTopble poyTep y3Han no npoTtokonay bgp ot cBomnx
BHYTPEHHUX U BHeLWHKX coceaen (neighbors).

BGP Bcerga nepenaeT MMeLWyoCcs y Hero MHopmaumio oT 04HOro peer'a K Apyrum peer'am. PasHuua
3aKJ/1l04YaEeTCsa B TOM, YTO NYTH, NONYyYeHHble C NOMOLWbIO KOMaHg "network" v "redistribute”, ykasbiBatoT,
uTo AS gaHHoro poyrtepa siBiseTcs originating 4715 AaHHOU ceTn

B naHHOM naparpade Mbl pacCMOTPUM CeTb, KOTOpasi MOKa3aHa Ha pUC. HUXe:

Figure 12-9: Network Advertisement Example 1
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I1.4.1 Redistributing Static Routes

NTak, oanH U3 NyTen aHOHCMpOBaHUSA CeTn (MnNu nNoaceTn), KoTopas Bka4YeHa B AS - 370 redistribute
static routes into BGP. PasHuua mexpay redistribute static u redistribute dynamic routes 3akntouaetcs
nvwb B TOM, 4TOo B cnyydae redistribute static route, BGP yctaHaBnuBaet dnar origin attribute (B
Tabnunue BGP MaplwpyToB) ANa AAaHHOro Nyt pasBHbIM "?", To ecTb "Incomplete”.

3ameuaHume: gpyrmne 3HaveHmns dnara Origin Attribute paccmoTpeHbl HMXe, B rnaese "Origin Attribute,”
UTak, anga koHdurypmposaHus poytepa "C" Ha npMBeAeHHOM Bbille PUCYHKE, KaK poyTepa, KOTOpbIi
BKtOUaeT NyTb K cetn 175.220.0.0 B BGP, ncnonb3ylTcsa cneayllme KoMaHabl:

!Router Crouter bgp 200neighbor 1.1.1.1 remote-as 300redistribute static!ip route
175.220.0.0 0.0.255.255 null 0

KomaHga poyTtepa redistribute static o3HavaeT, 4YTO BCe CTaTuyeckme MapwpyTbl 6yayT redistribute B
BGP. A cTtaTnyeckune MapLupyThbl, KaKk BUAUM, NPONUCbLIBAOTCA KOMaHaon "ip route”, koTopas Takxe
npucyTcTeyeT B KoHdurypaumm Router'a C.

KoMmaHga poyTtepa ip route yctaHaBnmBaeT CTaTUYeCKUN MapwpyT ana cetun 175.220.0.0;
TeopeTnyeckmn, ykasaHue "null 0" nHtepdenca oszHayaeT, YTO NakeThbl, NpeaHa3HaYeHHble 4158 CeTH
175.220.0.0, 6yayT notepsHbl. Ha npakTtuke xe, ycnosue "ip route 175.220.0.0 0.0.255.255 null 0"
npeacrasnseT cobor AOBONbLHO cneunduyeckoe npasuao Ans nakeTos, NpeaHasHa4YeHHbIX 1160m
Apyron cetn, kpome kak 175.220.0.0, n poytep OTnpaBuT 3TU NakeTbl MUMO COOTBETCTBYIOLLENO
nHTepdoerica.

Note:PeknammpoBaHue ceTeln C NOMOLbIO CTaTUYECKOM MapLipyTmM3auum - 3To Ny4wnii NyTb AN
@HOHCUMpPOBaHUSA CETEN, MOCKONIbKY OH NpeAoTBpaLlLaeT NyTW OT poyTepoB, KOTOpble MOryT 6bITb
noaBep>XeHbIMOryT 6bITb NoaBepxeHbl "flapping”.

3ameTuM B N0O6OM cnyyae, 4TO KoMaHga KoHdurypaumm poyTtepa "redistribute" (6yab 10 static unum
dynamic) asnseTtcsa nuwb crnocobom, koTopbiM BGP poyThl gobasnstotca B MapwpyThl IGP route table.
Q/ERROR: A He HaobopoT - IGP B BGP? A:

I1.4.2 Redistributing Dynamic Routes

Opyron nyTb aHOHCUPOBaHMS CBOMX ceTen - 370 redistribute dynamic routes. B aTom cnyyae Bbi
penaete redistribute IGP routes (nmonydeHHbIX N0 TakKMM NpoTokonaM, kak Enhanced IGRP, IGRP, IS-IS,
OSPF n RIP) B BGP. HekoTopskie n3 3tnx IGP poyTtoB Mornm 6biTb nony4yenbl n 3 BGP, nostomy npwm
NCronb30BaHMK AnHammnyeckoro redistributing'a of MmapwpyToB BaM TpebyeTcs HacTpanmBaTb access-lists
ONs NpefoTBpaleHns nepe-peamctpnbboumm MaplipyToB, npuwealmx oTkyaa-to no bgp,
OTTPaHCIMPOBaHHbIX B igp - o6paTHO B BGP.

MpeanonoxuM, 4YTo Ha pucyHke Bbiwe, Routes B n C paboTtatoT no IBGP, yto poyTtep "C" numeer
nHdopmauunto o cetn 129.213.1.0 (nonyyeHHyto no bgp), un uto poyTtep "B" aenaet redistributing
129.213.1.0 o6bpaTtHo B Enhanced IGRP. Utak, koHdurypum poytep "C" cnegyrowmm obpasom:
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!Router C!router eigrp l0Onetwork 175.220.0.0redistribute bgp 200 -
-> B eigrpredistribute connecteddefault-metric 1000 100 250 100 1500!router bgp
200neighbor 1.1.1.1 remote-as 300neighbor 2.2.2.2 remote-as 200neighbor 1.1.1.1
distribute-list 1 outredistribute eigrp 10'access-list 1 permit 175.220.0.0 0.0.255.255
NTak, uTo Mbl MeeM Bbilwe: KoMaHaa "redistribute eigrp 10" aenaert redistribute (nonpocty rosops,
npeobpasoBaHune) Tabnuy MmapwpyTusauum npotokona Enhanced IGRP for your process ID 10 B BGP.
Ilpumeuanme: O6sIYHO mpeobpaszoBaHmit BGP --> IGP ciepyeT omnacarhsCs,O NPHUYMHE BKJIIOYEHUS
OYeHEB G6OJIBIWO'O KOJHYECTBa NyTed B Tabauny IP Mapupy-THuBaLHuu.

Jdanee. KomaHga koHdurypauum poytepa "neighbor 1.1.1.1 distribute-list 1 out" npumeHsieT access-list
1 Ansa BbIXOASLWMX aHOHCUPYEMbIX 3TUM poyTepoM nyTein ogHoMy u3 ceoux neighbor'os: 1.1.1.1 (Router
D). Acess list 1 yka3sbiBaeT, uTo ceTb 175.220.0.0 6yaeT aHoOHCcMpoBaHa. Bce apyrue cetu, Takue Kak
129.213.1.0, nogpa3yMeBalTCs 3allMmLLeHbIM1 OT aHoOHCMpoBaHus. Access list 3anpelwaeT obpaTHoe pe-
TpaHcinpoBaHue cetn 129.213.1.0 B BGP, 4T06bI OHa He Bbirnsaena originated AS 200, u no3sonseTt
BGP aHoHcupoBaTb ceTb 175.220.0.0, kak ceTb AS 200.

IIpumeuaune: Redistribution of dynamic routes TpeByeTOCTOPOXHOCTM B MCIIOJIB30BAHMUM aCCESS
lists mnsa npemoTBpalleHMs IIONalaHUSAHEKOTOPHIX [yTey, npumemmmx 1o BGP, obpaTHO B BGP.
Korma »TO BO3BMOXHO, BAM CJIedyeT MCIIOJIb30BAaThb KOMAHIY "network" (OHa OIlMCaHa IIO3IHee B
sToMInaparpade) wmnam komMaHmy "redistribute static" BmMecTo redistribute dynamicroutes.

1.4.3 Using the network Command

Opyroi nyTb AN aHOHCMPOBAHUSA CeTen - 3TO UCMOSIb30BaHMe KoMaHabl "network”. Korana komaHaa
network ncnonb3syetcs ¢ BGP, B kadecTBe ee aprymMeHTa yKasblBaeTCs CeTb, KoTOpas byaer
aHOHCMPOBATbLCS AaHHOM AS, Kak Bxoaslas B Hee. ([na cpaBHeHUA: Koraa 3Ta KOMaHAa UCMOoJb3yeTcs
c ogHuM mn3 IGP npoTtokonos, HanpuMep ¢ RIP'om, koMaHaa network naeHtTuduunpyer nHtepdeic, ¢
KoTopbiM paboTaeT IGP). KomaHaa network paboTtaeTt n ana cetem, 0 KOTOpPbIX poyTep y3Has
OVHAMUYECKU, U Ana ceTein, NyTn K KOTOPbIM CKOH(MUIrypeHbl C MOMOLLbI0 KOMaHA CTaTUYeCKOM
mMapwpyTusauum. Origin attribute mapwpyToB, KOTOpbIN NpUCYTCTBYET B Tabnuue MaplpyTmsaumm B
pe3ynbTaTe BbIMNOJIHEHNS KOMaHAbl KOHdUrypauun network, paseH "i", To ectb IGP.

KomaHabl, npuBoAnMble HUXe, KoHbUrypupytoT poytep "C" ans Toro, 4tobbl OH @aHOHCMPOBAs CETb
175.220.0.0:

!Router Crouter bgp 200neighbor 1.1.1.1 remote-as 300network 175.220.0.0

KomaHaa network B gaHHOM ciyyae o3HaudaeT, 4to Router "C" reHepupyeT 3anucb B Tabnuue BGP
MapwpyTusaumm o cetn 175.220.0.0.

Ha pucyHke 12-10 noka3aHa Agpyrasi TOrnoJiIornsi CeTm, B KOTOPOH TaK»3<ce UCMOoJib3yeTcs
komaHpaa network:

Figure 12-10: Network Advertisement Example 2

" AZ 100 i ] AS 200

| 150,10.0.0 : 160.30.0.0
I oo & B i
150,10.20.1 010201
L - o 1.
1 /__.-
n _,""
. _ 5 §
150.10.20.2 i AE010.20.2
AS 300 -
170.10.0.0 §

!Router Arouter bgp 100neighbor 150.10.20.2 remote-as 300network 150.10.0.0 !Router
Brouter bgp 200neighbor 160.10.20.2 remote-as 300network 160.10.0.0 !Router Crouter bgp
300neighbor 150.10.20.1 remote-as 100neighbor 160.10.20.1 remote-as 200network
170.10.0.0

Onsa Toro, utobbl 6bITb YBEPEHbLIM B OTCYTCTBUM 3aumnknmeaHui (loop-free interdomain topology), BGP
He npuHuMaeT updates, koTopble originates from its own AS. MoOSICHMM: Ha NpUBeAEHHOM Bbllle
pucyHke, ecnn Router A reHepupyet updates o cetn 150.10.0.0 ¢ ycnaHOB/IE€HHbIM Origin B 3Ha4YeHue
AS100, n otnpasneT 31 updates poyTtepy C, To poyTep C nepegact updates poytepy B c TeM xe caMbiM
origin'om AS100. Koraa poyTtep B oTnpasuTt cBou updates poyTtepy A, TOT NpuU3HaeT CBOW CO6CTBEHHbIE
updates u UrHopmpyet ux.
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II. BGP Decision Algorithm

BGP speaker - 5TO pOyTep, KOTOPHM OOMEHMBAWTCS MapumpyTaMucC IPYyTMM poyTepoMm (Toxe c BGP
speaker'oMm) no nporokoisy BGP.

UTak, korga BGP speaker npnHumaeTt updates oT Heckonbknx AS, 1 B Kaxx4aoM m3 3Tux updates
coaepXXaTcs pasnuuHblie NyTU K OAHON U ToM Xe Touyke B Inet, BcTaeT Bonpoc o Bbibope onTUManbHOro
MapLlpyTa K 3Toi Touke, 6yab TO aBTOHOMHas CUCTeMa, UM CeTb, UKW KOHKPETHbIN XocT ¢ IP aapecom.
BbibpaB onTMManbHbIN NYTb B HEKOTOPYO TOUKY, pOyTEpP paccKasbiBaeT COBUM coceasM 06 3ToM nyTw.
ANropuTM Bblibopa onTMManbHOro NyTn 6asmMpyeTcs Ha HeCKoIbKMX napameTpax (next hop,
administrative weights, local preference, origin of the route, path lenght n gp.), KoTopbie coaepxaTcs B
update'e, a Tak e Ha HEKOTOPbIX APYrMX akTopax, ycTaHaBInBaeMblX Npu KoHdurypaumum BGP
peer'os.

OTa rnasa onucbiBaeT cneaytowme atpnbyTtol U pakTopbl, KOTOopble ncnonb3yeTt BGP B npouecce
NPUHATUS pPELLUeHUS O Hauy4leM NyTU K HEKOTOPOM TOUKE B CETH.

IIL1 A h Attri

II.2 Origin Attri

II.3 Next Hop Attri

II.4 Weight Attri

IL5 L | Preference Attri

II.6 Multi-Exit Discrimin r Attri

II.7Z Community Attri

UTak, paccMOTpUM BCe nepeyncrieHHble Bbilwe dhakTopbl N0 o4Yepeau.

II.1 AS_path Attribute

Bcakui pas, korga updates nepegatotcsa yepes AS, BGP gobasnsietr AS number k update'y. AS path
attribute - 3To cNMcok HOMepoB aBTOHOMHbIX CUCTEM, Yepe3 koTopble update npowen (a,
cnepoBaTefnbHO, NPOMAET U AeliTarpaMMa) B npoLecce AOCTUXEHUS cBoel uenun. AS-SET - Habop uucen,
a UMEHHO HOMEPOB aBTOHOMHbIX CUCTEM, KOTOpble 6bISIN NpoliaeHsbl update'om.

PaccMoTpuM ceTb, KOTOpasi nokasaHa Ha Figure 12-11.

Figure 12-11: AS_path Attribute
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Ha aToM pucyHke poyTtep B aHoHcupyeT ceTb 190.10.0.0 kak Bxoasawyto B AS 200 n B 3TOM cnyvae
AS_path paseH 200. Korga update o0 190.10.0.0 nepegaetcs B cocegHtoo AS 300, poyTtep C pobasnser
HoMmep cBoen AS (a nmeHHo, 300) k AS_path, n Takmm obpasom, korga update gocturHeT poyTtepa A,
ABa HoMepa AS 6yayT npuuenneHbl K Hemy: 200 n 300. Takum obpasom, AS_path attribute ans
poctmxenmns cetn 190.10.0.0 n3 poytepa A - ato 300, 200. AHanormndHo, AS_path ans goctumxeHums
cetn 170.10.0.0 c poyTtepa B - 310 300, 100.

II.2 Origin Attribute

Origin attribute copepXuT MHPOPMaLMIO O TOM, KTO ABNSEeTCS "XO03MHOM" AAHHOro NyTU. TO eCTb KTO
MHUUMMpoBan 3annce B Tabnmue BGP mMapwpyTusaumm o 4aHHOM KOHKPETHOM MyTu.

Origin attribute MmoxeT npnHMMaTbL 04HO N3 TpeX 3HAUEHUNA:

IGP - route ABJIAETCA BHYTPEHHMM MO OTHOWEHMIO K OaHHOM AS. 3TO 3HadeHMe i

yCTaHaBJIMBAETCHa KakK aTpubyT 3anmcu B Tabiauie MapupyTMs3aluy B TOM Clydae, Korzma
poyTep MCHOJb3yeT koMaHny '"network" nma mobaBJjeHMS IaHHOTO nyTu B Tabnuuy BGP
MapUpyTU3aLIUA . IGP origin type npencraBjeH OyxkoBkoy "i" B pesymnbTaTax shop ip

bgp KOMaHIE . EGP - mHbopMauMsa O IaHHOM IIyTM IIOJIydeHa uepes Exterior Gateway
Protocol e (EGP) . EGP origin type npezncraBjeH OykoBkoi "e" B BrBOme show ip
bgp.Incomplete - origin of route HemsBeCTeH MM [IOJIydeH KakKMM—TO TPETbUM? (He
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OIOHMM M3 ONMHAHHBIX BHIIE) CIOCOOOM. A TakK xe origin incomplete mMeeT MecTO B
Tex CJydasax, korma route nosydeH nyrTeM npeobpa30BaHMs MapupyTa (HanpuMmep,
[IOJIYYEeHHOT'O U3 3alucK O CTaTUYEeCKOM MapupyTmus3auuy Kak redistribute static)
B BGP. B sToM crnyuae origin attribute BmrmgamouT kak "?".

Figure 12-12: Origin Attribute
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PoyTepbl KOHPUrypsaTca cneayrowmmm KOMaHaaMn:
!Router Arouter bgp 100neighbor 190.10.50.1 remote-as 100neighbor 170.10.20.2 remote-as
300network 150.10.0.0redistribute static!ip route 190.10.0.0 255.255.0.0 null 0 !'Router
Brouter bgp 100neighbor 150.10.30.1 remote-as 100Onetwork 190.10.50.0 !Router Erouter
bgp 300neighbor 170.10.20.1 remote-as 100network 170.10.0.0
Ncxoas M3 gaHHOM KOHduUrypauum, nonydyaem cneayouwme 3HavyeHmsa AS_path m Origin attribute B
Tabnnue mapwpyTmsaumnm:
1. B BGP route table Ha poyTepe A nyTb goctmxeHus cetn 170.10.0.0 nmeet AS_path 300 u Origin
attribute "IGP" (nockonbKy Ans aHOHCMpOBaHWs cBoel ceTn poyTep "E" ncnonbsyer komaHay network
170.10.0.0).
2. B BGP route table Ha poyTepe A nyTb k ceTn ceTb 190.10.50.0 nmeet AS_path=nycTo, n Origin
attribute = "IGP" (no Ton xe npu4yunHe).
3. B BGP route table Ha poyTepe E nyTtb k cetn 150.10.0.0: AS_path=100, Orig. attr = "IGP" (no Tomn
Xe npuuunHe).
4. B BGP route table Ha poyTepe E nyTb k 190.10.0.0: AS_path=100, Orig. attr. = Incomplete (Tk Ha
"A" paHHas ceTb aHOHcupyeTcs Yepes "redistribute route".

II1.3 Next Hop Attribute

B BGP nonstne "Next Hop Attribute’ o3HauaeT IP agpec poyTtepa, KoTopbii 6yaeTt cnegyowmm B
Leno4YKke poyTepoB Ha NYTU AOCTMXEHUS AENTAarpaMMOn KOHEYHOM TOYKMU.

EctectBeHHO, uTo ans EBGP noHaTtmne "next hop" - ato IP agpec neighbor'a, koTopbin ykasaH B
KOH(pUrypaumm Hawero poytepa KOMaHAOMN:

neighbor [ip_addr] remote-as [as]

NcknioueHneM aBnsieTcs ToT Cilyyan, korga nmeem geno ¢ Multiaccess Media, (Toraa nexp hop gomxeH
6biTb IP address poyTepa B gaHHOM NOACETH).

Figure 12-13: Next Hop Attribute
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Ha npuBeaeHHOM Bbllwe pucyHke poyTtep "C" aHoHcmpyeT ceTb 170.10.0.0 poyTtepy "A" c next hop
attribute 170.10.20.2. A poyTtep "A" aHoHcupyeT 150.10.0.0 poyTtepy "C" ¢ next hop = 170.10.20.1.
Hebonblwoe nosicHeHne: Ha Tabnuuy MaplwpyTusaumnm Hago CMOTpPeTb CO CTOPOHbI TOro poyTepa, Ha
KOTOPOM OHa MMeeT MecTo bbiTb; Onsa Toro, utobbl ¢ poytepa "C" yBuaetb cetb 150.10.0.0, Hago
obpaTtutbca k poyTepy "A" (ero ip address 170.10.20.1). Ansa storo poytep "A" n aHOHCUpPYET CeTb
ceoein AS, ykasbiBaa next hop _ana tabnuubl poytepa "C"_ kak 170.10.20.1;

3aMeTuM, uUTO ecTb Takoe npaBuno: next hop mapwpyrta, nonyyeHHoro no EBGP, nepepaercsa
6e3 nsmeHeHun B IBGP.

A nMeHHo: poyTep "A" aHOoHcupyeT ceTb 170.10.0.0 cBoemy IBGP peer'y - poytepy "B" ¢ next hop
attribute 170.10.20.2, noatomy B Tabnuue mMapwpyTnsaummn Ha poytepe "B" nyTb K AaHHOM ceTn byaer
nmeTtb next hop'om ncxogHein 170.10.20.2, BMmecto 150.10.30.1 (koTopbIn Ao/mKeH 6bia 6bl 6bITh MO
noruke sewen). N3-3a atoro Hago 6bITb COBEPLUEHHO YBEPEHHbIMU, YTO poyTep "B" MOXeT AOCTUYb
170.10.20.2 yepes IGP (Hanpumep, dyepes RIP). MHaue poyTep "B" noTepseT nakeThl,
npeaHasHadeHHble an4d 170.10.0.0.

Hanpumep, ecnn poytep "B" pabotaet no IGRP, To poyTtep "A" nonxeH nogaepansatb IGRP ang cetu
170.10.0.0; KoHe4yHO, Bbl MOXeTe 3axoTeTb OoTKMo4YnTb IGRP Ha nuHke Kk "C" n Toraa "A" n "C" 6yayt
obmeHmBaTbCcs TONbKO BGP update'amu.

Cnepytowine KoMaHabl UCNOJb3YHOTCA AN KOH(Urypauum poyTepoB C NpMBeAEHHOrO Bbille PUCYHKa:
!Router Arouter bgp 100neighbor 170.10.20.2 remote-as 300neighbor 150.10.50.1 remote-as
100network 150.10.0.0 'Router Brouter bgp 100neighbor 150.10.30.1 remote-as 100 !Router
Crouter bgp 300neighbor 170.10.20.1 remote-as 100network 170.10.0.0

3ameTuM, yto Router "C" aHoHcupyeT ceTb 170.10.0.0 poyTepy "A" ¢ next hop attribute 170.10.20.2, a
poyTep "A" B cBOIO ouyepeab aHOHCMpYeET (Kak 6bl nepeaaeT) 3Ty ceTb 170.10.0.0 poyTepy "B" ¢
ncxogHbiM next hop attr. 170.10.20.2 (cobcTBEHHO, 3TK C/OBA - BCErO SiNLb NOBTOPEHME TOrO, UYTO YXe
ckasaHo Bblwe). Utak, next hop nyTtein, nonyuyeHHbix no EBGP, nepepaetca 6e3 nameHenmnsa IBGP
neighbor'am.

II1.3.1 Next Hop Attribute and Multiaccess Media

Mpun pabote B Multiaccess Media, HanpumMep B Ethernet cetn, BGP MOXeT ycTaHaB/AMBaTb 3Ha4yeHme next
hop attribute no-gpyromy.

Figure 12-14: Next Hop Attribute and Multiaccess Media
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Cpasy 3ameTtum, yto poyTepbl A,C,D HaxoaaTcsa B O4AHOM _noaceTn_. DTo BaxHo. Utak, nyctb C n D
obmeHmBatoTCa Tabnnuamu MmapwpyTusaumm no npotokony OSPF, n kpome atoro poytep C
obmeHmBaeTcsa Tabnmuamm MapwpyTmsaumm ¢ poytepom A no npotokony BGP. Poytep C MoxeT MoxeT
Aoctnyb cetb 180.20.0.0 yepes3 170.10.20.3; Korga C otnpasnset BGP update'sl poyTepy A o0 nyTu, no
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KOTOpOMY AocTynHa ceTb 180.20.0.0, oH yka3biBaeT B kadecTtBe next hop agpec 170.10.20.3, BMecTO
cBoero cobcrBeHHoro agpeca 170.10.20.2 - aTo AenaeTcsa NOTOMY, YTO BCE TPM poyTepa HaxoasTcs B

OAHOW M TOW Xe noacetu, n poytepy "A" 6yanet 6o5ee 0UEBUAHO NCMNOJIb30BaTb A1 AOCTUXEHUS CETH
180.20.0.0 agpec poyTtepa D: 170.10.20.3.

Next Hop Attribute and Nonbroadcast Media Access

Ha pucyHke 12-15 1pn cetn coeanHeHbl B Nonbroadcast Media Access (NBMA), Takon kak Frame Relay.
Figure 12-15: Next Hop Attribute and Nonbroadcast Media Access
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Ecnun poyTtepsbl A,C,D ncnonb3ytoT obulyto cxemy obMeHa gaHHbIMK, Takylo Kak Frame Relay (nnun noboii
n3 NBMA), To poyTtep "C" aHoHcupyeT ceTb 180.20.0.0 poyTtepy "A" co 3HaueHuem next hop
170.10.20.3, TOYHO TakK Xe Tak ecnm 6bl 3Tn poyTepbl 6bIIM BKAOYEHBI B ceTb Ethernet. Ho, B agaHHOM
cny4yae ectb ogHa npobsiema: oHa 3ak/iloyaeTcs B TOM, 4To poyTep "A" HE MMEET NOCTOSAHHOIO NMPSIMOro
coeanHeHus c poytepomM "D" (3To HasbiBaeTcs "direct Permanent Virtual Connection, nnm PVC) n He
MOXET AOCTMYb 3TOro camoro next hop'a, kotopbin eMy ykasaH B Tabnnue mapwpyTtusaumn. Takmm
obpa3oM, MapwpyTm3aumsa He paboTaeT. [na peweHns gaHHOW npobnemMbl, MCNOAb3YyeTCs KOMaHaa
poyTepa:

next-hop-self

NTak, koHdurypaumsa poytepa "C":

!Router Crouter bgp 300neighbor 170.10.20.1 remote-as 100neighbor 170.10.20.1 next-hop-
self

Mocneasis n3 NpuBeAEHHbIX Bblle KOMaHA yKa3sbiBaeT poyTepy "C", 4To Hago aHOHCUMpPOBaTb CETb
180.20.0.0 co 3HauveHueM next-hop-attribute pasHbiM 170.10.20.2.

II1.4 Weight Attribute

Weight attribute - 5TO cneumanbHel aTpPMOyT, KOTOPHMMCIIONb3yeTCsS poyTepamm Cisco B
npolecce BHOOpPa HaWMJIydlleT'o NYyTUM K KaKOMy—-TOPOYyTepy, MM CeTM - eCJIM K HeMy BeneT OoJiblie
omHOTO NyTu. 3HaueHue"weight attribute" saBiseTcs JOKaJBHEM IJig poyTepa, Ha KOTOPOM
OHOYCTAaHaBJMBAETCHA. JTO 3HAUEHME He IepelaeTcda o TabiaulaM MaplupyTHM3aluMHa OpyIue
POYyTEPEL.

Mo ymonyaHuto, 3HaueHne weight attribute = 32768 nnsa Tex nyTen, KoTopble 6epyT Hayaao0 Ha
AAHHOM poyTepe, n 0 - ANnS BCeX OCTasibHbIX NyTEMN.

MyTtn (MapwpyTbl) ¢ 60nbWwMM "weight" aBnaOTCA NnpeanoYTUTENbHBLIMU, KOFAa €CTb HECKOMbKO NyTewn
[0 KakKoM-TO TO4YKM B inet.

PaccMoTpuM ceTb, NOKa3aHHYIo Ha pyuc. 12-16.

Figure 12-16: Weight Example
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Ha naHHOM pucyHke poyTtepbl "A" n "B" y3HatT o0 cetn 175.10.0.0 ot AS 400, n Kaxabl N3 poytepos
nepenaet updates 06 3Toli ceTn Ha poyTep "C". Takum obpa3som, B Tabnmue MmappyToB Ha poyTepe "C"
NosIBASIOTCA ABa NMyTW Ans AoCTMxXeHus cetn 175.10.0.0; n 3TOT poyTep A0/IXeH BbibpaTb, Kakon u3
MapLpyTOB €My MCNoNb30BaTb. [103TOMy Ha poyTepe "C" ycTaHaBnMBaeM BecoBble KO3(PDULMEHTbI A4
o6onx mapwpyTtoB k 175.10.0.0 (npuweawmnx coorsetcTtBeHHo oT "A" n "B"). MNpnyem, ecnm yCTaHOBUTb
weight 6onbwe ansa updates, npuwegwmnx ¢ "A", To "C" 6ygeT ncnonbsosaTtb B kavectse next hop'a ansa
poctumxenunsa 175.10.0.0 poytep "A". Ecnun xe Ha "C" yctaHoBUTbL weight ana MmapwpyToB, npuweawmx ¢
"B" 6onblie, TO MapwpyTn3aumsa K aHHOW CeTM NonaeT 4yepes "B".

CyuwecTtByloT Tpm cnocoba, ¢ noMouwbto KoTopbix Ha "C" MOXHO ycTaHOBUTL "weight' ans update'os,
npuweawmnx ¢ poytepa "A":

o II1.4.1 cnosib3oBaHue Access List ana ycraHosku Weight Attribute

o II.4.2 Ucnosib30BaHu R M 18 ycraHoBku Weight Attri
e II.4.3 Ucnosb3oBaHue the neighbor weigh mmand gnasa ycrtaHoBku Weigh
Attribute

II1.4.1 Ucnonb3oBaHne Access List gns yctaHoBkn Weight Attribute

MprBeaAeHHbIe HMXE KOMaHabl KoHdurypauum poyTtepa "C" ncnonbsytoT access-lists n 3HaueHne
AS_path ans npuceamBaHus router updates koadpdpuuymeHTa "weight".

!Router Crouter bgp 300neighbor 1.1.1.1 remote-as 100neighbor 1.1.1.1 filter-list 5
weight 2000neighbor 2.2.2.2 remote-as 200neighbor 2.2.2.2 filter-list 6 weight 1000!ip
as-path access-list 5 permit ~100$ip as-path access-list 6 permit 72008

B naHHOM npuMepe BecoBon koadduumeHT 2000 npuceaneaeTcs BceMm update'am, npuweawmnm ot
neighbor'a ¢ IP agpecom 1.1.1.1 - 370 ycTaHaBnmBaeTcs B access-list'e 5. 3ToT access-list 5 pa3pewaet
(Tk cTouT permit) update'sl, y koTopbin AS_path HaunHaeTcs ¢ 100 (cm "~") n 3akaHumBaeTcs 100 (cm
"$").

3aMeTuM, 4To CMMBONLI N 1 $ MCNOMB3YOTCA B regular expressions, n €Cin Bbl XOTUTE NO3HAKOMUTLCS C
HMMK nobnuxe, obpaTuTech K NpunoxeHuto o Regular Expressions B Cisco Internetwork Operating
System (Cisco 10S) software configration guide and command references.

B npuBeaeHHOM Bbille NpuMepe BecoBoM koadduumeHT 1000 npuceansaeTcs BceMm update'am ot
neighbor'a 2.2.2.2 - 310 onucaHo B acess-list'e 6. Access list 6 pa3pelwaeTt Bce update'sl, ubn AS_path
HaumHawTCca ¢ 200 n 3akaHumBatoTca 200 (T.e. cogepxaT ToJIbKO 04HO 3HadeHue AS 200 B AS_path).

B pe3ynbTaTe AaHHOWN KOHdUrypaumm secoson koaddbuumneHT 2000 npncBamsaeTcs BceM route
update'am, npmweawmm ot AS 100, n Becoson koadduumeHtT 1000 npucsansaeTca BceM update'am,
npuweawnm ot AS 200.

I1.4.2 Using a Route Map to Set the Weight Attribute

MpuBeaeHHbIe HMXe KoMaHabl KoHdurypauum poytepa "C" ncnonb3ytoT route map ans npmceamBaHus
weight attribute npuxoaswmnm Ha gaHHbIM router update'am.

!Router Crouter bgp 300neighbor 1.1.1.1 remote-as 100neighbor 1.1.1.1 route-map
SETWEIGHTIN inneighbor 2.2.2.2 remote-as 200neighbor 2.2.2.2 route-map SETWEIGHTIN
in!ip as-path access-list 5 permit 7100$!route-map SETWEIGHTIN permit 10match as-path
5set weight 2000route-map SETWEIGHTIN permit 20set weight 1000

B naHHoM cny4yae nepsbin Habop npasun (permit 10) yctaHaBnueaeT weight attr. pasHbiM 2000 ans
Bcex update'os, npuweawmnx ¢ AS 100 (u nmerowmx AS_path=100), a sBTopor Habop npasun (permit
20) ycraHaBnmBaeT weight = 1000 BceM ocTanbHbiM update'am (B ToM uncne n ¢ AS200, uto u
TpeboBanoch BbiLLE).
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I1.4.3 Using the neighbor weight Command to Set the Weight Attribute

!Router Crouter bgp 300neighbor 1.1.1.1 remote-as 100neighbor 1.1.1.1 weight
2000neighbor 2.2.2.2 remote-as 200neighbor 2.2.2.2 weight 1000

[JaHHas koHdurypaums yctaHasnmeaeT weight 2000 ana Bcex MapwpyToB, npuweawmnx _ot_ AS100, n
weight 1000 gns Bcex MapwpyToB, npuweawmnx _oT_ AS200.

PasymeeTcs, nockonbky weight ansa mapwpyTtos, npuweawmnx oT AS100, Bbiwe, To poyTep "C" 6yaert
obmeHumBaTbCs Tpadmkom ¢ poytepom 1.1.1.1 AS100 c 60AbWMM NPUOPUTETOM.

II.5 Local Preference Attribute

Korpa ons goctyna K HEKOTOPOW TOUKE CETU CyLecTBYeT Heckonbko nyTten, local preference attribute
yKasblBaeT Hamnydwmnii nyte. Yem 6onblie local preference aons AaHHOro KOHKPETHOrO MyTW, TEM Bbille
ero npuoputeT. 3HadeHue local preference no ymonuanuto - 100. B otnnume ot weight attribute,
KOTOPbI OTHOCUTCSA TONbKO K AAHHOMY NOKanbHOMY poyTepy, local preference sBnsieTca yacTbto routing
update n umeet cuny npu obmMeHe mMapLipyTamMmum cpeam poytepoB B npegenax ogHon AS (Ha Ttonm AS, Ha
OAHOM M3 poyTepoB KoTopown lpref yctaHoBneH).

Figure 12-17: Local Preference

A5 100

- H
14449 i

|aaa4

11.1.2 - | 3333

pr 128.9903.11.1 158213112 .
- A5 ;::Il'h.. L ] :.'-!
NTak, AS256 nonyyaet route updates o nytn k cetn 170.10.0.0 ot AS100 n AS300. EcTb gBa cnocoba
ycTaHoBuTb local preference:

AT 200

o II.5.1 ing th fault | I-preferen mman
e II.5.2 Using a Route Map to Set Local Preference

PaccMoTpuM cHa4dana nepsbii CNoCcob, Kak caMmbin MPOCTON (HO HE CaMbIil Sy4dLImnin).
II.5.1 Using the bgp default local-preference Command

NTak, B NnpnBeaeHHON HMxe KoHdurypaummn poytepos "C" n "D" ncnonbsyetcs komaHaa bgp default
local-preference [n]

!Router Crouter bgp 256neighbor 1.1.1.1 remote-as 100neighbor 128.213.11.2 remote-as
256bgp default local-preference 150 !'Router Drouter bgp 256neighbor 3.3.3.4 remote-as
300neighbor 218.213.11.1 remote-as 256bgp default local-preference 200

KoHdurypaumsa poytepa "C" npm nomowm bgp default local-preferenceosHauaet, 4to Bce update'sl oT
AS300 nonyyart lpref=150. KoHdurypaumsa poytepa "D" o3HauaeT, uto BCeM update'am c AS100
ycTaHasnueaetcs Ipref =200.

MockonbkKy MaplpyTbl BHYTpu AS obmeHmBatoTcs no IBGP (mexay poytepamn "C" 1 "D"), To 06a aTmx
poyTepa onpeaenart (Mcxoas 13 3HadeHus Ipref nepegaBaemMbiX MeXAy HMMU MapLUpPYTOB), YTO
Hamnyywmm mapwpyT K 170.10.0.0 - yepes poyTtep "B" B AS300.

II.5.2 Using a Route Map to Set Local Preference

Mcnonb3oBaHume route-map npegocrasnseT 6onbwe rmbkocTn, yem ncnonblosaHue bgp default local
preference , NoCKoNbKY ecnu npu ucnonb3oBaHum bgp default local preference Ha "D" Bce nyTn,
npoweawmne yepes poytep "D" (Hanpumep) npmnobpeTtatoT 3HaueHue lpref = 200, B TOM uncne un
update'sl ¢ AS 34. A npu ncnonb3oBaHuMn route-map MOXHO yKa3aTb, KaKMM MMEHHO aBTOHOMHbIM
cuctemam gobasnatb Ipref, a Kakum - HeT.
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PaccMoTpuM koHbUrypaumio poytepa "D", npu koTopol lpref yctaHaBnmBaeTcs ToNbKo Ans update'os,
nonydyeHHbix oT AS 300.

!Router Drouter bgp 256neighbor 3.3.3.4 remote-as 300neighbor 3.3.3.4 route-map
SETLOCALIN in - Q/ERROR: E opuruHane He 6muro "neighbor'"neighbor 128.213.11.1 remote-
as 256!ip as-path access-list 7 permit ~300$ - Q/ERROR: B opuruHajne He O6HIO
"access-list"!route-map SETLOCALIN permit l0Omatch as-path 7set local-preference
200!'route-map SETLOCALIN permit 20! nycTo

B cooTtBeTcTBMM C AaHHOW KOHDUrypaumen, local preference attribute Bcex npuweawnx ot AS 300
update'os 6yaeT yctaHosneH paBHbiM 200. Mpasuno "20" B SETLOCALIN npegHa3sHa4vyeHo ans Toro,
yTob6bI NpMHMMaTL updates oT BCex OCTaNbHbIX POYTEPOB.

II.6 Multi-Exit Discriminator Attribute

Multi-Exit Descriminator Attribute - 310 cnocob ykasaHusa Hanny4dwero Nyt CBOUM BHELIHUM
neighbor'am.
MeHbliee 3HauyeHne MED aBnsetcsa 6onee npeanoyTUTENbHbIM. 3HAYeHWe No yMondaHuio = 0.
NMpumeyanne: 8 BGP Version 3 MED Ha3sbiBaeTcs Inter-AS_Metric.
B otnuume ot Local Preference (koraa obmMeH Ipref'amu npoucxoant B npeaenax ogHoin AS)
ncrionb3osaHme MED BefeT K TOMY, YTO 3Ta XapaKTePUCTUKA nepenaeTcsa Mexay aBTOHOMHbIMU
cuctemamm. Ho - ¢ ogHUM orpaHuyeHmeM, a UMeHHo - MED'bl nepeaatoTcs Ha _cocegHtoto_ AS, HO He
nepenatoTcs 3a ee npegenbl (BepHee, Npu nepegade 3a npeaenbl CMCTeMbl, noayumswen MED, aTo
3Ha4yeHune obHynsaeTcs).
Ecnu otaenbHo He obroBopeHo, poyTep cpaBHmBaeT MED attributes ¢ nytammn ot BHewHnx neighbor'os,
KOTOpble NpuHaanexaT oaHolu 1 Tor xe AS (ot C u D, HanpuMmep). Ecnun xe Bbl XOTUTe cpaBHMBaTb MED
attributes mexay aBTOHOMHbIMKM CUCTEMAMU, HYXHO B KOHMUrypaunm poytepa (Ha KOTOPOM XOTUTE
BKJIIOUMTb TaKoe CpaBHEHME) UCMONb30BaTb CEAYIOLLY0 KOMaHAY

bgp always-compare-med.

Figure 12-18: MED Example
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CyTb: C nomoublo koadduumeHta MED, 3agaHHOro Ha poyTepax, KOTOpble aHOHCUPYIOT CETb
180.10.0.0 nnun npocto nepepatot update'sl 0 3TON ceTn, Npuealwne OT CBOMX Ccoceeln, MOXHO
yKasaTb Hauay4ylWwmin NyTb K 3TOM CeTU Yyepe3 OAMH U3 poyTepos.

PaccMoTpuM KOoHbUIypaumio BCex YeTbipex poyTepos.

!Router Arouter bgp 100neighbor 2.2.2.1 remote-as 300neighbor 3.3.3.3 remote-as
300neighbor 4.4.4.3 remote-as 400 !Router Brouter bgp 400neighbor 4.4.4.4 remote-as
100neighbor 4.4.4.4 route-map SETMEDOUT outneighbor 5.5.5.4 remote-as 300!route-map
SETMEDOUT permit 10set metric 50 !Router Crouter bgp 300neighbor 2.2.2.2 remote-as
100neighbor 2.2.2.2 route-map SETMEDOUT outneighbor 5.5.5.5 remote-as 400neighbor
1.1.1.2 remote-as 300!route-map SETMEDOUT permit 10set metric 120 !Router Drouter bgp
300neighbor 3.3.3.2 remote-as 100neighbor 3.3.3.2 route-map SETMEDOUT outneighbor
1.1.1.1 remote-as 300!route-map SETMEDOUT permit 10set metric 200

Mo ymonyaHuto, BGP cpaBHuBaeT napameTp MED B Tabnuue mapwpyTusauumn aas MaplipyTos,
npuweawmnx ot neighbor'os, koTopbie NpnHagnexart ogHOMN 1 Ton xe AS (He TOW, B KOTOPOI HaxoauTcs
poyTep, a CM. puc.). B Hawem npumepe 310 AS 300. B 3TOM cny4ae poytep "A" MmoxeT cpaBHuBaTtb MED
attributes B poytax, npnweawwux ot "C" (MED = 120) n "D" (MED = 200). W He obpawaeT BHUMAHUS Ha
TO, 4YTO update'sl, npuwegwmne ot "B", nmetoT 6onee HM3kun MED.

UTak, poytep "A" BbibepeT poyTep "C" kak best path gna goctmxenmsa cetn 180.10.0.0; Ans Toro,
yTobbI 3acTaBuUTb poyTep "A" cpaBHMBaTb MED'sl ana update'os ¢ poyTtepa "B" (koTopbIii He
npuHaanexut Ton xe AS, uto n C n D), ncnonbsyetcs komaHaa bgp always-compare-med:
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!Router Arouter bgp 100neighbor 2.2.2.1 remote-as 300neighbor 3.3.3.3 remote-as
300neighbor 4.4.4.3 remote-as 400bgp always-compare-med

NTak, nocne atoro poytep "A" BbibepeT nyTb k cetn 180.10.0.0 yepe3 poyTtep "B", Tk MED ana nyten,
aHOHCUpyeMbIX poyTepoM "B" poytepy "A", HanMeHbLNI. KOHEYHO, 3TO UMEET MECTO B TOM C/ly4ae,
Korga Bce ocTanbHble aTpnbyTbl ansa cpaBHeHus nyten (Ipref, weight, etc) asnaoTcs oanHakoBbIMY.
Bbl MoxeTe Takxe ycTtaHoBuUTb MED attribute n B cnyuae redistributing routes into BGP. Hanpumep, Ha
poyTepe "B" Bbl MOxeTe nobaBuTb static route B BGP co 3HaueHnem MED=50:

!Router Brouter bgp 400redistribute staticdefault metric 50'ip route 160.10.0.0
255.255.0.0 null 0

JaHHas KoHdurypaums osHavaeT, 4to poyTtep "B" 6yanet otnpasnsath updates ana 160.10.0.0 c MED
attribute = 50.

I1.7 Community Attribute

Community attribute - 570 cnocof® IpPyHNIMPOBaHMSA MapWpyTOB (communities), kK KOTOPBIM MOXET
OBITE YCTAHOBJIEHO OIHO M3 IpaBujl, Takux kak"acceptance", "preference", "redistribution".
Kak n MED Attribute, Community nepegaetcs coceaHnm neighbor'am v cnyxut ana ynpasneHus
MapLlpyTamum K Bawen AS.

Onsa ycrtaHoBkm community attribute ncnons3syetcs route-map.

Heckonbko 3apaHee onpegeneHHbix Community attributes cogepxatca B Tabn. 12-1.

Table 12-1: Predefined Communities Community: Meaning: no-
export He nepenasaTe 5TU MapupyTe EBGP peer'amno-

advertise He mepemaBaThb 2TM MapmpyTH BOOOIE

HukoMyinternet [lepenaBaTh 2TUM OyTUM B internet community; Bce

MapHmpPyTH BHYTPM CETM OTHOCSATCS K BTOMYy community.
Ha npumMepe, npuBeaeHHOM HMxe, community attribute yctaHaBnuBatoTcsa ¢ noMoubio route-map.
route-map COMMUNITYMAPmatch ip address lset community no-advertise!route-map
SETCOMMUNITYmatch as-path lset community 200 additive
Ecnun Bbl ucnonb3yete knwo4deBoe croBo "additive”, To ykazaHHoe 3HauyeHne 200 nobaBnseTca K yxe
cywecTBytowemy community attribute ("no-advertise", kak 66110 yKa3aHo Bbille). B NpoTMBHOM
c/lyyae, HOBOe 3Ha4yeHue community nepesanuncbiBano 6bl 3HaueHne, KoTopoe 6bI10 3a4aH0 paHbLue.
Ona Toro, utobbl Nnepegatb community attribute ceoemy neighbor'y, Bbl 4O/MKHBI UCMOb30BaTb
KoMaHAay':

neighbor [ip address] send-community
A nMeHHo:
router bgp 100neighbor 3.3.3.3 remote-as 300neighbor 3.3.3.3 send-communityneighbor
3.3.3.3 route-map SETCOMMUNITY out
MogpobHee 06 ncnonb3zoBaHmn community gnsa dpunbtpaummn update'os cm. B rnase "Community
Filtering" Huxe.
Ans npocMmoTpa npuMmepoB, kak Comminity Attribute ncnonbsyerca gna doumnbTpauun
update'oB, cMmoTpuTte section "Community Filtering," later in this chapter.

Summary of the BGP Path Selection Process

BGP Bceraa BbibupaeT oavH M3 MapLlUpyTOB - Kak Haunydwuii. Korga mapwpyT BbibpaH, BGP nomellaer
ero B CBOI Tabnuuy mMaplwpyTusauuu, n nepegaet ero ceomm neighbor'am. [inga soibopa Hannyulero
mMapwpyTa BGP ncnonb3yet cneaytolme Kputepmn:

1. Ecnn nyTb, yKasaHHbI B none next-hop, HepocTyneH, aToT update ybusaeTcs.

2. Jlyywnm cumntaeTcs nyTb C HaMbonbLWKM 3HavyeHnem weight;

3. Ecnn weight nyTelit oanHakoBbl, TO BbiIbUpaeTcsa nyTb ¢ HanbonbLwmm Ipref;

4. Ecnn weight u Ipref oanHakoBbl, TO BblibMpaeTcs NyTb, KOTOPbIA NosiBUACA B Tabnuue mapwpyTtos BGP
Ha AaHHOM poyTepe. (noapa3yMeBaeTcs, YTo 3To 6yaeT camblii HAMKpaTyalLWniA NyTh);

5. Ecnu HeT nyTel, KoTopble "poamnuce” Ha AaHHOM poyTepe, To BbibupaeTcs nyTb ¢ AS_path
MWUHUMAaNbLHOW AJINHbI;

6. Ecnu BCe nyTu MMeT 0ANHAKOBYO ANNHY (OAMHAKOBOE KoNn4yecTso hop'os, cneaosaTenbHO),
BbIbupaeTcs nyTh ¢ "lowest origin type". Cuutaetcs, uto IGP < EGP < Incomplete.;

7. Ecnum Origin attr. code oanHakoBbl Ansa Bcex nyTewn, BbibupaeTcsa nyTb ¢ HauMeHbwMM MED attr.;

8. Ecnn n MED oanHakoBbl ANs BCeX BO3MOXHbIX NMyTen, npeanoyTuTensHblM cuntaetca external path
nepeg internal path;

9. Ecnu onaTb BCe NyTM oauHakoBbl, To prefer the path through the closest IGP neighbor;

10. BbibupaeTcs nyTb C HanMeHblWNM IP agpecoM M3 TeX, KOTopble yka3biBatoTcs by the BGP router ID.
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III. Controlling the Flow of BGP Updates

CHauvana - nupunyeckoe OoTCTynjeHue: B NpeablayLmx rnaBax paccMaTpmBaancb BONpPoChI:
a) OcHoBHble noHaTus. Mpotokon BGP, Tabnuuya mapwpytusaummn BGP, neighbor'sl. Bsanmogeincresus
poyTepoB, NpuMHaanexawmx ogHON 1 TOM e, WK pa3HbIM aBTOHOMHbIM cucTeMaM, Ans obMeHa
MapLipyTamu.
b) Bbibop onTMManbHOro MapLwpyTa m3 uMmetowmxcs B Tabnnue BGP mapwpyTtusaumn. ®aktopsbl,
BAMAKOLWME HA BbIBOP ONTMManNbHOIrO MapLlipyTa.
B aToi rnaBe Mbl 6yaeM paccmaTpuBaTb CNOCobbl, C NOMOLLbIO KOTOPbLIX MOXHO yrnpasnsTe BGP
update'amu, KoTOpble NepecbiNatTCca Mexay aBTOHOMHbIMU CUCTEMaMMU.
UTak,
B sTO rnaBe paccMaTpuBaeTCsl MEXaHM3M ynpaBneHus nepegaden BGP update'os. OH BktoyaeT B cebs
cnepylroluime yacTu:

e III.1 Administrative Di n
I11.2 BGP Filtering
I11.3 BGP Peer Gr
I11.4 CIDR and Aggr Addr
III1. nf ration
III.6 R Refl r

II1.7 Route Flap Dampening

II1.1 Administrative Distance

O6bI4HO, 0 HEKOEM MapLUpyTe poyTep MOXET y3HaTb U3 6onee yeM o4HOr0 NpoToKona. MexaHmnsm
"Administrative Distance" ncnonb3ayeTca Ana pacrno3HOBaHWS NyTen, 0 KOTOPbIX poyTep y3Han,
NCMo/b3ySa HECKOJIbKO NPOTOKOJ10B.

MyTb ¢ MEHbWKXM 3HauyeHneM administrative distance nponucbiBatoTcs B IP routing table.

Mo ymonyaHuto, BGP ncnonbsyet Administrative Distances u3 tabn. 12-2.

Distance Default value Function Extarnal 20

IlpucBamnBaeTcss OyTsiM, NOJydYeHHEM u3 EBGPInternal 200 0 e ———
—————— // -----—-—-——-- IBGPLocal 200 IyTu, KOTOPEIE POXHEHEl Ha
JaHHOM poyTepeB3AMEYAHJME: Distance He BIMAET Ha ajropuTM BeiOopa BGP nmyTm, HO BIMAET

Ha opollecc 3alucu IIyTelM, [IOoJIydeHHHX 1o BGP, B IP routing table.

O6bluHO, ecnn MapwpyT npuxoanT Yyepe3 BGP, oH nponuceiBaeTcs B IP routing table, nockonbkKy ero
"distance" = 20. OgHako nHorga ase AS mnmetoT Kak 6bl "back door" mexay cobor, nonydeHHbin no IGP,
KpoMe nyTu, nony4veHHoro no EBGP. lNpwn aToM, C noMowbio onpeaesieHHbIX KOMaH4 Ha O4HOM U3 3TUX
pOyTEepoOB, MOXHO YNpaBasaATb MapLpyTusaumern Takum obpasom, 4To HaMayywmm nytem 6yaet nyTb,
nony4yeHHbIn Yyepe3 IGP, a 3anacHbIM nyTeM (KoTopbin 6yaeT ncnonb3oBaTtbes B IP route table B cnyuae
nageHus OCHOBHOro nNyTtn) 6yaert nyTb, Nosy4YeHHbIN Yepe3 BGP update.

Figure 12-19: Back Door Example
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Ha naHHOM pucyHke poyTtepbl "A" n "C", paBHO Kak n poyTepsbl "C" 1 "B", B3anmogenctsytoT rno EBGP.
Poytepbl "A" n "B" B3anmogernicteytoT no IGP (RIP, IGRP, Enhanced IGRP, or OSFP). 3HaueHusa default
distance ansa RIP, IGRP, Enhanced IGRP n OSPF paBHbl 120,100,90 n 110 cooTBeTCTBEHHO. [MOCKOIbKY
Bce 3Tu default distance 6onblie, yuem def distance ana EBGP (20), To no npaBunay, oNnMCaHHOMY BblLUE,
ana B Tabnuuy IP mapwpyTtoB Ha poyTepe "A" gomkeH 6biTb NponncaH MapLlpyT, Noay4yYeHHbln no EBGP.
Bonee petanbHo: poyTtep "A" nonyyaet updates o cetn 160.10.0.0 no aBym npotokonam: EBGP u IGP.
Mockonbky default distance ana EBGP meHblue, uem ana IGP, To poytep "A" BbibepeT nyTb K AaHHOM
ceTu, NosydeHHblh MM oT poyTepa "C". Ho Mbl MOXEM M3MEHWUTb 3Ty KapTUHY (Kak pa3 B 3TOM U
3ako4vaeTcs ncnosb3oBaHme back door): HanpuMmep, ecnn Mbl XOTUM, 4TOobbI poyTep "A" ncnonb3oBan
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nyTb K 160.10.0.0, nony4yeHHbIn no IGP oT poyTepa "B", MOXXHO BOCMO/Ib30BaTbCSt O4AHUM U3 TPEX

npuBeAeHHbIX HUXKe CnocoboB:

*) N3meHunTb external distance y EBGP. Ho 3To He pekoMeHAyeTCs, NoCcKonbKy distance BnmseT Ha Bce

updates mexay poyTepaMn, U MOXET CYYUTbCS NMyTaHMLUa NPy B3anMOAenCTBUN HECKONbKUX

NMpOTOKOJIOB Mexay cobon;

*) N3meHunTb distance y IGP. He pekomeHayeTCs Mo TOM Xe NMpuynHe;

*) Ucnonb3oBaTtb kKoHdUrypaunto BGP back door. 210 npaBunbHo.

Wtak, ansa ncnonb3oBaHusa IGP connection as back door, cyuectByet komaHaa KoHdbuUrypauum poyrepa:
network [net] backdoor

C ee noMoubio ckoHpUrypum poytep "A" Takum obpasom, 4to oH 6ygeTt B ceoto IP table nponuckiBaTh

update'bl, nonyyeHHble OT poyTepa "B".

!Router Arouter eigrp l0Onetwork 150.10.0.0router bgp 100neighbor 2.2.2.1 remote-as

300network 160.10.0.0 backdoor

KomaHaa network 160.10.0.0 backdoor Ha poyTepe "A" BbigaeT MapwpyT kK ceth 160.10.0.0, kak

nokanbHbI, 1 nponuceiBaeT ero B IP routing table co 3HaueHnneM distance = 200. NockonbKy ceTb

160.10.0.0 Takxe aHoHcupyeTca u no Enhanced IGRP (c poytepa "B", npnyem c distance=90) 1o

MMeHHO nosiydeHHbin no Enhanced IGRP mapwpyT 6eaet nponucaH B IP route table n 6ypert

NCMoab30BaTbCs Kak OCHOBHOM. Ecnu ke IGRP MapwpyT ynaget, To EBGP mapwpyTt 6yaet nponucaH B

IP routing table n 6yaeTt ncnonb3oBaH Ans nNpoxoxaeHus Tpaduka.

IlpuMevaunme: HecmoTps Ha TO, YUTO BGP Tpaktyetr cerp 160.10.0.0 xax local, 2TO

He 3BHadYuT, YTO HaHHaAd CeTb aHOHCHUPYETCHA KaK JIOKaJIbHaA Jid OaHHOI'O poyTepa.

II1I.2 BGP Filtering

CylecTByeT BO3MOXHOCTb yNpaBfeHnsa oTnpaskoli/nonyvyeHmem update'os ¢ ncnonb3osaHnem
Heckonbkux MeTonos duneTpauum BGP update'os:

e IIL.2.1 Prefix Filtering

Jto6oli N3 nepedyncneHHbiX METOA0B MOXET BbiTb MCNO/Ib30BaH A1 AOCTUXEHUS O4HOMO U TOro Xe
pe3synbTaTa. Beibop TOro, nnm MHOro Metoaa 3aBMCUT OT BMAA CETM, B KOTOPOM €ro npeanosioraercs
NCNOAb30BaThb.

PaccmoTpuM BCce 4 meToaa filtering'a BGP update'os no otaenbHoOCTHW.

II1.2.1 Prefix Filtering

Ona dunbTpaumn nHdopmMaumm 0 MapLlpyTax, KOTopble AaHHbI poyTep noay4aer, nam nHdopmaumu,
KOTOPYIO AaHHbI poyTep, HaobopoT, aHOHCMPYeT Aanee B CeTb, MOXHO UCMONb30BaTb GUALTP,
OCHOBaHHbINM Ha routing updates, naywmx k/ot neighbor'os.

Ha pucyHke HuXXe Mbl BUAMM CETb, KOTOpas AEMOHCTpupyeT ucnosb3osaHue prefix filtering.

Figure 12-20: Route Filtering
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Ha naHHOM pucyHke poyTep "B" aBnsetcsa originated ans cetn 160.10.0.0 n oH oTnpasnseTt update'sl 06
3TOM ceTn Ha poyTtep "C". Ecnu Bbl xoTuUTe 3anpeTuTb nepegadvy update'os 06 atoi cetn ¢ poytepa "C"
Ha poyTep "A" AS100, Bbl MOXeTe BOCMOIb30BaTbCs access-list'om:

!Router Crouter bgp 300network 170.10.0.0neighbor 3.3.3.3 remote-as 200neighbor 2.2.2.2
remote-as 100neighbor 2.2.2.2 distribute-list 1 out'!access-list 1 deny 160.10.0.0
0.0.255.255access-1ist 1 permit 0.0.0.0 255.255.255.255
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B aTOM npuMepe KOHUrypauumm, Kak Bbl BUANTE, KOMBMHaUMsa koMaHg neighbor [ip] distribute-list 1 out
n access-list 1 3anpewaet poyTtepy "C" nepenasatb update'sl o cetn 160.10.0.0 neighbor'y 2.2.2.2
AS100, Ho pa3pellaeT BCe ocTanbHble update'sl B ero HanpaB/eHUN.
Ncnonb3oBaHue access-list'a ana punbTpaumn ceten LEINKOM AenaeTcs NpocTto. Ho, NpeanonoxumM,
yTO poyTep "B" Ha NpuBeAEHHOM Bbllle PUCYHKE MMeeT Apyryto noacetb oT 160.10.X.X, a Bbl XOTUTE
aHoHcupoBaTb Tonbko 160.0.0.0/8.
Access list:

access-list 1 permit 160.0.0.0 0.255.255.255
pa3pelwaet cetn 160.0.0.0/8, 160.0.0.0/9 n Tak ganee. Onsa Toro, uytobbl poyTep nponyckan update's
Tonbko 0 160.0.0.0/8, cneayeTt ncnonb3osatb extended access list, Hanpumep:
access-list 101 permit ip 160.0.0.0 0.255.255.255 255.0.0.0 0.255.255.255

II1.2.2 AS_path Filtering

AS path filtering - 5TO BO3MOXHOCTb OQMIBTPOBATBHM NPUXOAANME, U yXOOANME U3 HAHHOTO
poyTepa update'r, OCHOBEIBasACbHa 3HaueHum AS path attribute.

Figure 12-21: AS_path Filtering
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!Router Cneighbor 3.3.3.3 remote-as 200neighbor 2.2.2.2 remote-as 100neighbor 2.2.2.2
filter-list 1 out!ip as-path access-list 1 deny *2008ip as-path access-list 1 permit .*
B naHHOM npumepe access-list 1 Ha poyTepe "C" 3anpewaeT Bce update'sl, B KOoTOpbiX AS_ path
HauuHaeTcs _W_ 3akaHumBaeTcs Ha 200.
Ntak, poytep "B" nockinaet updates o cetn 160.10.0.0, y koTopoi AS_ path attribute HaunHaeTcs u
3akaH4mBaeTcsa Ha 200, n kak Tonbko 3ToT update nonyumT Router "C", n cpaBHUT CO CBOMM access-
list'om, oH rHopmpyeT 3710T update, To ecTb He nepeaacTt ero Ha "A".
BAMETHM, uTo update, kOTOpEM 3akaHumBaeTcsa Ha 200, OymeT pas3pemeH HaHHEMaccess-list'owm.
TaxuMm obpasomMm, updates or AS 400, xoTopee mpoxomaT depesAS 200 (y Hmx AS path =
200,400) He wmrHOPHMPYWLTCS. A BOT ecCyiK B npaBujieaccess-list Hammcare ~200 BmecTo "200%,
TO »TK updates He OynyT nepenansHa "A".
B npaBune, B KOTOPOM BCTPeYaoTCss METAaCMMBOSIbI . 1 *, "." o3HauaeT noboi cumeon, a "*" o3HavaeTt
MHOrOKpaTHOe ero noBTtopeHue. Tak 4yTo 31O ntobon AS_ path.
Ecnu Bbl XoTUTe NpoBepuTb, paboTaeT nn BBeAeHHOe BaMu regular expression Tak, Kak
npeanonoranock, ucnonb3ymte cneaywowyto EXEC komaHay:

show ip bgp regexp regular-expression
Mo BbINOMHEHMW 3TOM KOMaHAbl poyTep 0To6pasuT BCe NyTU, KOTOpble YAOBAETBOPAOT AAHHOMY
perynsipHoOMy BblpaXXeHuHo.

II1.2.3 Route Map Filtering

KomaHaa koHdburypaumm poytepa neighbor [ip] route-map moxeT 6biTb UCMOSIb30BaHa A1
npunoXxeHmsa route map K incoming n outgoing routes.

Bameuwanme: xomMaHma neighbor [ip] route-map Huuero He zmaeT nJjsg incoming

updates, ecyam nNpoBepseTCcsa paBeHCTBO 1P anpecos.

MpeanonoXmm, 4to Bbl XOTUTE, 4TO6bLI poyTep "C" y3HaBana TOIbKO O CeTAX, KOTopble SABSIOTCS
nokanbHbiMK ansa AS200, 1 6onblie He NosyYan HMKakux MapwpyTos (T.e. 4Tobbl "C" He 3Han o AS100,
AS400, AS600 ot AS200). Takxe, 4ONYCTUM Bbl XOTUTE, YTOObI BCe MapwpyTbl, KoTopble poyTep "C"
nony4daet oT AS200, nmenn weight attribute pasHbili 20. 3To gocTuraeTcs cneaytowlein KoHdurypauvemn
poyTtepa "C":
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!Router Crouter bgp 300network 170.10.0.0neighbor 3.3.3.3 remote-as 200neighbor 3.3.3.3
route-map STAMP in!route-map STAMP permit 1l0Omatch as-path lset weight 20!ip as-path
access-list 1 permit *200$

B naHHoM KoHMUrypaumm access list 1 paspewaet nwobble update'sl, ubn AS_path HaunHatoTCs n
3akaHumBatoTca Ha 200 (To ecTb 3TOT access list paspewaeTt TonNbko update'sl, KOTOpble OPUTMHAbHbI
ana AS200). Bce apyrue update'sl MIrHOpUpYyoTCS.

MpeanonoXmMm, 4To ANs TOM Xe CXeMbl, KOTOpas HapMcoBaHa Bbille, Mbl XOTUM CcriefyloLlee:

1) Bce Tak xe npuHmMaTb update'sl, opurnHaneHbele gns AS200, n npucsameaTtbh MM weight attribute 20;
1) He npuHumaTth update'sl, koTopble B AS_path cogepxat AS400;

1) MpuHMMaTh BCe ocTanbHblie update'sl, 1 ycTaHaBauBaTb UM weight attribute = 10.

DTO AOCTMraeTcs Takon KOHdUrypaumen:

!Router Crouter bgp 300network 170.10.0.0neighbor 3.3.3.3 remote-as 200neighbor 3.3.3.3
route-map STAMP in!route-map STAMP permit 10match as-path lset weight 20!route-map
STAMP permit 20match as-path 2!route-map STAMP permit 30set weight 10!ip as-path
access-list 1 permit ~2005ip as-path access-list 2 deny _400_

B naHHou koHdurypauum poytepa "C" ykasaHo, 4To access-list 1 paspewaet nobon update c AS_ path
attribute, HaunHaowmMca 1 3akaHumBatowmnMcsa Ha 200, 4To o03Ha4vaeT paspelleHne Bcex update'os,
ans kotopbix AS200 saensietcsa originated. Weight attribute gnsa paspeweHHbix update'os
yCTaHaBnuBaeTcs paBHbIM 20.

Access-list 2 3anpewaet Bce update'sl, cogepxawme 400 B AS_path. Bce octanbHble update'sl 6yaoyT
nmeTb weight attribute = 10, kak ykasaHo B npasune "30" route-map'a STAMP.

[Janee, npeanonoxuM, 4to Ha puc. Bbiwe Router "C" aHoHcMpyeT cBoto cobcTBeHHYO ceTb 170.10.0.0
aBTOHOMHbIM cucteMam AS100 n AS200. Koraa update'sl 06 aTtoin cetn gocturHytT AS600, poyTepbl 3TOM
aBTOHOMHOM CMUCTEeMbI Moay4aT ABa NyTU K Hawen ceTu: yepe3 AS100 ¢ AS_path=100,300 n 4yepe3
AS400 ¢ AS_path=400,200,300. JlonycTnM, 4TO BCe oCTasibHble 3HavyeHus attributes, kotopble MoryT
NOBAUATb Ha BbI6OP NYTU K Hallen ceTun, oAnHaKoBbl. B aToM cnyyae poytep B AS600 BbibepeT TOT
NyTb, KOTOPbIA KOpoye, T.e. yepe3 AS100.

Ecnun Bbl 3axoTuTe caenatb Tak, 4Tobbl KoHpuUrypaumns poytepa "C" Bnaumsina Ha BbI6op NyTn K ceTu
170.10.0.0, koTOpbIY ByaeT Nnpom3BoaAnTbCA Ha poyTepe "D", Bbl MOXeTe 3TO caenatb... NpubaBus K
AS_path gononHuTenbHble HOMepa AS, Kak NpaBuo NPOCTO NMOBTOPUB HECKOMbKO pa3 HoMmep AS300, B
KOTOpYyto U BXoauT poytep "C":

!Router Crouter bgp 300network 170.10.0.0neighbor 2.2.2.2 remote-as 100neighbor 2.2.2.2
route-map SETPATH out!route-map SETPATH permit 10set as-path prepend 300 300

KomaHaa koHdurypaumnm poytepa "C" set as-path prepend 300 300 yka3sbiBaeT poyTtepy "C", uToO,
npexae 4em oTnpasuTb update Ha 2.2.2.2, k nyTn AS_path Hago npunbasuTb 300 aABaxabl
(ncKyccTBEHHO yaAnuHUB NyTh). B pesynbTtaTte, AS_path ana cetn 170.10.0.0, koTopas agocturHeT AS600
yepes AS100, 6yaet umetb BM4: 100,300,300,300; a AS_path, nonydeHHasa AS600 vepes AS400,
6ypet kopouye: 400,200,300 - oHa n 6yaet BbibpaHa poyTepoM AS600 ansa goctyna Kk cetn 170.10.0.0.

II1.2.4 Community Filtering

Figure 12-23: Community Filtering
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MpeanonoXmm, 4to Mbl He XOTUM, 4YTob6bl poyTep "C" nepenasan NonyyeHHble OT poyTepa "B" MapwpyTbl
Ha poyTep "A".

2To genaetcsa ycraHoBkon Community Attribute update'am, otnpaensiembiMm poytepom "B" Ha poyTtep "C"
(nenaetcsa Ha poyTepe "B"!!I):

!Router Brouter bgp 200network 160.10.0.0neighbor 3.3.3.1 remote-as 300neighbor 3.3.3.1
send-communityneighbor 3.3.3.1 route-map SETCOMMUNITY out!route-map SETCOMMUNITY permit
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IlOmatch ip address lset community no-export!route-map SETCOMMUNITY permit 20!access-
list 1 permit 0.0.0.0 255.255.255.255

Onsa mapuwpyToB, KOTOpble nocblnatoTca poytepy "C" (neighbor c IP agpecom 3.3.3.1), poyTtep "B"
ncrnonb3yetT route-map ¢ HazBaHneM SETCOMMUNITY. daHHbil route-map ansa nwoboro update'a,
pocturwero poypep _"C"_, n yooBNeTBOpSAKLIEro npaBuny access-list 1, yctaHaBnuBaeTr community
paBHbIM "no-export". KomaHaa KoHdurypaummn poytepa "B" send-community ncnonb3syercsa ans
nepegaym gaHHoro community attribute poytepy "C" (3.3.3.1).

Koraa poyTtep "C" nonyuyaet update'sl oT poyTepa "B", oH He nepeaaeT ux Ha poytep "A", NOCKONbKY
community attribute = no-export.

CywecTByeT eule oaMH cnocob ncnonb3oBaHms GuUNbTPOB, B KOTOPbLIX UCMOb3yeTCs community
attribute: aTo koMaHpa kKoHdbUrypaumm

ip community-list

UTak,

!Router Brouter bgp 200network 160.10.0.0neighbor 3.3.3.1 remote-as 300neighbor 3.3.3.1
send-communityneighbor 3.3.3.1 route-map SETCOMMUNITY out!route-map SETCOMMUNITY permit
l0Omatch ip address 2set community 100 200 additive!route-map SETCOMMUNITY permit
20'!'access list 2 permit 0.0.0.0 255.255.255.255

Mpwn pgaHHOM KOHbUrypaumu, poyTtep "B" nobasnset 3HaveHmsa 100 n 200 K 3HayeHUO community
noboro update'a, koTopbiit gocturHeT neighbor'a c IP agpecom 3.3.3.1; danee: ang
KoHbUrypuposaHumsa poytepa _"C"_ ncnonbsyetcsa "ip community-list" koMmaHga, ¢ NOMOLbIO KOTOPOWA
ycTaHaBnuBaetcsa "weight" B Tom cnyyae, korga y npuweglwero Ha poytep "C" update'a community
attribute cogepxxunt B cebe 100 u/mnmn 200:

!Router Crouter bgp 300neighbor 3.3.3.3 remote-as 200neighbor 3.3.3.3 route-map check-
community in!route-map check-community permit 10match community lset weight 20!route-
map check-community permit 20match community 2 exactset weight 10!route-map check-
community permit 30match community 3'!ip community-list 1 permit 100ip community-list 2
permit 200ip community-list 3 permit internet

B naHHown koHdurypauum, nobon update, npuxoaawmm Ha "C" n coaepxawmn 100 B community
attribute, yaposnetsopsiet npasuny ip community-list 1 n B pesynbtaTe 3TOMYy MapLpyTy npuMcBanBaeTcs
BecoBon KoadduumeHT weight = 20. AHanornyHo, ecnn B comm. attr. ectb _Tonbko_ 200, To
MapwpyTy npucsontcsa weight = 10. MNMocnegHnii xe B cnncke community list (list 3) ncnonbsyet
kntodesoe cnoBo "internet", n pa3spelwaet Bce ocTasnbHble update'sl 6€3 nsmeHeHus N3 aTTpnbyTOB.
Note: "internet" o3HauaBeT _Bce_ update'bl, NOCKOMIbBKY BCE MapLpyTbl BCerga sABAsoTCA YneHaMum
community = internet.

II1.3 BGP Peer Groups

"BGP Peer Group' - 5TO0 rpynmna BGP neighbor'oB, KOTOPEEMCHOJB3YIT OIHM M Te Xe update

policies.

Update policies 06bI4HO ycTaHaBnmBatoTcs yepe3 route maps, distribution lists, u filter lists.

BMecTo TOro, 4tobbl onpenensTb ogHN 1 Te xe policies ana kaxxaoro neighbor'a, Bbl MOXeTe co3aaTtb
peer group name n npuceBouTb policies aTon peer group.

PoyTepbl, BXoAsLIME B peer group, HacneayoT BCe ONunM KoHhUrypaumm 3Toh caMon peer group.
PoyTepbl B peer group MOryT TakXe M3MEHSTb 3TW OMUUK, C YCNIOBMEM UYTO M3MEHEHHbIE 3HAUYEHUS He
6yayT nepenaBaTtbcs aanee B outgoing updates. 3To 03HaYaeT, UTO MEHSITb TY UM UHYIO ONUUIO
KOHMUrypaumm MoXHO TONbKO ANs incoming updates.

Figure 12-24: BGP Peer Groups
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UTak, cnepyowan KoHdurypaums poyTtepa "C" BkntodaeTt B ceba BGP peer group "INTERNALMAP" Ha
JaHHOM poyTepe M UCnosb3yeTcsa BO Bcex poyTepax AS300:

!Router Crouter bgp 300!neighbor INTERNALMAP peer-groupneighbor INTERNALMAP remote-as
300neighbor INTERNALMAP route-map INTERNAL outneighbor INTERNALMAP filter-list 1
outneighbor INTERNALMAP filter-list 2 in'!neighbor 5.5.5.2 peer-group
INTERNALMAPneighbor 6.6.6.2 peer-group INTERNALMAPneighbor 3.3.3.2 peer-group
INTERNALMAPneighbor 3.3.3.2 filter-list 3 in

JaHHas koHdurypaumsa onpegenset cnegywowme policies ans INTERNALMAP peer group:

*) Route map c HazBaHuem INTERNAL

*) Filter list gns outgoing updates (filter list 1)

*) Filter list gns incoming updates (filter list 2)

B oaHHOWM KOHMUrypaumm peer group NpMMEHSETCS KO BCEM _BHYTPeHHUM_ neighbor'am - poytepam E, F
n G. B Hel Takke oTaenbHO onpeaeneHo ucnosnb3oBaHue filter list'a gnga incoming updates ot
neighbor'a 3.3.3.2 (Router E). 3Tor filter list ncnonb3ayetcs Tonbko ansa incoming updates.

Tenepb paccMOTpuUM ApYryto KOHdurypaumto poytepa "C". B atoin koHdurypaumm cosgaetcsa BGP peer
group name "EXTERNALMAP" Ha poyTepe "C" n oHa npuMeHsieTcs K poyTtepam n3 AS100, 200, 600 :
!Router Crouter bgp 300!neighbor EXTERNALMAP peer-groupneighbor EXTERNALMAP route-map
SETMEDneighbor EXTERNALMAP filter-list 1 outneighbor EXTERNALMAP filter-list 2
in!neighbor 2.2.2.2 remote-as 100neighbor 2.2.2.2 peer-group EXTERNALMAPneighbor
4.4.4.2 remote-as 600neighbor 4.4.4.2 peer-group EXTERNALMAPneighbor 1.1.1.2 remote-as
200neighbor 1.1.1.2 peer-group EXTERNALMAPneighbor 1.1.1.2 filter-list 3 in

Kak Bngmnm, B aTol kKoHdUrypaumm komaHaa neighbor remote-as nomeuwaetcs BoBHe Toro 6noka, rae
nponuceiBaeTcsa neighbor ........ MOCTOJIbKY MOCKOJIbKY MCMOMb3YIOTCS HECKOSIbKO pasHbiX AS, a He
OZlHa, KaK B NepBOM npuMepe C peer-group.

Tak e 3aMeTuM, YTO B AaHHOM KOoHdurypaummn onpepensetcs filter-list 3, KoTopbIn MOXeT 6bITb
MCNoNb30BaH aAna usMeHeHus (nepesanuncun) configurstion options ansa incoming updates ot neighbor'a
1.1.1.2 (Router B).

III.4 CIDR and Aggregate Addresses

MpoTtokon BGP4 nogaepxuBaeTt 6e3K1accoByO0 BHYTPUAOMEHHYO MapwpyTusaunto (Classless
InterDomain Routing - CIDR), koTOpas u BASE€TCS ero rnaBHbIM NpenMyLecTsoM nepeg BGP3.

CIDR Takxe u3BecTeH noj HasBaHueM supernetting.

CIDR - 3TO HOBEM CIOCOD omnpeneneHus IP aIpecoB, KOTOPBM MCKIWNUAET (He MCIIOJIbE3YyeT)
KOHUenumio kjaccorB (Class A, B, C u Tm). Hanpumep, cerp 192.213.0.0 ¢
"HenpaBuabHEM" kjlaccoM cetu "C" (cM ampec - B TpeThbeM OKTeTe He MOXeT cCcToaTb 0
nysa certu kjacca C) ; ABJIAETCHA COBEPUIEHHO JieraJibHOM supernet, KOoI'ma OHa
npencrasjeHa B CIDR notation kak 192.213.0.0/16;

3anucb "/16" nokasbiBaeT, UTO Macka NoAceTn cocTomT n3 16 6ut (cumtas cnesa).

3ameTtum, yto 192.213.0.0/16 n 192.213.0.0 255.255.0.0 - oaHO 1 TO Xe.

more specific route - 5TO MapupyT Ha NOIOJIOK.

CIDR penaet npocTbiM aggregate mapwpyToB. Aggregation - 310 npouecc npeobpa3oBaHMs HECKOIbKUX
pa3fINYHbIX MapwpyToB B 0auH MapwpyT (prefix aggregate route), koTopobiii n 6ygeT aHOHCMPOBATLCS.
Takon noaxo[ yMeHbllaeT pa3Mepbl Tabanubl MapwpyTmsauun.

Figure 12-25: Aggregation
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Ha sTtom pucyHke poytep "B" n3s AS200 asnsietcs originated ansa cetn 160.11.0.0 n OH aHOHCUpPYET 3Ty
ceTtb poyTepy "C" ns AS300. Huxe npuBegeHa KoHpurypaumsa poytepa "C" gna toro, 4utobbl nepegasaTtb
aggregate address 160.0.0.0 poytepy "A":
!Router Crouter bgp 300neighbor 3.3.3.3 remote-as 200neighbor 2.2.2.2 remote-as
100network 160.10.0.0aggregate-address 160.0.0.0 255.0.0.0
KomaHaa koHdurypaumm poytepa aggregate-address aHoHcupyeT prefix route (B 4aHHOM cnyyae,
160.0.0.0/8) n Bce more specific routes.
BaMevanme: poyTep He MOXeET aggregate ampeca, eciam OH He mMeeT morecpecific route k »TuUM

(=]

ampecaMm B cBoer Tabiule MapupyTmsaumm. Morecpecific route MmoryT nmogaBuThbcsa B Tadmauue BGP
MapmpyTrsaumMmM 13 incomingupdates oT mpyrmx AS, MM MOTYT OBITH [IOJIyUdeHHE IO I1IGP
(redistributed intoBGP), mim MOTyT OHTL YCTAHOBJIEHEl C IIOMOUIBLI0 KOMAHIE KOHOUTYpaLWNM
poyTepa'"network".

Ecnu Bbl X0TUTe, UTO6bI poyTep "C" nepepnasan Tonbko prefix route, n He xoTnTe, YTobbLI OH Nepeaasan
more specific route, ncnonb3ynTe kntovesoe cs1oBo "summary only" B komaHge affregate-address:
aggregate-address 160.0.0.0 255.0.0.0 summary-only

OT1a koMmaHga nepepaet prefix (160.0.0.0/8) n He nepeaaeT more specific routes, KoTopble AaHHbIN
poyTep MoxeT nmeTtb B BGP routing table.

BaMevanme: Eciy BE MCIIOJIB3yeTe KOMaHIYy KOHGuTypaumm "network" minsa

aHOHCHMPOBAaHMSA CeTM, 3alMcChb O HNAHHOM CeTM Bcerja OynerT noABJIATbCA B BGP
update'ax, Oaxe ecyM BH MCIOJIb3yeTe KJIOYEeBOE CJIOBO summary-only B KOMaHZE
KOHQUTypauum aggregate-address.

Ecnn Bbl XOTUTE 3anpeTuTb HEKOTOpPbIe specific routes, korga NpMHUMaeTe MapLpyThbl, Bbl MOXETE
ncnonb3oBaTb route map. Hanpumep, ecnm Bbl XoTuTe, 4T0bbI Router C NnpuHUMan MapLwpyTbl O
160.0.0.0 v 3anpetnTb npuem route 160.20.0.0, HO BCe-Taku paspewmns mapwpyTtbl K 160.10.0.0,
MCHOﬂb3yﬁTe cneagywuwme KoMmaHabl:

!Router Crouter bgp 300neighbor 3.3.3.3 remote-as 200neighbor 2.2.2.2 remote-as
100network 160.10.0.0aggregate-address 160.0.0.0 255.0.0.0 suppress-map CHECK!route-map
CHECK permit l10match ip address 1'!access-list 1 deny 160.20.0.0 0.0.255.255access-1ist
1 permit 0.0.0.0 255.255.255.255

Ecnn Bbl xoTuTE, 4TObBLI HA poyTepe yCTaHaBNMBAaNIOCh 3HAaYEHWe HeKOTopbIX attributes, koraa oH
nepenaet aggregate route, ucnonb3yiite attribute map:

aggregate-address 160.0.0.0 255.0.0.0 attribute-map SETORIGIN!route-map SETORIGIN
permit 10set origin igp

II1.4.1 Aggregation and Static Routes

Bo-nepsbix, 3ameTnuM: Aggregation npu Static routes koHpUryputca Ha ToM poyTepe, Ha KOTOPOM 3T
camble static routes nponucaHebl.

Ha pucyHke 12-26, npuBegeHHOM HUXKe, NokasaHo Kak static routes MmoryT 6bITb NCNONb30BaHbI A4S
co3jaHus aggregate'os.

Figure 12-26: CIDR Aggregation Example
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JonycTtnmM, Bbl XoTnTE, 4Tob6LI poyTep "B" aHoHcmposan prefix 160.0.0.0, HO He nepegasan Bce
ocTasnbHble more specific routes.

KoHdurypaumns poytepa "B", npuBeaeHHasa Huxe, BbinosiHseT redistribute static aggregate into BGP:
!Router Brouter bgp 200neighbor 3.3.3.1 remote-as 300redistribute static!ip route
160.0.0.0 255.0.0.0 null 0

B pesynbTarte aTon KOHMUrypaumm nosny4dyaem, 4to poytep "B" aHoHcupyeT ceTb 160.0.0.0 c origin
attribute = Incomplete.

Bameuvanme: BMecTO redistribute static MOXHO MCHNONB30BATH KOMaHIy network maeT
TOT Xe caMelt nbdbexT, TOJNBKO origin attr njis MapupyTa K cerr 160.0.0.0 Bynmer
IGP, a He Incomplete: !Router B router bgp 200 neighbor
3.3.3.1 remote-as 300 network 160.0.0.0 mask 255.0.0.0 !

ip route 160.0.0.0 255.0.0.0 null 0BamMeuanme: licrnoynb30BaHMe static routes, kak mokaszsaHO
B IBYX I[OCJI€OHMX npuMepax KOHOuUIypaummM (C IoMombio koMaHI redistribute

static u network) - HamboJsiee NPEnONOUTUTEJILHBEIM CIOCOO HmobOaBJIeHUSA

aggregate route, NOCKOJBKY MCIOJIb30BaHmMe static routes npenoTepalaeT

HexeJlaTeJibHEle route flaps.

II1.4.2 Aggregation and AS-SET

Korpa aggregates (0606wWeHHble MapLIpyTbl, TaKk CKasaTb) reHepaTcsa n3 more specific routes, atpmbyThbl
AS_path atux routes 06'eanHAIOTCS B Tak Ha3biBaeMblh AS_SET. DT0 ncnonb3lyercs ons
npeAoTBpaLLEeHUs 3aUNKIMBaHUA MapLIpyTOB.

Ha pucyHKe HuXe AeMOHCTpUpPYETCs ucnonb3osaHne AS-SET npu arrpermpoBaHumn aapecos.

Figure 12-27: CIDR Aggregation Example with AS-SET
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Ha sTom pucyHke poytep "C" npmHmumaeT updates o cetn 160.20.0.0 ot poyTtepa "A" n updates o cetu
160.10.0.0 ot poyTtepa "B". Ecnun poyTtep "C" arrpernpyet cetb 160.0.0.0/8 v otnpasnseTt update'sl 06
3TOM ceTn poyTepy "D", To AS_path ansa stoi cetn 6ynert ykasbiBaTb, 4To AS300 siBnsieTcsa _origin_ ans
Hee.
Ho B TOM cnyuyae, ecnu poytep "D" umeeT gpyroi nyTb kK AS100, update'sl (o cetn 160.0.0.0/8) c "C"
Ha "D" MOryT BECTM K 3aUMKIMBaAHUIO MapLLUPYTOB.
Ons Toro, utobbl 3TOro HE CAY4YUIIOCh, MCMONb3YyeTCa KoMaHaa KoHduUrypaumm poytepa aggregate-
address c knto4veBbIM crioBOM "as-set":
!Router Cneighbor 3.3.3.3 remote-as 200neighbor 2.2.2.2 remote-as 100neighbor 4.4.4.4
remote-as 400aggregate-address 160.0.0.0 255.0.0.0 as-set
KntoueBoe cnoBo "as-set" ykasbiBaeT poyTtepy "C", uto B update'sl 0o cetn 160.0.0.0/8 gonxHa 6bITb
BK/IlOUEHa nHdopmMaumsa o ToM, yto cetb 160.0.0.0 npuHaanexuT "to a set" (B gaHHOM cnyyae, 100 u
200).
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II1.5 Confederations

Confederations - »TO MexXaHM3M yMeHblleHMS IBGP meTesb (CBs3eM) BHYTPM aBTOHOMHOM CUCTEME.
Ha pucyHke Huxe poyTepbl 6e3 Ha3BaHMin 9 0603HaumMn NpocTo kak "Router”.

Figure 12-28: Confederations
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Ha naHHoM pucyHke AS500 cogepxunT 9 poyTtepos (He cumTas Tex, KoTopble He paboTatoT no BGP). be3s
confiderations, BGP 6ygeTt TpeboBaTb, 4uT0b6bl poyTepsbl, Bxoasuwme B AS500, 6611 NOAHOCTbIO
B3aMMOCBSI3aHbl Mexay Coboi. DTO 03HayaeT, YTo KaXKAabl poyTep HyXaaeTcs B TOM, YTOobbl Y Hero
6b1n0 IBGP coegnHeHmne ¢ co Bcemun ocTanbHbiMM 8 poyTepamu; KpoMe Toro, NnyCTb Kaxablii n3 9
poyTepoB cBsizaH no EBGP c external AS.

Confederation yMeHblU@eT KOMYeCTBO peer'os BHYTpu AS. DTo genaertcs cneaytouwmm obpasom: Bbl
agenute gaHHyto AS (AS500) Ha HeCKOIbKO aBTOHOMHbIX CUCTEM, U NMPpUCBanBaeTe KaXnoM U3 HUX CBOM
HoMep, HoMep Mini-AS B "kKoHdeaepaunmn”. Kaxxgas mini-AS asnsetcs fully-meshed, To ecTb NonHOCTLIO
B3aMMOCBSI3aHHOM (KaXAbl U3 pOyTepoB, BXOASWMX B AaHHYIO Mini-AS, cBs3aH no IBGP co BceMu
cBouMuM "coceassmu" B mini-AS). Kaxxaas mini-AS cBa3aHa c gpyron mini-AS B "koHdeaepauun'.
3aMeTuM, YTO HECMOTPS Ha To, YTo Mini-AS nmetoT EBGP peer'bl ¢ apyrumMn AS BHYTpu confederations,
OHM obMeHmBatoTcs routing updates kak ecnn 66l 0HM ncnonb3osann IBGP - T.e. next hop, MED, u local
preference He MeHsItOTCA.

[Ona BHewHero mupa concederation BbirnsgnT Kak ogHa AS.

Cnepywowmne KomaHabl KOHOUrypmpytoT poyTtep "C":

!Router Crouter bgp 65050bgp confederation identifier 500bgp confederation peers 65060
65070neighbor 128.213.10.1 remote-as 65050neighbor 128.213.20.1 remote-as 65050neighbor
128.210.11.1 remote-as 65060neighbor 135.212.14.1 remote-as 65070neighbor 5.5.5.5

remote-as 100

34ecb, KoMaHaa KoHdurypaumm router bgp 65050 ykasbiBaeT, uto poytep "C" npuHagnexut AS 65050.
KomaHga bgp confederation identifier 500 yka3biBaeT, uto poyTtep "C" npuHagnexut "KoHdeaepaunn"
500.

MepBble ABe CTPOYKM, HauMHawwwmecs ¢ neighbor, ykasbiBaloT Ha To, 4To poyTep "C" yctaHaBnusaeT
IBGP connection ¢ gByMs ocTaBwWMMUCS poyTepaMun B cBoel mini-AS 65050. BTopble ABe CTPOYKHU
yctaHasnueatoT BGP connection c confederation peers 65060 n 65070. NMNocnegHsas komaHaa "neighbor"
yctaHasnueaeT EBGP connection c external AS100.

AHaNoOrmM4yHo, paccMoTpuM KOHpUrypaumio poytepa "D":

!Router Drouter bgp 65060 - poyrep npuHagnexmT AS65060bgp
confederation identifier 500 - poyrep npmuHanpnexuT koHP-mum 500bgp confederation
peers 65050 65070neighbor 129.210.30.2 remote-as 65060 - ycraHaBauBaeT IBGP connect

BHyTpy ASneighbor 128.213.30.1 remote-as 65050 - ycranaBauBaer BGP connectionneighbor
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135.212.14.1 remote-as 65070 c peer'amn BHyTpmu ''confederation"neighbor 6.6.6.6
remote-as 600 - ycraHaBauBaeT EBGP c BHew. AS 600.

KoHdurypaumsa poytepa "A" BbIrnaguT cnegyowmm ob6pasom:

!Router Arouter bgp 100neighbor 5.5.5.4 remote-as 500

- TO ecTb ycTaHaBnuBaetcss EBGP connection ¢ poytepom "C".

3ameTumM, yto poyTtep "A" HMUYero He 3HaeT (M He AOJIKEeH 3HaTb) o0 geneHum AS500 Ha mini-AS, To ecTb
OH HM4Yero He 3HaeT 06 AS65050, 65060, 65070. OH 3HaeT ToNbKO 06 AS500.

II1.6 Route Reflectors

Route Reflectors - »TO mpyrou crnocob nJjs ycTaHOBJieHUs IBGP peering'a

BHyTpUu AS.

Kak paHee 6b1510 cka3aHo B cekumn Synchronization, BGP speaker'sl He nepeaaloT MapLupyThl,
npuweawmne ot ogHoro IBGP speaker'a - agpyromy IBGP speaker'y. Route Reflectors nossonsioT o6oinTtu
[AHHOEe orpaHM4YeHue 1 NOo3BOJISKT poyTepy aHOHCMPOBaTb MapLpyThl (reflect - B cMbicne oTpaxaThb,
OoTpaxkaTb _nepeaasas Aasnblue_), Noay4vYeHHble UM OT Apyrux speaker'os no IBGP. MNpu ncnonb3osaHum
Route Reflectors ymeHbluaeTcs konmndectso IBGP speaker'os BHyTpu AS (BepHee, B3auMOCBA3EN MeXay
HMMK - TeNepb OHM He A0/MKHbI 6bITb CBA3aHbl CO BceMn cBonmm IBGP "cocepgsmn™).

Figure 12-29: Simple Route Reflector Example

== ASTO0
T Rouba rallesiorn
A!Elhfit1 |

yo33 :
E

2
NTak, obpatm BHMMaHue - Bce Tpu poyTepa (A,B n C) npmHagnexat ogHon AS100.

be3s ncnonb3oBaHus Route Reflector'a ansg HopManbHO GYHKUNMOHMPOBAHUA CETU, NMOKA3aHHOM Ha
puUcyHkKe, TpebyeTtcs nonHasa IBGP B3anMocBsa3b (To ecTb poyTep "A" Ao/mkeH 6biTb CBS3aH ewe U C
poytepom "B" no IBGP).

Ho, ecnn poytep "C" koHpuryputb kKak Route reflector, To IBGP peering mexay poytepamun "A" n "B" He
TpebyeTcsa, nockonbky poyTtep "C" 6yaer nepenasatb updates, npuwegwme ot poytepa "A", Ha poyTep
"B", n HaobopoT.

Ona koHdurypupoBaHus poytepa "C" B kauectBe Router Reflector'a ncnonb3ytwrcsa cneaywowme
KOMaHAbl:

!Router Crouter bgp 100neighbor 1.1.1.1 remote-as 100neighbor 1.1.1.1 route-reflector-
clientneighbor 2.2.2.2 remote-as 100neighbor 2.2.2.2 route-reflector-client

NTak, poyTep, KOTOpbIN BKIOYAET B cebs KoMaHAay KoHdurypaumnm neighborrouter-reflector-client - ato
Route Reflector.

PoyTepsl, ip agpeca KOTopbiX yka3aHbl B koMaHAae router-reflector-client - 310 knneHTbl Route
Reflector'a.

Ecnn paccmaTtpuBaTtbh BCHO CeTb LenKoM, To Bce BMecTe (Route Reflector u ero client'sl) - Ha3biBaeTcs
"cluster”.

IBGP peer'sl gaHHol AS, KOTOpbIe He nepeyncrnensl Kak clients, HasbiBatoTcs "nonclients"”.

B AS moxeT 6biTb Heckonbko Route Reflect'opos. Korga a1o Tak, 10 kaxabin Route Reflect'op obwaetcs
c octansHbIMM Route Reflect'opamn kak ¢ 06bl4yHbIMM IBGP speaker'amm.

B ogHoM claster'e moxeT 6biTb 60nbWeE ogHOro Route Reflect'opa, B ogHoln AS MOXeET 6bITb HECKOIbKO
claster'os.

[paccMoTpenne 60slee NPOABMHYTHX KOHOHMI'ypauwui C HcCIoJb3oBaHmeM Route Reflector'os, a mTak
Xe CcrIoco6El 3BauuTsl OT BalMKJIWBaHuM npu pabore c Route Reflector'amm (Using an Originator
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ID, Using a Cluster List) noxa onymexHs! B HacTosleM pacCMOTpeHny. llpuuymHa: wupes sicHa, a
PHCYHKY CJIMIIKOM CJIOXHEIE HOJISI BOCHPOMBBEINEHMS MX B Tekcre, Jla m BpeMeHu MajoBaTo] .

II1.7 Route Flap Dampening

Route Flap Dampening - (Hawvan mucnoabs3oBaTecss B CISCO Internetwork
Operating System [Cisco IOS] Release 11.0]) - BTO0 MexXaHu3M
npenoTBpaleHus HeCTabUIBHOCTH paboTsl poyTepoB, OCHOBaHHEm Ha flap

dampening'e.

Onsa onucaHusa Route Flap Dampening'a ncnonb3yoTcs cregyowme TEPMUHbI:

Penalty - Yncnosoe 3HaueHMe, KOTOpOE NMpMCBanBaeTCs MapLlpyTy, korga poyTtep flaps

Half-life time - YncnoBoe 3HaueHMe, KOTOpOE yCTaHaBINBAETCHA B KOHUrypaumm n o3Ha4yaeT Bpems
KOTOpOe AO0/IXKHO MPONTM C MOMEHTa NOAHATUS NIMHKA, U Beayllee K yMeHbLlleHUto panalty BrnosoBuHY.
Suppress limit - YncnoBoe 3HayeHMe, C KOTOPbLIM CpaBHMBaeTcs panalty. Ecnm penalty 6onbwe, yem
suppress limit, To MapwpyT cuMTaeTcs HeAOCTYNHbIM N oTbpacbiBaeTCs.

Suppressed - MapLwpyT, KOTOPbLIN HE aHOHCUpYETCS, Aaxke ecnm oH "UP". MapwpyT cuntaeTtcs
Suppressed, ecnn Penalty 6onbwe Suppress Limit.

Reuse limit - YucnoBoe 3HaueHne, yctaHaBimBaemoe B npouecce KoHdurypaumm. 310 3HaUYEHME
cpaBHuBaeTcs ¢ Penalty; Ecnu Penalty meHblwe Reuse Limit, To Suppressed mapwpyT, ecnm oH UP B
HacTosWwmMm MOMeHT, 6onblie He ByaeT 3aMmopaxkmnBaTtbCs (TO €CTb CUNTAETCS Pa3MOPOXEHHbIM).
History entry - 3anucb, KoTopas ncnonb3lyeTtcs ans coxpaHeHnus flap information o mapwpyTax,
KoTopbie down.

MapuwpyThl, kKoTOpble flapping, nonydatT 1000 penalty 3a kaxabin flap. Korga HakonneHHbIN TaknMm
o6pa3om penalty npuBbICUT YCTAaHOBNEHHbLIN B KOHUrypauun npegen (Suppress Limit), BGP
npuocTaHaBAMBaeT aHOHCMPOBaHWE AaHHOIro MapulpyTa, AaXe eC/IM B 3TOT MOMEHT MapLlipyT sSBAseTcs
pabounm (s ero Ha3zean UP). HakonneHHbll penalty ymeHbwaeTca BaBoe no ucredyenmm half-life time.
Ecnn nocne 3Toro okasbiBaeTcs, 4To penalty < reuse limit, MapwpyT Ha4YMHaEeT aHOHCUMPOBATLCS ONSATb
(ecnn oH UPB 3TOT MOMEHT, KOHEYHO).

Bamewanme: Dampening He NpMMeHSEeTCHS K MaplpyTaM, KOTOPHE [IOJIyYUEeHEl I10
IBGP. 3TO orpaHMYeHMe npenorBpamaeT forwarding loops M KakK OBl
zammmaeT IBGP peer'wml oT mMmenmmx OO0Jabpume penalty y MapupyToOB, KOTOpPHE

ABJISIOTCS BHEWHMMM K IaHHOM AS.

Figure 12-33: Route Flap Dampening
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PaccmoTpuM KoMaHAabl KoHbUrypaumm poytepos "A" n "B":

!Router Ahostname RouterAl!interface serialOip address 203.250.15.2
255.255.255.252interface seriallip address 192.208.10.6 255.255.255.252!router bgp
100bgp dampening!network 203.250.15.0neighbor 192.208.10.5 remote-as 300!Router
Bhostname RouterB!interface loopback Oip address 192.208.10.174
255.255.255.192!'interface serial 0/0ip address 192.208.10.5 255.255.255.252!router bgp
300network 192.208.10.0neighbor 192.208.10.6 remote-as 100

UTak, poytep "A" ckoHpUurypupoBaH ans route dampening'a. NMpeanonoxum tenepb, 4To EBGP nuHk K
poyTepy "B" ctabuneH. B aTom cnydae BGP table Ha poyTepe A 6yaeT BbIrnsSaeTb Tak:

Q/ERROR: OnevaTka E OPHUI'MHAJBHON CCEHUJIKE Ha AHIJIMIHCKOM. CM. CJeX.CTPOYKY HHXe

(raM cromr RouterB#).RouterA# show ip bgp table version is 24, local router ID is
203.250.15.2Status codes: s suppressed, d damped, h history, * valid, > best, i -

internalOrigin codes: i - IGP, e - EGP, ? - incomplete Network Next
Hop Metric LocPrf Weight Path*> 192.208.10.0 192.208.10.5
0 0 300 i*> 203.250.15.0 0.0.0.0

0 32768 i
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Ona Toro, utobbl cuMmnTUpoBaTh route flap, Ha poyTepe "B" BBeaem koMmaHay: clear ip bgp 192.208.10.6
Tenepb Tabnmua BGP mapwpyToB Ha poyTepe "A" 6yaeT BbIrnsaeTb Tak:

RouterA# show ip bgp table version is 24, local router ID is 203.250.15.2Status codes:
s suppressed, d damped, h history, * valid, > best, i - internalOrigin codes: i - IGP,

e - EGP, ? - incomplete Network Next Hop Metric LocPrf
Weight Pathh 192.208.10.0 192.208.10.5 0 0 300
i*> 203.250.15.0 0.0.0.0 0 32768 i

Mockonbky MapwpyT K cetn 192.208.10.0 has flapped, 3anncb B BGP table kak 6bl yaanaercsa, v K HeW
pobasnsietca npusHak h - history.

Ona 6onee nogpobHOro NpocMoTpa HEKOTOPOro OTAE/bHOIO MapwpyTa (HanpuMmep, K ceTu
192.208.10.0) BbIMOSIHUM KOMaHAY:

RouterA# show ip bgp 192.208.10.0BGP routing table entry for 192.208.10.5
255.255.255.0, version 25Paths: (1 available, no best path)300 (history entry)
192.208.10.5 from 192.208.10.5 (192.208.10.174)0Origin IGP, metric 0, externalDampinfo:
penalty 1000, flapped 1 times in 0:02:03

NTak, Mbl BUAUM, YTO AaHHbIA MapwpyT uMeeT penalty 1000 n3-3a flapping, HO penalty Bce ewe
MeHblle suppress limit'a (default 2000). NMockonbky MapwpyT down, oH noMedeH kak "h" - history
entry. Ecnn mapwpyT flaps Heckonbko pas, komaHaa show ip bgp otobpaxaeT cneaytowee:

RouterA# show ip bgp table version is 32, local router ID is 203.250.15.2Status codes:
s suppressed, d damped, h history, * valid, > best, i - internalOrigin codes: i - IGP,

e - EGP, ? - incomplete Network Next Hop Metric LocPrf
Weight Path*d 192.208.10.0 192.208.10.5 0 0 300
i*> 203.250.15.0 0.0.0.0 0 32768 i

N Tenepb BbiBOA show ip bgp 192.208.10.0 6yaeT cneayoowmia:

RouterA# show ip bgp 192.208.10.0BGP routing table entry for 192.208.10.5
255.255.255.0, version 32Paths: (1 available, no best path) 300, (suppressed due to
dampening) 192.208.10.5 from 192.208.10.5 (192.208.10.174)0Origin IGP, metric O,
externalDampinfo: penalty 2615, flapped 3 times in 0:05:18, reuse in 0:27:00

WNTak, route is UP, HO nockonbKky penalty > suppress limit, B 4aHHbIA MOMEHT MapLpyT suppressed.

OTOT MapwpyT byaeT BOCCTaHOBNEH B Tabauue MapwpyTmMsaumm, korga penalty ctaHeT paBHbIM reuse
limit (default 750).

Kpome Toro, dampening information 6ygert ounweHa nocne 1oro, Kak penalty ctaHeT MeHbWwuM, Yyem 1/2
oT reuse limit (750/2).

IV. Practical Design Example

Ha pucyHke Huxe npeacrtbaBneHa BGP ceTb, Ha koTopon paccMmaTpuBaloTcs types of topologies,
TunudHble ang Internet Service Providers.

Figure 12-34: Practical Design Example for ISPs
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ED AS 100
205.250.14 c&-‘u 20,250, 15,1 2002500 :
! E0 203,250,141, e 60208250152
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C BIA2s0 134 ;- - 8GR ™ Fouter B
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|S2112B213632 ' SOV 192,209, 10.5
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A
Loophack inferfaca 0;
200200701 4G A0D

IR . .5 5
Ecnu AS cBazaHa c aByMmsa ISPs uepe3 EBGP, IBGP gos/mkeH UCMonb30BaTbCA Mexay poyTepamu BHYTpU
AaHHOM AS Ansa nydwero ynpassieHUs MapLlipyTamu.
PaccmoTtpum AS100, nmetowyto asa EBGP connection (poyTepbl "A" 1 "B") ¢ BHewHM MmupomM (poyTepsl
"C"un "D"). "A" n "B" obwatoTtcsa mexay coboii no IBGP.
Mexay poytepammn "A-F", "A-B" n "B-F" aTtonn AS Takxe ncnonbsyetrcsa OSPF (npotokon cemelrictea IGP).
MpuBeaeHHas HMXe KOHMUrypauusa poyTepoB - npeaBapuTebHas, NOCKObKY OHa He MoaHasa. 3To
caenaHo ans Toro, YTobbl NpoAeMOHCTpMpoBaTh MeToabl BGP troubleshooting'a. MonHas n npaBunbHas
KOHpUrypaumsa pacnonoxeHa B rnaee "Final Configurations," Huxe.
!Router Ahostname RouterA!interface loopback 0Oip address 203.250.13.41
255.255.255.0!interface ethernet 0ip address 203.250.14.1 255.255.255.0'!'interface
serial Oip address 128.213.63.1 255.255.255.252!router ospf 1l0network 203.250.0.0
0.0.255.255 area Orouter bgp 100network 203.250.13.0 mask 255.255.255. Onetwork
203.250.14.0 mask 255.255.255.0neighbor 128.213.63.2 update-source loopback 0 !Router
B'!hostname RouterB!interface serial 0Oip address 203.250.15.2 255.255.255.252!inetrface
serial lip address 192.208.10.6 255.255.255.252!router ospf l0Onetwork 203.250.0.0
0.0.255.255 area 0O!router bgp 100network 203.250.15.0neighbor 192.208.10.5 remote-as
300neighbor 203.250.15.1 remote-as 100 !Router Chostname RouterC!interface loopback
Oip address 128.213.63.130 255.255.255.192!interface serial 2/0ip address 128.213.63.5
255.255.255.252!interface serial 2/1ip address 128.213.63.2 255.255.255.252!router bgp
200network 128.213.0.0neighbor 128.213.63.1 remote-as 100neighbor 128.213.63.6 remote-
as 400 !'Router Dhostname RouterD!interface loopback 0Oip address 192.208.10.174
255.255.255.192!interface serial 0/0ip address 192.208.10.5 255.255.255.252!interface
serail 0/1 (ERROR: 3Bneck M CTpOYKa HHMXe B OpMI'MHAajle - C onedarkoi)ip address
192.208.10.2 255.255.255.252'router bgp 300network 192.208.10.0neighbor 192.208.10.1
remote-as 500neighbor 192.208.10.6 remote-as 100 !Router Ehostname RouterE!interface
loopback 0Oip address 200.200.10.1 255.255.255.0'!interface serial 0Oip address
195.211.10.2 255.255.255.252!'interface serial lip address 128.213.63.6
255.255.255.252!'router bgp 400network 200.200.10.0neighbor 128.213.63.5 remote-as
200neighbor 195.211.10.1 remote-as 500 !Router F!hostname RouterF!interface ethernet
Oip address 203.250.14.2 255.255.255.0!interface serial lip address 203.250.15.1
255.255.255.252!'router ospf lOnetwork 203.250.0.0 0.0.255.255 area 0 !Router Ghostname
RouterG!interface loopback 0ip address 195.211.10.174 255.255.255.192!'interface serial
Oip address 192.208.10.0 255.255.255.252!'interface serial lip address 195.211.10.1
255.255.255.252'router bgp 500network 195.211.10.0neighbor 192.208.10.2 remote-as
300neighbor 195.211.10.2 remote-as 400
Koraa Bbl kKoHpUrypupyeTte redistribute IGP routes B BGP, BaM He06X04MMO KOHTPONMPOBATh Te
MapuwpyTbl, KOTOpblE NONaaakoT B BGP. o aTon nNpUYnHE BCEraa ny4duwe ncnonb3oBaTtb KOMaHAY
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KoHdurypaumm "network" nnum seinonHatb redistributing of static routes, kak n nokasaHo Ha
NnpuBEeAEHHON Bbllle KOHMUIypauun. DTM METOAbI TaK Xe npegoTBpaLllatoT route flaps.

IV.1 Determining the State of BGP

MpeanonoxuM, 4yto (CM. NpUBEAEHHbIN Bbille PUCYHOK) CBS3b Mexay poyTtepamn "B" n "D"
ncroptunacbk. BeinonHnm Ha poyTtepe "B" komaHay show ip bgp:

RouterB# show ip bgp table version is 4, local router ID is 203.250.15.2Status codes: s
suppesed, d damped, h history, * valid, > best, i internalOrigin codes: i - IGP, e -

EGP, ? - incomplete Network Next Hop Metric LocPrf Weight
Path*il28.213.0.0 128.213.63.2 0 100 0 200 i*i192.208.10.0
128.213.63.2 100 0 200 400 500 300 i*il95.211.10.0

128.213.63.2 100 0 200 400 500 i*i200.200.10.0

128.213.63.2 100 0 200 400 i*>i203.250.13.0 203.250.13.41

0 100 0 i*>i203.250.14.0 203.250.13.41 0 100 0 i*>
203.250.15.0 0.0.0.0 0 32768 i

CumBon "i" B Hauyane CTpoKM 03Ha4aeT, YTO O AaHHOM MapLipyTe CTaso u3BecTtHo oT IBGP peer'a.

Cumson B KOHLIe CTPOKM O3Ha4yaeT, 4To nHdopmaumsa o gaHHOM NyTu npuwna ot IGP.

MepBas CTpoKa YMTaeTCcs TakK:

MHdopmaumsa o agoctynHoctn cetn 128.213.0.0 nonydeHa 4epe3 AS_path 200, n ans Toro, 4tobbl C
AAHHOro poyTepa AOCTUYb 3TON ceTn, B KauectBe Next hop'a cnegyet ncnonb3osatb 128.213.63.2.
3amevaHune: nobo MapwpyT, KOTOpbI creHepupoBaH Ha gaHHOM poyTepe (cM. 203.250.15.0) nmeet
next hop = 0.0.0.0.

CumBon " > " o3Ha4vaet, 4to BGP Bbibpan gaHHbIN MapwpyT, Kak aydwumin. MNpouecc Bbibopa
Hauny4Jlwero MapLpyTa onmcaH Bbilwe B rnaee "Summary of the BGP Path Selection Process". BGP
Bcerga BblbupaeT TOIbKO OAMH MapLpyT, Kak nydwmin. Nocne 4yero oH 3anucbiBaeT 3TOT MapwpyT B IP
routong table n aHoHcupyeT aTOT NyTb ApYyrum BGP peer'am.

3ameTuM, 4yTto next hop attribute 128.213.63.2, uMetlowmin MecTo aAnsa 4acTm MapLpyToB, yYHac/ienoBaH
oT EBGP.

Tenepb nposepuM IP routing table Ha poyTepe "B":

RouterB# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,

B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area E1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-ISs, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate default Gateway of last resort
not set 203.250.13.0 255.255.255.255 is subnetted, 1 subnetsO

203.250.13.41 [110/75] via 203.250.15.1, 02:50:45, Serial0 203.250.15.0
255.255.255.252 is subnetted, 1 subnetsC 203.250.15.0 is directly connected,
Serial00 203.250.14.0 [110/74] via 203.250.15.1, 02:40:46, Serial0

3amMeTuM, 4To HM oauH BGP MapwpyT He nossunca B IP routing table. 3To npomsowno notomy, 4To B
AAHHOM KOHUrypaummn mMbl nmeeM ogHy npobnemy: mMapLlpyTbl K HEKOTOPbIM CETAM, CoAepKalimecs B
BGP route table Ha "B", umetoT next hop = 128.213.63.2, koTOpbIA HeaQocTyneH ¢ "B".

Aapec 128.213.63.2 HegoCTyneH NoToMy, 4To B Tabnuue mapwpyTusaumm Ha "B" OoTCyTCTBYeT 3anmchb O
TOM, KaK AOCTMYb AaHHbIM agpec yepe3 IGP (B gaHHOM cnydae, yepe3 OSPF). Utak, poytep "B" He
3HaeT 0 128.213.63.0 n3 OSPF.

IV.2 Correcting Next Hop Problems

B naHHoM npumMepe npobnema ¢ next hop moxeT 6bITb peweHa AByMs cnocobamu:

* Mcnonb3oBaHmeM Ha poyTtepe "A" koMmaHAabl "next-hop-self" gna nameHeHns 3HadeHus next hop

mMexay poytepamm "A" n "B".

* Ha poyTtepe "A" HacTpouTb OSPF _Ha nHTepderice_ Serial 0, yka3aB ero kak passive. B aTom cnyyae

poyTep "B" 6yaeT 3HaTb, KakmM obpa3om goctmub next hop 128.213.63.2.

UTak, cnepyowas koHdurypaums poytepa "A" yctaHasnmBaeT OSPF Ha Serial 0 n genaet ero passive:
!Router A hostname RouterA ! interface loopback 0 ip address 203.250.13.41

255.255.255.0 ! interface ethernet 0 ip address 203.250.14.1 255.255.255.0 !

interface serial 0 ip address 128.213.63.1 255.255.255.252 ! router ospf 10

passive-interface serial 0 network 203.250.0.0 0.0.255.255 area 0 network

128.213.0.0 0.0.255.255 area 0 ! router bgp 100 network 203.250.13.0 mask

255.255.255.0 network 203.250.14.0 mask 255.255.255.0 neighbor 128.213.63.2 remote-
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as 200 neighbor 203.250.15.2 remote-as 100 neighbor 203.250.15.2 update-source
loopback 0

Tenepb, BGP neighbor table Ha poyTepe "B" 6yaeT coaepxaTb cneaylowme MapLipyThbi:

RouterB# show ip bgp table version is 4, local router ID is 203.250.15.2Status codes: s
suppesed, d damped, h history, * valid, > best, i internalOrigin codes: i - IGP, e -

EGP, ? - incomplete Network Next Hop Metric LocPrf Weight
Path *>i128.213.0.0 128.213.63.2 0 100 0 200
i*>1192.208.10.0 128.213.63.2 100 0 200 400 500 300
i*>i195.211.10.0 128.213.63.2 100 0 200 400 500
i*>i200.200.10.0 128.213.63.2 100 0 200 400
i*>i203.250.13.0 203.250.13.41 0 100 0 i*>i203.250.14.0
203.250.13.41 0 100 0 i*> 203.250.15.0 0.0.0.0 0
32768 i

Kak BngHo, cumBon " > " nosiBMACS y BCEX 3anncein o MapwpyTtax, U 3To o3Ha4daeT, 4yto BGP
yAOBMETBOPEH HanmMumeM A4oCTMXKMMOro next hop'a B aTux 3anmcax.

Tenepb IP Routing Table Ha poyTepe "B" 6yaeT BbirnsiaeTb No-ApyroMy:

RouterB# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,

B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area E1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-IS, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate default Gateway of last resort
not set 203.250.13.0 255.255.255.255 is subnetted, 1 subnetsO

203.250.13.41 [110/75] via 203.250.15.1, 02:50:45, Serial0 203.250.15.0
255.255.255.252 is subnetted, 1 subnetsC 203.250.15.0 is directly connected,
Serial00O 203.250.14.0 [110/74] via 203.250.15.1, 02:40:46, Serial0

128.213.0.0 255.255.255.252 is subnetted, 1 subnetsO 128.213.63.0 [110/138]

via 203.250.15.1, 00:04:47, Serial0

Moka uTo Mbl 406UAKCL NMWb Toro, 4YTo ceTb 128.213.63.0 ctana goctynHon no OSPF. 3amMeTuM, 4TO
BGP entries Bce ewe He nosiBunmcek B IP routing table.

Mpobnema 3aknto4daeTcs B synchronization: BGP He cnHxpoHu3oBaH ¢ IGP, noatoMy MapuwpyTbl BGP He
nepeganuce B IP routing table, n cooTBeTcTBEHHO AaHHbIE MapLpPyTbl HE BK/OYEHbI B NepegaBaeMble
panee BGP update'sl.

Poytep "F" He 3HaeT o ceTax 192.208.10.0, 195.211.10.0 notomy uto BGP routes Bce eLie He
redistributed into OSPF.

IV.3 Turning Off Synchronization

Ecnv Bbl BBEAETE KOMaHAy KOHdUrypaumm "no synchronisation" Ha poyTepe "B", n noToM nposepute
Tabnunuy IP MapwpyTm3aunm Ha HEM Xe, TO YBUAUTE B HEWN Criefyloline MapLupyThbl:
RouterB# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,

B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area El1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-IS, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate default Gateway of last resort

not set B 200.200.10.0 [200/0] via 128.213.63.2, 00:01:07B 195.211.10.0 [200/0] via
128.213.63.2, 00:01:07B 192.208.10.0 [200/0] via 128.213.63.2, 00:01:07

203.250.13.0 is variably subnetted, 2 subnets, 2 masksO 203.250.13.41
255.255.255.255 [110/75] via 203.250.15.1, 00:12:37, Serial OB

203.250.13.0 255.255.255.0 [200/0] via 203.250.13.41, 00:01:08 203.250.15.0
255.255.255.252 is subnetted, 1 subnetsC 203.250.15.0 255.255.255.252 is directly
connected, Serial 00 203.250.14.0 [110/74 via 203.250.15.1, 00:12:37, Serial 0
128.213.0.0 is is variably subnetted, 2 subnets, 2 masksB 128.213.0.0 255.255.0.0
[200/0] via 128.213.63.2, 00:01:080 128.213.63.0 255.255.255.252 [110/138]

via 203.250.15.1, 00:12:37, Serial 0

|/|TaK, Ta6nwua MapuwpyTmn3aumnm Ha I'IepBbIﬁ B3rn4aa npaBuibHada, HO A0OCTUYb YKa3adHHbIE B HEeMn cetTn He
npeacrtaBndeTcda BO3MOXHbIM U3-3a TOro, 4YTo poyTeEpP "F", paCI'IOJ'IO)KeHHbIﬁ Ha NyTn K HUM, HE 3HAET
MapLIPYTOB K 3TUM CETAM. ITO BUAHO B pe3ynbTaTaxX BbIMNOJHEHUS KOMaHAabl show ip route Ha "F":
RouterF# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area E1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-ISs, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate default Gateway of last resort
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not set 203.250.13.0 255.255.255.255 is subnetted, 1 subnetsO

203.250.13.41 [110/11] via 203.250.14.1, 00:14:15 203.250.15.0 255.255.255.252 is
subnetted, 1 subnetsC 203.250.15.0 is directly connected, SeriallC

203.250.14.0 is directly connected, EthernetO 128.213.0.0 255.255.255.252 is
subnetted, 1 subnetsO 128.213.63.0 [110/74] via 203.250.14.1, 00:14:15,
Ethernet0

Ecnv nakeTbl, npuweawne U3 cetum, poytepbl KOTOpoin obMeHuBatoTCca MapwpyTamMm no BGP, nonaayT Ha
poyTep "F", oHn 6yayT yTepsHbl. TakuMm o6pa3oMm, Bbik/toYeHMe synchronization He pelwiaeT aTy
npobnemy. Mbl Buamm, uto OSPF Heobxoammo caenaTb redistribute ceBonx mapwpytos B BGP Ha poyTepe
"A"; Takum obpasom, poyTtep "F" y3HaeT o BGP mapwpyTax.

IV.4 Redistributing OSPF

UTak, cnepyowas koHdurypaums poytepa "A" moanduumpoBaHHa TakuMm obpasom, yto BGP mapwpyTbl
nepegatotcs (redistributed) B OSPF:
!Router Ahostname RouterA!interface loopback 0Oip address 203.250.13.41

255.255.255.0!interface ethernet 0Oip address 203.250.14.1 255.255.255.0!interface
serial Oip address 128.213.63.1 255.255.255.252!'router ospf 10redistribute bgp 100
metric 2000 subnetspassive-interface serialOnetwork 203.250.0.0 0.0.255.255 area
Onetwork 128.213.0.0 0.0.255.255 area 0O!router bgp 100network 203.250.0.0 mask
255.255.0.0neighbor 128.213.63.2 remote-as 200neighbor 203.250.15.2 remote-as
100neighbor 203.250.15.2 update-source loopback 0

Tenepb IP routing table 6ypet Bbirnsaetb cnegyowmm o6pasom:

RouterB# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area E1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-Is, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate defaultGateway of last resort not set O E2
200.200.10.0 [110/2000] via 203.250.15.1, 00:00:14, Serial0O E2 195.211.10.0 [110/2000]
via 203.250.15.1, 00:00:14, Serial0O E2 192.208.10.0 [110/2000] via 203.250.15.1,

00:00:14, Serial0 203.250.13.0 is variably subnetted, 2 subnets, 2 masksO
203.250.13.41 255.255.255.255 [110/75] via 203.250.15.1, 00:00:15, Serial0O
E2 203.250.13.0 255.255.255.0 [110/2000] via 203.250.15.1, 00:00:15,
Serial0 203.250.15.0 255.255.255.252 is subnetted, 2 subnetsC

203.250.15.8 is directly connected, Loopbackl C 203.250.15.0 is directly
connected, Serial0O 203.250.14.0 [110/74] via 203.250.15.1, 00:00:15,

Serial0 128.213.0.0 is variably subnetted, 2 subnets, 2 masksO E2

128.213.0.0 255.255.0.0 [110/2000] via 203.250.15.1, 00:00:15,Serial00O

128.213.63.0 255.255.255.252 [110/138] via 203.250.15.1, 00:00:16, SerialO

Tenepb 3anucu o BGP MapwpyTtax nponanu, nockonbky OSPF nMeeT nydwee 3HavyeHne Administrative
Distance (110), yem IBGP (200).

OTKNOYEHME CMHXPOHM3aUmMK Ha poyTepe "A" o3HavaeT, 4To poyTtep "A" aHOHCMpYeT MapLpyTbl K CETU
203.250.15.0; 210 TpebyeTca noTtoMy, 4to poyTep "A" He cMHXpoHM30BaH ¢ OSPF n3-3a mask
differences. Mo Tol e caMol NpuUnHe, CUHXPOHM3aLMS A0KHA ObITb OTKOYEHa Ha poyTepe "B",
yTOobbl 3TOT pOyTEpP MOI @aHOHCKMpoBaTb ceTb 203.250.13.0.

Jo6asuM, uto OSPF pnonxxeH 6biTb BKAKOYEH Ha MHTepdelice Serial 1 poyTepa "B" n 6bITb passive, Takum
obpasom poyTep "A" y3HaeT o next hop 192.208.10.5 yepes IGP.

NTak, HoBble KOHpUrypaummn poytepos "A" n "B":

!Router Ahostname RouterA!interface loopback 0Oip address 203.250.13.41
255.255.255.0!interface ethernet 0ip address 203.250.14.1 255.255.255.0'!interface
serial Oip address 128.213.63.1 255.255.255.252!router ospf 10redistribute bgp 100
metric 2000 subnetspassive-interface serial Onetwork 203.250.0.0 0.0.255.255 area
Onetwork 128.213.0.0 0.0.255.255 area O!router bgp 100no synchronizationnetwork
203.250.13.0 mask 255.255.255. Onetwork 203.250.14.0 mask 255.255.255. Oneighbor
128.213.63.2 remote-as 200neighbor 203.250.15.2 remote-as 100neighbor 203.250.15.2
update-source loopback 0

KoHdpurypaumsa poytepa "B":

!Router Bhostname RouterB!interface serial 0Oip address 203.250.15.2
255.255.255.252!'interface serial lip address 192.208.10.6 255.255.255.252!router ospf
lO0redistribute bgp 100 metric 1000 subnetspassive-interface serial lnetwork 203.250.0.0
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0.0.255.255 area Onetwork 192.208.0.0 0.0.255.255 area 0'!router bgp 100network
203.250.15. Oneighbor 192.208.10.5 remote-as 300neighbor 203.250.13.41 remote-as 100
Tenepb nogHuMeM Serial 1 Ha poyTepe "B" n nonyumm Takyto Tabnnuy BGP MmapwpyTusaumm Ha poytepe
llAll:

RouterA# show ip bgp table version is 117, local router ID is 203.250.13.41Status
codes: s suppressed, d damped, h history, * valid, > best, i - internalOrigin codes: i

- IGP, e - EGP, ? - incomplete Network Next Hop Metric LocPrf
Weight Path *> 128.213.0.0 128.213.63.2 0 100 0 200
i*>i192.208.10.0 192.208.10.5 0 100 0 300 i*>i195.211.10.0
192.208.10.5 100 0 300 500 i*

128.213.63.2 0 200 400 500 i*> 203.250.13.0

0.0.0.0 0 32768 i*> 203.250.14.0 0.0.0.0

0 32768 i*>i203.250.15.0 203.250.15.2 0 100 0 i

PesynbTaTtbl BbINOIHEHNA KOMaHAbl show ip route Ha poyTepe "A":

RouterA# show ip routeCodes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area El1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-IS, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate defaultGateway of last resort not set
192.208.10.0 is variably subnetted, 2 subnets, 2 masksO E2 192.208.10.0

255.255.255.0 [110/1000] via 203.250.14.2, 00:41:25, Ethernet00 192.208.10
4 255.255.255.252 [110/138] via 203.250.14.2, 00:41:25, EthernetOC
203.250.13.0 is directly connected, LoopbackO 203.250.15.0 is variably subnetted, 3
subnets, 3 masksO 203.250.15.10 255.255.255.255 [110/75] via
203.250.14.2, 00:41:25, Ethernet00 203.250.15.0 255.255.255.252 [110/
74] via 203.250.14.2, 00:41:25, EthernetOB 203.250.15.0 255.255.255.0 [200/0] via
203.250.15.2, 00:41:25C 203.250.14.0 is directly connected, EthernetO

128.213.0.0 is variably subnetted, 2 subnets, 2 masksB 128.213.0.0 255.255.0.0
[20/0] via 128.213.63.2, 00:41:26C 128.213.63.0 255.255.255.252 is directly

connected, SerialOB* 200.200.0.0 255.255.0.0 [20/0] via 128.213.63.2, 00:02:38

Pe3ynbTaTtbl BbINO/IHEHMS KOMaHAbl show ip bgp Ha poyTepe "B":
RouterB# show ip bgptable version is 12, local router ID is 203.250.15.2Status codes: s
suppressed, d damped, h history, * valid, > best, i - internalOrigin codes: i - IGP, e

- EGP, ? - incomplete Network Next Hop Metric LocPrf Weight
Path *>i128.213.0.0 128.213.63.2 0 100 0 200

ix* 192.208.10.5 0 300 500 400 200 i*>
195.208.10.0 192.208.10.5 0 0 300 i*> 195.211.10.0
192.208.10.5 0 300 500 i*>i200.200.10.0

128.213.63.2 100 0 200 400 i*>

192.208.10.5 0 300 500 400 i*>i203.250.13.0

203.250.13.41 0 100 0 i*>i203.250.14.0 203.250.13.41

0 100 0 i*> 203.250.15.0 0.0.0.0 0 32768 i

IV.5 Managing Asymmetry

CyLLecTBYET HEeCKOIbKO nyTen ansa coegmnHeHmns ceten AS100 ¢ cetamm ISP'os B AS200 n AS300.

OaviH NyTb 3TO - nogka4veHne yepes primary ISP n Hannume backup ISP. AS100 MoXxeT nony4yaTtb
yacTb MapwpyToB OT ogHoro ISP, n nmetb default routes kK o6omnm ISP. B atom cnyyae, AS100 nony4daer
yacTtb MmapuwpyToB oT AS200 u Tonbko local routes ot AS300. Ob6a poyTepa, "A" n "B", generate default
routes B OSPF, ¢ 6onee npeanoyTuUTeIbHbIM MapLlwpyToM K poyTepy "B", MOCKONbKY OH MMEET MEHbLUUN
MED attribute. 210 no3sonsert ynpasnatb outgoing traffic'om K AByM rpaHmnyHbiM C Bamun ISP.
MoTeHunanbHas asymmetry MOXeT CNy4YnTbCa B TOM cnydae, ecnun Tpadduk, yxoasawmn yepes poytep
"A", BepHeTCs Ha3ag 4Yepes poyTep "B". 3To MOXET CyunTbCs B TOM C/ly4ae, ec/iv Bbl aHOHCUpYeETe
cBoun cetn oboum ISP. BoBHe Bawen AS Bawmn ceTn 6yayT 4OCTMXUMbI Yepes ntoboro n3 sawwmnx
NMpoBanaepoB - TO €CTb B KOHEYHOM UTOre K BawuM ceTsaMm Tpadpdumk MoXeT natu Kak yepes "A", Tak u
yepes "B". B aTOM cny4yae Bbl MOXeTe 06Hapy>XuTtb, 4TO Becb incoming traffic B Bawy AS naer T0/1bKO
yepes 04HOro npoeBanaepa, HeCMOTPS Ha TO, YTO Ha CaMOM Aene Ux ABoe.

OaHa noTeHumanbHas NpuymMHa 3TOro ABfeHMS - pa3andHas gnanHa AS_path ansa goctmxeHus sawen AS
n3sHe. Hanpumep, tpadduk c AS400 Bceraa 6yaet npuxoantb yepe3 AS100 - notomy uTto 3Ta AS_path
Kopoue. Bbl MOXETe U3MEeHUTb 3TO C MOMOLLbIO KOMaHAbl route-map, ncnonb3ys Ka4yeBoe CI0BO
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"prepend" ans uckycctBeHHoro yannHeHusa AS_path. Ho, ecnu Ha AS400 kakuM-nmbo obpa3oM yaactcs
ycTaHoBUTb exit point yepes AS200 (c noMowbto Ipref, MED, weight), To Bbl yXe HMYero He cMoXxeTe
N3MEHUTD.

IV.5 Final Configurations

UTak, 3aknounTenbHas KoHburypaumsa poytepa "A":

!Router Ahostname RouterA!interface loopback 0Oip address 203.250.13.41
255.255.255.0!interface ethernet 0Oip address 203.250.14.1 255.255.255.0!interface
serial Oip address 128.213.63.1 255.255.255.252!'router ospf 10redistribute bgp 100
metric 2000 subnetspassive-interface serial Onetwork 203.250.0.0 0.0.255.255 area
Onetwork 128.213.0.0 0.0.255.255 area Odefault-information originate metric 2000!router
bgp 100no synchronizationneighbor 128.213.63.2 remote-as 200neighbor 128.213.63.2
route-map setlocalpref inneighbor 203.250.15.2 remote-as 100neighbor 203.250.15.2
update-source loopback 0'!ip default-network 200.200.0.0!'route-map setlocalpref permit
10set local-preference 200

3aknounTtenbHaa KoHdurypaumsa poytepa "A" yctaHaBnuBaeT lpref ana mapwpyToB, npuweawmnx ot
AS200, paBHbiM 200. B gaHHO KOHMUIypaunm Takxke MCNob3yeTcsa komaHaa ip default-network
200.200.0.0 gnsa ykasaHusa cetn 200.200.0.0 kak kakHamaaTa B default route.

KomaHga koHdurypaumm poytepa default-information originate metric 2000 ncnonb3yetcs ons
nobasneHuns default route B OSPF domain. na RIP, cetb 0.0.0.0 aBToMaTmnyecku redistributed B RIP
6e3 pononHuTeNbHbIX KOMaHAa KoHdurypauun. Ans IGRP n Enhanced IGRP, default information
nobasnsaetca B IGP domain nocne Ttoro, kak BGP redistributed. Takxe, ¢ IGRP n Enhanced IGRP, Bbl
mMoxeTe redistribute a static route ansa 0.0.0.0 B IGP domain.

Hwuxe npuBeaeHa koHdurypaumsa poytepa "B":

!Router Bhostname RouterB!interface serial 0Oip address 203.250.15.2
255.255.255.252'interface serial 1lip address 192.208.10.6 255.255.255.252!router ospf
lO0redistribute bgp 100 metric 1000 subnetspassive-interface serial lnetwork 203.250.0.0
0.0.255.255 area Onetwork 192.208.0.0 0.0.255.255 area Odefault-information originate
metric 1000!router bgp 100no synchronizationnetwork 203.250.15.0neighbor 192.208.10.5
remote-as 300neighbor 192.208.10.5 route-map LOCALONLY inneighbor 203.250.13.41 remote-
as 100!ip default-network 192.208.10.0ip as-path access-list 1 permit ~300 5008ip as-
path access-list 2 permit ~300$!route-map LOCALONLY permit 10Omatch as-path lset local-
preference 300!route-map LOCALONLY permit 20match as-path 2

B koHburypaummn poytepa "B" yctaHaBnusaetcs Ipref=300 ansa update'os, npuweawmnx ns AS300 un
nmerowmx AS_path=300,500 nnu AS_path=300; 3ot Ipref 6onblie, yem Ipref y IBGP update'os,
npuwealwnx ot poytepa "A". NMoatomy AS100 6yaet BbibupaTb Router B ans mapwpytos kK AS500. Bce
oCTasibHble MapLwpyTbl Ha poyTepe "B" 6yayT oTnpas/ieHbl MO BHYTPEHHMM MapwpyTam ¢ Ipref=100,
KOTOpbIA MeHblle, YyeM lpref 200 y MapwpyToB, npuweawunx c poytepa "A". Bce 310 no3sonser
ncrnonb3oBaTtb poyTtep "A", kKak Haubonee npeanoYTUTENbHbLIN. B ganbHenweM, B CBA3M C AJIMHOMN
AS_path Attribute, poytep "B" ncnonbsyercsa ansa goctmxeHusa ceten B AS300.

3ameTumM, yto poyTtep "B" npuHuMaeT Tonbko MapwpyTbl oT AS300 n AS500. Update'sl, ubn AS_path He
cogepykaT AaHHbIn AS, ygansatoTcsa. Ecnm Bbl XoTuTte aHoHcmpoBsaTb local routes n neighbor routes
(knneHTOB ISP), Bbl MOXeTe ucnonb3osatb ~300_[0-9]* B KauecTBe perynsspHOro Bblpa)KeHus.
RouterB# show bgp regexp ~300$ BGP table version is 14, local router ID is
203.250.15.2Status code: s suppressed, d damped, h history, * valid, > best, i -

internalOrigin codes: i - IGP, e - EGP, ? - incomplete Network Next
Hop Metric LocPrf Weight Path*> 192.208.10.0 192.28.10.5 0
300 0 300

PaccMoTpuM Tenepb OKOH4YaTeNbHY KOHduUrypaumto poytepa "C":

IRouter Chostname RouterC!interface loopback Oip address 128.213.63.130
255.255.255.192!interface serial 2/0ip address 128.213.63.5 255.255.255.252!interface
serial 2/1ip address 128.213.63.2 255.255.255.252!router bgp 200network
128.213.0.0aggregate-address 128.213.0.0 255.255.0.0 summary-onlyneighbor 128.213.63.1
remote-as 100neighbor 128.213.63.1 distribute-list 1 outneighbor 128.213.63.6 remote-as
400'access-1ist 1 deny 195.211.0.0 0.0.255.255access-1ist 1 permit any

KoHdurypaumnsa poytepa "C" aHoHcupyeT ceTb 128.213.0.0/16 1 yKa3biBaeT MapwpyTbl, KOTOpble 6yayT
nepenaHbl B AS100.
OkoH4aTenbHas KoHdurypaums poyrtepa "D":


http://www.rublin.org.ua/article/bgp

BGP nportokon (nepesoj Ha pycckuin) from  http://www.rublin.org.ua/article/bgp

!Router Dhostname RouterD!interface loopback Oip address 192.208.10.174
255.255.255.192!interface serial 0/0ip address 192.208.10.5 255.255.255.252!interface
serial 0/1ip address 192.208.10.2 255.255.255.252!router bgp 300network
192.208.10.0neighbor 192.208.10.1 remote-as 500neighbor 192.208.10.6 remote-as 100
KoHdurypaumsa poytepa "E":

!Router Ehostname RouterE!interface loopback 0Oip address 200.200.10.1

255.255.255. 0interface serial Oip address 195.211.10.2 255.255.255.252!interface serial
lip address 128.213.63.6 255.255.255.252!router bgp 400network 200.200.10.0aggregate-
address 200.200.0.0 255.255.0.0 summary-onlyneighbor 128.213.63.5 remote-as 200neighbor
195.211.10.1 remote-as 500

Kak BnagHo, poytep "E" aHoHcupyeT ceTb 200.200.0.0/16.

Tenepb - okOH4YaTeNbHas KoHbUrypaumsa poytepos "F" n "G":

!Router Fhostname RouterF!interface ethernet 0Oip address 203.250.14.2
255.255.255.0!'interface serial lip address 203.250.15.1 255.255.255.252!router ospf
lOnetwork 203.250.0.0 0.0.255.255 area 0 !Router Ghostname RouterG!interface loopback
Oip address 195.211.10.174 255.255.255.192!'interface serial 0Oip address 192.208.10.1
255.255.255.252'interface serial 1lip address 195.211.10.1 255.255.255.252!router bgp
500network 195.211.10.0aggregate-address 195.211.0.0 255.255.0.0 summary-onlyneighbor
192.208.10.2 remote-as 300neighbor 192.208.10.2 send-communityneighbor 192.208.10.2
route-map setcommunity outneighbor 195.211.10.2 remote-as 400'access-list 2 permit
anyaccess-list 101 permit ip 195.211.0.0 0.0.255.255 255.255.255.0 0.0.0.255!route-map
setcommunity permit 10match ip address 10lset community no-export!route-map
setcommunity permit 20match ip address 2

B koHdurypaumm poytepa "G" AeMOHCTpUpyeTCs Ucnosib3oBaHme community filtering'a ¢ go6asneHnem

"no-export" community B more specific Class C routes 195.211.0.0/16, KoTopble MOCbLIATCSA pOyTeEpPY

"D". Poytep "D" He nepenaeT MapwpyTbl poyTepy "B".

B pesynbTtarte, Tabnuuya BGP mMapwpyTmnsaumm Ha poyTtepe "A":

RouterA# show ip bgp table version is 21, local router ID is 203.250.13.41Status codes:
s suppressed, d damped, h history, * valid, > best, i - internalOrigin codes: i - IGP,

e - EGP, ? - incomplete Network Next Hop Metric LocPrf Weight
Path*> 128.213.0.0 128.213.63.2 0 200 0 200
i*>i192.208.10.0 192.208.10.5 0 300 0 300 i*> 200.200.0.0/
16 128.213.63.2 200 0 200 400 i*> 203.250.13.0

0.0.0.0 0 32768 i*> 203.250.14.0 0.0.0.0

0 32768 i*>i203.250.15.0 203.250.15.2 0 100 0 i

Tanepb - Tabnuua mapwpyTtmsaumm IP Ha poyTepe "A":

RouterA# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area El1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-IS, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate defaultGateway of last resort is
128.213.63.2 to network 200.200.0.0 192.208.10.0 is variably subnetted, 2 subnets,
2 masksO E2 192.208.10.0 255.255.255.0 [110/1000] via 203.250.14.2,
00:41:25, Ethernet00 192.208.10.4 255.255.255.252 [110/138] via
203.250.14.2, 00:41:25, EthernetOC 203.250.13.0 is directly connected, LoopbackO
203.250.15.0 is variably subnetted, 3 subnets, 3 masksO 203.250.15.10
255.255.255.255 [110/75] via 203.250.14.2, 00:41:25, Ethernet00

203.250.15.0 255.255.255.252 [110/74] via 203.250.14.2, 00:41:25,

EthernetOB 203.250.15.0 255.255.255.0 [200/0] via 203.250.15.2, 00:41:25C
203.250.14.0 is directly connected, EthernetO 128.213.0.0 is variably subnetted, 2
subnets, 2 masksB 128.213.0.0 255.255.0.0 [20/0] via 128.213.63.2,

00:41:26C 128.213.63.0 255.255.255.252 is directly connected, SerialOB*
200.200.0.0 255.255.0.0 [20/0] via 128.213.63.2, 00:02:38

Tabnuua MapwpyTmnsaumm Ha poyTtepe "F":

RouterF# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area E1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-ISs, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate defaultGateway of last resort is
203.250.15.2 to network 0.0.0.0 192.208.10.0 is variably subnetted, 2 subnets, 2
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masksO E2 192.208.10.0 255.255.255.0 [110/1000] via 203.250.15.2,
00:48:50, SeriallO 192.208.10.4 255.255.255.252 [110/128] via
203.250.15.2, 01:12:09, Seriall 203.250.13.0 is variably subnetted, 2 subnets, 2
masksO 203.250.13.41 255.255.255.255 [110/11] via 203.250.14.1,
01:12:09, Ethernet00 E2 203.250.13.0 255.255.255.0 [110/2000] via
203.250.14.1, 01:12:09, Ethernet0 203.250.15.0 is variably subnetted, 2 subnets, 2
masksO 203.250.15.10 255.255.255.255 [110/65] via 203.250.15.2,
01:12:09, SeriallC 203.250.14.0 is directly connected, EthernetO 128.213.0.0
255.255.0.0 is variably subnetted, 2 subnets, 2 masksO E2 128.213.0.0

255.255.0.0 [110/2000] via 203.250.14.1, 00:45:01, Ethernet00 E2 200.200.0.0
255.255.0.0 [110/1000] via 203.250.14.1, 00:03:47, Ethernet0OO*E2 0.0.0.0 0.0.0.0 [110/
1000] via 203.250.15.2, 00:03:33, Seriall

3amMeTuM, 4YTO Ha poyTepe "F" yKasblBaeTCsl, YTO ceTu nokasbHble kK AS300, Takme kak 192.208.10.0,
aocturatotcs yepes poytep "B". [pyrne nssectHole cetu, Takme Kak 200.200.0.0, 4OCTMXMMbI Yepe3
poyTtep "A". lLUnwo3 ana nocnegHero obpaienuns - poytep "B". Ecnm 4To-nnbo cnyymTcs € coegMHEHNEM
mMexay poytepamum "B" n "D", To default advertised by Router "A" will kick in with MED attribute of
2000.

Tabnuua BGP mapwpyTmsaumm Ha poyTtepe "B":

RouterB# show ip bgp table version is 14, local router ID is 203.250.15.10Status codes:
s suppressed, d damped, h history, * valid, > best, i - internalOrigin codes: i - IGP,

e - EGP, ? - incomplete Network Next Hop Metric LocPrf Weight
Path*>il128.213.0.0 128.213.63.2 0 200 0 200 i*>
192.208.10.0 192.208.10.5 0 300 0 300 i*>i200.200.0.0/16
128.213.63.2 200 0 200 400 i*>i203.250.13.0

203.250.13.41 0 100 0 i*>i203.250.14.0 203.250.13.41

0 100 0 i*> 203.250.15.0 0.0.0.0 0 32768 i

IP routing table Ha poyTepe "B":

RouterB# show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B - BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area El1 -
OSPF external type 1, E2 - OSPF external type 2, E - EGP i - IS-IS, L1 - IS-IS
level-1, L2 - IS-IS level-2, * - candidate defaultGateway of last resort is
203.250.15.2 to network 192.208.10.0%* 192.208.10.0 is variably subnetted, 2 subnets,

2 masksB* 192.208.10.0 255.255.255.0 [20/0] via 192.208.10.5, 00:50:46C
192.208.10.4 255.255.255.252 is directly connected, Seriall 203.250.13.0 is
variably subnetted, 2 subnets, 2 masksO 203.250.13.41 255.255.255.255

[110/75] via 203.250.15.1, 01:20:33, Serial0O E2 203.250.13.0

255.255.255.0 [110/2000] via 203.250.15.1, 01:15:40, Serial0 203.250.15.0
255.255.255.252 is subnetted, 2 subnets, 2 masksO 203.250.15.10

255.255.255.255 [110/65] via 203.250.15.2, 01:12:09, SeriallC 203.250.14.0
is directly connected, EthernetO 128.213.0.0 255.255.0.0 is variably subnetted, 2
subnetsC 203.250.15.8 id directly connected, LoopbacklC 203.250.15.0 is
directly connected, Serial0O 203.250.14.0 [110/74] via 203.250.15.1, 01:20:33,
Serial0 128.213.0.0 is variably subnetted, 2 subnets, 2 masksO E2 128.213.0.0

255.255.0.0 [110/2000] via 203.250.15.1, 00:46:55,Serial0

V. Summary

OcHoBHasa dyHkumna BGP - obMeH nHdopMaumen o nyTax K cetam ¢ gpyrumm BGP cuctemamu. IT1a
nHdopmaunsa ncnonbsyet graph of AS connectivity, K KOTOPOM yCTpaHeHbl 3aUNKINBAHUSA U C KOTOPbIM
ncnonbsyetcsa AS-level policy decision. BGP npenocraBnsieT MexaHn3M yrnpaBsieHMsS MOTOKOM
nepegaBaeMbiX MaplwpyToB, 3T0 route, path 1 community Filtering. OH TakXe coaepXuT MeToAbl
o6'eanHeHnsa MapwpyToB, Takme kak CIDR aggregation, Confederations, n Route Reflectors. BGP - 370
BblICOKO3((eKTUBHOE CcpeacTBo obecnedeHmns MapwpyTmnsaumm 6e3 3aumknmBaHmin mexay ABTOHOMHbIMU
cuctemMamm m B npegenax ogHon ABTOHOMHOW CUCTCEMBI.
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ABTOp nepesBoaa - Oner CemeHtok, olegs@relcom.net.

PenakTop - Anekcen PygHes, alex@relcom.net.
MonbITKa NepeBecTn BCE MOJSIHOCTbIO Ha PYCCKUIA, K COXaJlIeHMI0, MOKa3biBaeT, YTO HAUYMHAET TepsiTbCs

cMbIc. [M03TOMY B TEKCTE M YaCTUYHO - B OrflaBfieHNUN OCTaBJ/IeHbl Ha QHITINIACKOM Te TEPMUHbI, KOTOpPbIE
NpAMO COOTBETCTBYKOT KOMaHAaM WUJIN NMOHATUAM MPOTOKOJ1A.
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