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Exim - HACTpOMKa NOYTOBOro cepBepa Ha base Exim ¢
XpaHeHueM cnucka nonb3oBateneun B bl MySQL m
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[laBHO y>xe cobupasicsi HanmcaTb CTaTbIO O HACTPOIKEe NOYTOBOIrO CEPBEpPA, HO BCE HMKAK He
HaxoAuNI0Cb CBOGOZIHOrO BPEMEHM, BO BPEMS HACTPONKKN o4epeaHoro "no4ytosuka". Cenyac xe
BpOMe He 04YeHb "MoAroHAT", COOTBETCTBEHHO MOoMbiTaeMcs BCe NoApobHO 3a40KYyMEeHTUPOBaTh.

NTakK, uCXoOHble AaHHble:

e gomeH: ispalternativa.net.ua
e |P-agpec cepepa: 91.221.84.10
e nm4 cepBepa: mail.ispalternativa.net.ua

Ba>xHo! CornacHo RFC, Heobxoammo, 4Tobbl "npamasn” n "obpatHasa" 3anuce B AHC coBnaganu.
ToecTb B HalleM cny4dae, Heobxoammo 41obbl 3anucs mail.ispalternativa.net.ua "pe3onsunacs" B
IP-agpec 91.221.84.10, a PTR-3anucb 91.221.84.10 6bis1a ycTaHOBNIEHa B
mail.ispalternativa.net.ua.

MpoBepsieM 3TU YCNOBUS:

# host mail.ispalternativa.net.ua
mail.ispalternativa.net.ua has address 91.221.84.10

# host 91.221.84.10
10.84.221.91.in-addr.arpa domain name pointer mail.ispalternativa.net.ua.

C OHC-3anncamm noytun pasobpanmnce... NpoBepum eule, 4Tobbl MX-3anncb JoOMeHa yKa3biBajia Ha
Hal MOYTOBLIN CeEpBeEp:

# dig MX ispalternativa.net.ua

; <<>> DiG 9.6.2-P2 <<>> MX ispalternativa.net.ua

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57347

;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL: 3

;; QUESTION SECTION:
;ispalternativa.net.ua. IN MX

;; ANSWER SECTION:
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ispalternativa.net.ua. 2756 IN MX 10 mail.ispalternativa.net.ua.
ispalternativa.net.ua. 2756 IN MX 20 smtp.ispalternativa.net.ua.

;; AUTHORITY SECTION:
ispalternativa.net.ua. 2756 IN NS ns2.h26.hvosting.ua.
ispalternativa.net.ua. 2756 IN NS nsl.h26.hvosting.ua.

;; ADDITIONAL SECTION:

mail.ispalternativa.net.ua. 3600 IN A 91.221.84.10
smtp.ispalternativa.net.ua. 2756 IN A 91.200.40.26
nsl.h26.hvosting.ua. 344 IN A 91.200.40.26
ns2.h26.hvosting.ua. 344 IN A 62.149.29.26

;; Query time: 2 msec
;7 SERVER: 127.0.0.1#53(127.0.0.1)
;» WHEN: Sun Aug 7 00:15:03 2011
;» MSG SIZE rcvd: 173

MX-3anncb yKa3blBaeT Ha Hall cepBep, 34ecCb BCe B nopsagke. Nopa npnctynaTb HENOCPEACTBEHHO K
yCTaHoBKe Exim.

MepBbiM OEJIOM BHECEM HEKOTOpPLIE N3MeHeHMUs B /etc/make.conf. [[06aBMM TaKyl CEKLINIO:

# 3ajaeM nepeMeHHyto - NyTb K KaTanory nopToB
PORTSDIR?= /usr/ports

# EXIM

if ${.CURDIR} == ${PORTSDIR}/mail/exim
LOG_FILE_PATH?= syslog
WITH_DEFAULT_CHARSET?= koi8-r

.endif

[eno B ToOM, 4TO Mo ymon4aHuio Exim nuweT 50rn B CBOM KaTanor, 4To He o4eHb yaobHO. YKa3aB
e, 4To HeobxoaumMo ncnonb3oBaTh syslog, norm 6yayT nucaTtecs B /var/log/maillog. Job6asnsem
nMmeHHo B make.conf no Tor NnpuynHe, 4TO BCE OMNUNN, KPOME NIOTTMPOBaHNSA, MOXKHO ByaeT 3afdaThb
npu 3anycke make config. Pegaktnposatb Makefile Toxxe He coBeTyto, NOCKONLKY NpU
obHOBNEHNM NMOPTOB OH MPOCTO BbyaeT nepe3anncaH.

[MOAr0TOBKa K MHCTaALMN OKOHYeHa. [laeM KOMaHAy Ha yCTaHOBKY.
|# cd /usr/ports/mail/exim && make install clean && rehash |

BbicTaBnsiem Heobxoammble onunm cbopkun. naBHoe - He 3abbiTb BKAKOUYNTbL Nnoaaep>xky MySQL...

Options for exim 4.76

Il 1 ALT_CONFI G PREFI X Restrict the set of configuration files[X] AUTH CRAM MD5
Enabl e CRAM MD5 aut henti cati on nechani sns[ X] AUTH_DOVECOT Enabl e Dovecot auth
entication mechani sns[ X] AUTH_PLAI NTEXT Enabl e pl ai ntext authentication[ ] AUTH_
RADI US Enabl e radi us (RFC 2865) authentication[ ] AUTH SASL Enabl e u
se of Cyrus SASL auth library[X AUTH SPA Enabl e Secure Password Authentic
ation[X] CDB Enabl e CDB-styl e | ookups[?] CONTENT_ SCAN Enabl e ex
i scan email content scanner[X] DAEMON Install scripts to run as a daenon
[ 1 DCC Enabl e DCC at ACL support via dccifd[ ] DEBUG Bu
ild with debuggi ng synmbol s[ X] DI SABLE D OPT Di sabl e macros overrides using opti
on -D[ X] DNSDB Enabl e DNS-styl e | ookups[ X] DSEARCH Enabl e di
Irectory-1list |ookups[X] EMBEDDED PERL Enabl e enbedded Perl interpreter[ ] EXI MO
N Buil d exinmon nonitor (require XFree86!)[ X | CONV Enabl e h
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eader charset conversion[ ] |PV6 Enabl e | Pv6 support[ ] KAS
Build with Kaspersky Anti Spam | ocal scan [X] LMIP RFC2033 SMIP ov
er command pi pe transport[X] LSEARCH Enabl e wildcarded-file | ookups[X MA
I LDI R Enable Maildir mail box format[ X] MAI LSTORE Enabl e Mail stor
e mail box format[X] MBX Enabl e MBX mai |l box format[ X MYSQ
Li nk against libnysqglclient library[X] NS Enabl e NI S-styl e | ookup
s[ X] O.D_DEM ME Enabl e ol d, deprecated demi nme ACL[ ] OPENLDAP Li nk
agai nst |i bl dap[ X] PAM Enabl e PAM aut henti cati on nechani sns[ ] PASSW
D Enabl e /etc/passwd | ookups[ ] PGSQL Li nk agai nst i bpq[ X]
READLI NE Enabl e readline(3) library[ ] SASLAUTHD Enabl e use of C
yrus SASL auth daenon[ ] SA EXIM SA- Exi m support|[ ] SO 1024 Bu
ild with Spanboborona-1024 | ocal scan[X SPF Enabl e Sender Policy Fra
mewor k checking[ ] SQITE Enabl e SQ.ite | ookups[ X] SRS En
abl e Sender Rewiting Schene[ ] SRS ALT Enabl e alternative SRS |ibrary[ X
SUl D Install the eximbinary suid root[ ] TCP_WRAPPERS Enabl e /
etc/ hosts. all ow access control [ X] TLS Li nk agai nst OpenSSL[ ] WSHLIS
T I ncl ude the unsupported patches[ ] XCLIENT Enabl e XCLI ENT com|
|rend in exim

Takxxe He cTonT 3abbiBaTb 06 aHTMBUPYCHOW Noaaep>xke B Exim. MNo3ToMy ycTtaHaennesaem Clamav
CorjlacHo 3Tonm cTtaThbu [1].

Mocne ycTtaHoBkK 1 3anycka Clamav npucTynaem K peakTUpoBaHUIO KOHMUrypaLWoHHOro danna
Exim. [NocTapaloCb MakCMMasilbHO KOMMEHTMPOBaTb CTPOKU, HO He obellato AeTasibHoe onucaHue.
CKavaTb KOH(UrypaLmMoHHbIN ail MOXKHO MO 3TON cCblake [2].

A 3pecb BbiBOJ (paiina /usr/local/etc/exim/configure ¢ KOMMeHTapuAMM.

MR R R R R R R R R R R R R R R
Runtine configuration file for Exim #
MAI N CONFI GURATI ON SETTI NGS HERHH R
HHEH
H P77 2?7?77 272?7?27227?27?2227?27? ? HELQ EHLQ 222222272772 PP P???????77?77? ???H 777777, ?27?

P PP P77 P77, V777?77 P77 - PP VVVP?H P????7?7?7 ??7?°?7°??7?7? 7?7 27

# 2277277 22272727, 277 2272727 227227 2727272727 22727. 2 22727 227222 2727272 227227272

? ?? ?? MySQL.
|[domai nli st | ocal _domai ns = ${I ookup mysqgl { SELECT domai n FROM donai ns \
WHERE domai n=' ${domai n}' AND \ (type=' LOCAL' OR typ

e=' VI RTUAL' ) }}

# CnucoK OOMEHOB, A1 KOTOPbIX pa3peLLeH penen Yepes AaHHbIA cepBep. Boibopka# nenaetcs us
B MySQL.

domainlist relay to domains = ${lookup mysql{SELECT domain FROM domains \ WH
ERE domain='${domain}' AND type='RELAY'}}

[hostlist spaners = ${l ookup nysql { SELECT senders FROM bl ackl i st _host WHERE \
sender s=' ${sender _host address}'}}
# Crnncok ceTen, KOTopbiM ByaeT pa3pelleHa oTnpaBka 6e3 aBTopusaunn.# Nepeymncnsaem cetu, Ko
TOopble 6y AYT NONb30BaTbCA AaHbIM CEPBEPOM ON1S# OTAPAaBKU MOYThI.
hostlist relay_from_hosts = localhost : 127.0.0.1 : 91.221.84.0/23

GET_QUOTA=%${| ookup mysql { SELECT quota FROM users \ VWHERE | ogi n=" ${| ocal _pa

Irt}" AND domai n=' ${domai n}' } { ${ val ue} M } # 3agaem KBOTMPOBaHUE.

MAILDIR SIZE=${eval:${sg{${sg{${readfile{/var/exim/$domain/$local_part/maildirsize }\
{\n}}F{AN".+2ANN} {3} } }H{\N(?s)\s+-?\d+\n\N} { + } } 0+ 500K}
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f# ?7? ??7°7° 2727?7727 ?272727?7? "?2?2?27??27???" Exi mdaenon_sntp _ports = 25 : 465
# YKa3blBaeM, 4TO Ha nopTy 465 6byaet TLS-wundposaHume.tls_on_connect_ports = 465

H P???2???7?7?7, 2?7 2?20?07 ?27?27°°7° 27?7?77 ?77?°°7°7°7? TLS- ?2?2727°27?°7°7?7?

tl s_advertise_hosts = *# Yka3blBaeM NyTb K cCepTUPUKATY U KJIOYY LU pOBaHUS.
tls_certificate = /etc/ssl/certs/mail.pemtls_privatekey = /etc/ssl/certs/mail.pem

UN - 2272722 22722727 (2222227227222 2272722

| og_selector =\ +al | _parents \ +|l ost _i nconi ng_connection \ +re
cei ved_sender \ +recei ved_recipi ents \ +snt p_confirmation \ +smjf
tp_syntax_error \ +snt p_connection \ +snt p_protocol _error \ -qu

eue_r un# Ybupaem 13 N10roB BpeMeHHYI0 MeTKy Exim™a - eé ctaBuT syslogd# BHumaHune!

Ecnu nnaHupyeTe ncnonb3oBaTh yTUANTYy eximstats [3]

,# HeobxoamMMo yCTaHOBUTb B 3Ha4YeHUe yessyslog timestamp = no

# 3apaem acl onsg NpoBEpPKM NOYTHI.

acl_smtp_rcpt = acl_check rcptacl smtp_mime = acl check mimeacl smtp data = acl check data#
"Uennsem" aHTUBMpYyC. YKa3biBaeM NyTb K cokeTy Clamav.

av_scanner = clamd:/var/run/clamav/clamd.sock# [JoBepeHHble NoJib30BaTesNN.

trusted users = www# Mg pomeHa gobaBnseMoe AN JIOKasbHbIX OTNPaBuTesen (Monb3oBaTenen
cuctemsbl). # ToecTb NoYTa oTrpasBasemMas ot root, 6ynet root@$qualify_domain.

qualify_domain = ispalternativa.net.ua

# Cnncok IP-agpecoB NHTePKENCOB, Ha KOTOPbLIX 0OXXNAATCHA 3anpocChl.

local_interfaces = 127.0.0.1 : 91.221.84.10

# lMpnHUMaTb NN NOYTY BUOa UMSA_MoJib3oBaTenda@IP-agpec.

allow_domain_literals = false# iMa nonb3oBaTens 1 rpynbl, OT UMEHN KOTOpPbIX ByaeT paboTaTh EXi
m.exim_user = mailnull exim_group = mail# B uenax 6e3onacHocTu 3anpewaem paboTy oT root-a.
never_users = root# Korga nocTtaBka coobLueHnsa oTKknaabiBaeTcsa, EXim nocbliaeT npepynpexaaro
wee# NMCbMO OTMAPaBUTENIO, C YKa3aHHbIMU MHTEPBaNaAMU.

delay warning = 4h:8h:24h:48h# lNpwn reHepaunm coobieHns ob owmnbka "BKNagbiBaTb" HE BCE COO
|6werne, a # "Kycok", ykazaHHOro pasmepa.

return_size_ limit = 50k# Pe3onBnTb DNS-uMeHa nepeyncieHHbIX XOCTOB.

host lookup = *# TanmMayT ona pe3osiBUHra UAeHTUMUKaTopa Nosb3oBaTeNsa Ha yaasieHHON Maluun
He.

rfc1413 hosts = * rfc1413 query_timeout = Os# lNpuHyanTEeNbHa CUHXPOHM3ALMSA KOMaHA. He npu
HMMaTb KOMaHAbl OT YAasieHHOro# cepBepa "noTtokom".smtp_enforce sync = true

snt p_connect _backl og = 50# 2?72?2772 ? 2272227, 277 2722772 27227 2272227722 ?? 2722 2727

??. smtp_accept_queue_per_connection = 30
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remot e_max_paral | el = 15# ???2222?7?27? 2227272227 2227?72, 2222222727727 222277272222?2?2727772727.
split_spool_directory = true

snt p_banner = "$primary_host nane ESMIP Exi ni'# ???22?2??? ?2?2?22?2?2?2??? ? ?? M/SQL: serve
|r/ dat abase/ user nane/ passwor d. hide mysql_servers = localhost/exim/exim/MySQL-pass-here
HHBHBUBHBHHBH BB HBHHBH BB HBHHBHBHHBH BB HBHHBH BB HBHHBH BB HBHHRHBHH
HHBHHBHBHHBHHARHSH ACL CONFIGURATION ## Spe
cifies access control lists for incoming SMTP mail HBEHBHBHBHUBHBHBH BB HRHBHSEHHS
HHARHHBHBHHBHBBHBH AR H BB HBH BB HBHHBHBBHBHABHBHHBHARHS

|beg| n acl acl _Check_rcpt:# PR 2?77?27 20???7?7°7°7° 2 ??22?7°7°7°77 2?77?27 27727777 @ U

S
|[deny nessage = "lllegal characters are in an address." domai ns = +l oc
al _domai ns local _parts = 7[.] : ~*[@8/]]

deny nmessage = "lllegal characters are in an address." domai ns =1!+lo
cal _domai ns | ocal _parts = ALY 2 ML @B] 2 ALFINN NN L # 220220027 272727 2?77
?? 7 2?0?07 2???. 2 2?7 2?07 ?7?7?? ?7???.# orange. fr

deny message = "All email from *.orange.fr - discarded!" condition = ${if match{$sender_helo_
name}{.orange.fr}{yes}{no}}# mdp2.net

deny message = "All email from *.mdp2.net - discarded!" condition = ${if match{$sender_helo_
name}{.mdp2.net}{yes}{no}}# mail.comcast.net

deny message = "All email from *.mail.comcast.net - discarded!" condition = ${if match{$send

er_helo_name}{.mail.comcast.net}{yes}{no}}# libero.it

deny message = "All email from *.libero.it - discarded!" condition = ${if match{$sender_helo_n

amel}{.libero.it} {yes}{no}}# ono.com

deny message = "All email from *.ono.com - discarded!" condition = ${if match{$sender _helo_n
amel}{.ono.com}{yes}{no}}# wanadoo.fr

deny message = "All email from *.wanadoo.fr - discarded!" condition = ${if match{$sender_hel

o_name}{.wanadoo.fr}{yes}{no}}# Pa3pelwiaem oTnpaBKy, eCin oTrnpaBuUTeb HaxoanTcsa B "6eno
M cnucke". Boibopka# nenaetca ns b MySQL.

accept senders=${lookup mysql{SELECT senders FROM whitelist \ WHERE senders='${quote
mysql:$sender _address}'\ OR senders="*@${quote_mysql:$sender_address domain}' LIMIT 1}

}

L.

deny nmessage = "Your address in banlist!" sender s=${| ookup nysql { SELECT sende
rs FROM bl acklist \ VWHERE sender s=' ${ quot e_nysql : $sender _address}' \ (@]
R senders='*@{ quot e_nysql : $sender _address_domai n}' LIMT 1}}# 22?22?2222 22?2?2222 ?~
P, 20?70 "0 2 P????7??77??°? ? ?2?7°7°7°7? PP?PP?%H 27?7?7777 2?7 2?7 WSQ_

deny hosts = +spamers message = "Host rejected by spamers list on rbl.ispalternativa.net.ua!"

accept authenticated = *# 222222222 222, 222 27 222222222227 222222227272722 22227772
2222 (HELQ EHLO)

deny message = "HELO/EHLO required by SMTP RFC" condition = ${if eq{$sender_helo _na
me}{}{yes}{no}}
# ?2?2?°72°27°72° 2?7?, ?2?7? ? HELQO "?7?7?227?" 2?27?7?77? ?2?27?77.
deny condition = ${if match{$sender hel o_nane}{\ N*\ d+$\ N} { yes} { no} } host s

= 1127.0.0.1:!| ocal host : * message = "There can not be only nunbers i
In HELQ "# ??2?2727??7?7?7? 27?7, 2?7?27 27 27?27?7?7 27?27?72727?727?77?7.
deny condition = ${if eq{$sender address}{}{yes}{no}} hosts = +relay_from_hosts
message = "Your message have not return address"
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i 2272792727 272, 2727 2227227227272 22?2 |P ? HELO

deny nessage = "The use of IP is forbidden in HELO " host s = *:l+relay fro
m host s condition = ${if eqg{$sender_hel o_nane}\ {$sender _ho
st _address}{true}{fal se}}# 2?2?22?22??2? ?2?2?2?2?2??2??? 2?2 |P ? HELO

deny condition = ${if eq{$sender_helo name}\ {$interface_address}{yes}{no}} h
osts =1127.0.0.1: !localhost: * message = "The use of my IP is forbidden!"# 3anpeliaem np
MeM MOYTbl C AMHAMUYECKNX XOCTOB.

deny message = "Dynamic hosts is forbidden!" condition = ${if match{$sender_host name}\

{dsl|dial|pool|peer|dhcp|cable} {yes}{no}}

ldeny nmessage = rej ected because $sender host address \ is in a black
list at $dnsli st _domai n\ n$dnsli st _text host s = l+relay from hosts
laut henticated = * | og_nessage = found in $dnslist_donmain dnsl i
sts = bl . spantop. net : \ cbl . abuseat.org : \
dnsbl . njabl .org : \ sbl - xbl . spamhaus. org : \

set acl m0 = 25swarn# cTtaBuM 3anepxKy B 0 ceKyHA OJ19 CBOUX ceTeun

hosts = +relay from_hostsset acl m0 = Oswarn# cTaBuM 3a8epXKy B 0 cekyH 0191 aBTOpPU30BaHblI
X MoJsib3oBaTesien

authenticated = *set acl m0 = Oswarn# nuiwem B 10rn 3agep>XKy (ecam B 3TOM eCTb Heobxoammoc
Tb)

logwrite = Delay $acl_mO for $sender_host_name \[$sender_host_address] with HELO=%$sender_helo
| name. Mail \from $sender_address to $local_part@$domain.delay = $acl_mO # lNpoBepka cyLecTB
OBaHMA OTNpPaBUTENS.

drop message = Rejected - Sender Verify Failed log_message = Rejected - Sender Verify Fail
ed hosts = * lverify = sender/no_details/callout=2m,defer_ok Icondition = ${ife
g{$sender verify failure}{}}# MNpoBepka nony4yaTens B IOKasbHbIX JOMEHAX.

accept domains = +local domains endpass message = $acl verify_message verify
= recipient

accept domains = +relay_to_donains endpass message = "Unrouteabl e addr
ess!" verify = reci pi ent/cal | out =30s, def er _ok, use_post mast er# ???2?2????7? ?2???
? 27 2?7?2722 2 ?2?2727277°7? 22227277

accept hosts = +relay_from_hostsaccept authenticated = *deny message = relay not p

ermittedacceptacl_check_mime:

Ideny nmessage = Bl acklisted file extension detected ($m nme_fil enane)condition = ${if
match \{${lc:Smne _filenane}} \{\N(\.exe|\.pif|\.bat|\.scr|\.Ink|\.con\.vbs|\.cpl)$
\ N} {1}{0}}

accept

deny message = This message contains a virus ($malware_name).demime = *malware = */def
er okacCept## #H HHBHHHHHHHH BB HHH BB HH BB HHHABBHH BB HHHABBHH A BB HHARBHH AR BH
HHBHBHHBHHBHBHHBHY ROUTERS CONFIGURATION ##

Specifies how addresses are handled HUBHUBBHHUBBHH BB HUBBHRHBBHHBRHUHHHRHY
HHBHBBHBHHBHBHHBHHBHBHHBH B R HBHHBH B HH###H###  THE ORDER IN WHICH THE R
OUTERS ARE DEFINED IS IMPORTANT! ## An address is passed to each router in turn until it is a
ccepted. #H#HHUHHBHHBHHAUBHBHHBHBHHBHHABHBHHBHBHHBHHABHBHHBH BB HBHHABHSH
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HBHBHBHBARYRHBHBHY

Ibegin routers

dnsl ookup: driver = dnslookup domains = ! +local_domains transport = renote_sntp
ignore_target_hosts = 0.0.0.0 : 127.0.0.0/8 no_nore# ??2?2?2222? 2?2?2222 (?2?2?2222?272?2??
2227727 2722272 2?22?2272 ?? ?? MSQL.

system_aliases: driver = redirect allow fail allow_defer data = ${lookup mysql{SELECT recipients
FROM aliases \ WHERE (local part='${local part}' AND domain='${domain}')\ OR (local part="*
" AND domain="'$domain')ORDER BY local_part="*'\ LIMIT 1}}# lNepeHanpaBneHns No4Tbl B Cy4a
e HeobxooMMOCTH.

userforward: driver = redirect check local user=false file = /var/exim/$domain/$local_part/forwar
d user = mailnull group = mail allow_filter no_verify no_expn check ancestor file_transport = a

ddress file pipe_transport = address_pipe reply_transport = address_reply condition = ${if exists{
/var/exim/$domain/$local_part/forward}{yes}{no}}

H P27 22?7?7722, ?? P77 27?7?77, 27 7?7?77 27?7?77 2?7277 )# PP 2??7?7?7?7?77

?? ??7 MySQL.

vi rtual _user_quota defer: driver = redirect donains = +l ocal _doma
ins condition = ${if and{\ {exi sts{/var/exi m $domai n/ $l oca
| _part}}\ {exi sts{/var/exi m $domai n/ $l ocal _part/ mail dirsize}}\

{>{ GET_QUOTA}{ 0} }\ {>={MAI LDI R_SI ZE} { GET_QUOTA} }
\ } } data = :fail: Over quota! verify sender = fals

e allow fail# 222272227 272722 222 222722772 222272227222, 2772277 277227772 ?? 2?7 My

SQ..
virtual_localuser: driver = accept domains = ${lookup mysqgl{SELECT domain from domains \
WHERE domain='${domain}'}} local parts = ${lookup mysql{SELECT login from users \
WHERE login="'${local_part}' AND domain='${domain}'}} transport = local delivery cannot rout
e message = Unknown user##### ##HHH B H BB HBH BB HBHHBH BB HBHHBHBHHBHBHHBHH
HBHBHBHYH YR U BHBHBHUBHHRHBHBHY TRANSPORTS CONFIGURATION
HBHBHBHUBHUBHBHBH YR UBHBHBH YR BB HBHBH YR BB HBHBHBH BB HBHBHBHSERH
HBHBHBHHHUHBHBHY ORDER DOES NOT MATTER ## Only one ap
propriate transport is called for each delivery. ###H#HHHHHUHBHHHUBBHHBRHUHBHHHBBHHHRHH
HBHBHBHBH BB HBHBHBH YR BB HBHBH BB HRHBHBHBEHSH

remote_sntp: driver = sntp interface = 91.221.84. 10# JlokasbHasa gocTaBKa.

local_delivery: driver = appendfile maildir_use_size file check string = "" create _directory deliver
y date_add directory = ${lookup mysql{SELECT \ LOWER(CONCAT('/var/exim/$domain/',logi
n)) FROM users \ WHERE login="'${local _part}' AND domain='${domain}';}} directory mo
de = 770 envelope_to add group = mail maildir_ format maildir tag = ,S=$message_size messag
e _prefix = "" message suffix ="" mode = 0660 quota = ${lookup mysql{SELECT quota FROM use
rs\ WHERE login="'${local_part}' AND domain='${domain}'}{${value}M}} quota size regex

= S=(\d+)$ quota_warn_threshold = 80% return_path_add

addr ess_pi pe: driver = pipe return_out put# ??2?2??2? 2?2 ?22?2.
address file: driver = appendfile delivery date_add envelope_to_add return_path_add

# 2?2?27??272?2?7????.address_reply: driver = autoreply# ? ?2??2?2??2...

null transport: driver = appendfile file = /dev/null### ## ##HBH#HBHHBHBHHBHBHHBHHH
BHBUHHBHBUHHBH BB HBHHBH BB HBHHBH BB HBHHBHBHHBH S RETRY CONFIG
URATION HHBHBUHHBUHHBHBUBHBUHHBH BB HBH BB H BB HBH BB H BB HBHSHH
HHBHHBUHHBHHBHBHHBH BB HBHHBH Y

Ibegi n retry# 2722222222 2222222 222?222222?2272 227?277
® quot a* * F, 2h, 15m G 16h, 1h, 1.

5; F, 4d, 6h
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HIHBHHBHBHHBH AR H R H B AR H AR B H AR H A H AR A
REVRI TE CONFI GURATI ON RAHBHHBHBHHBHARHRHHBHBHHBH AR

begin rewrite

RH R AR R AR A R AR R AR AR R AR AR R R
AUTHENTI CATI ON CONFI GURATI ON REHBH AT AR AR TR A
HHAHHHHHHH AT HH R R R R R R ##Degi n aut henti cat or s

fixed_login: driver = plaintext public_nane = LOG N server_pronpts = Usernane:: : Pa
ssword:: server condition = "${if and { \ {leq{$1}{}} \
{'eg{%$2}{}} \ {crypteg{$2}{\\{crypt\\}${! ookup ny
sql { SELECT \ password FROM users \ WHERE |
ogi n=' ${1 ocal part:$1}' \ AND donai n=" ${donmi n: $1}' AND \
sntp_auth="1'}{$val ue}fail}}} \ } {yes}{no}}"
server_set_id = $1fi xed_plain: driver = plaintext public_name = PLAI N server_pronpts
= : server_condition = "${if and { \ {leg{$2}{}} \
{leq{$3}{}} \ {crypteg{$3}{\\{crypt\\}${l ookup nysql {
SELECT \ password FROM users \ VWHERE | ogi n
="' ${l ocal _part:$2}' \ AND dormai n=' ${ dormai n: $2}' AND \
smtp_auth="1'}{$val ue}fail}}} \ } {yes}{no}}" serve

[r_set_id = $2# End of Eximconfiguration file.

C KOHuUrypaumoHHbIM haniom, KaxxeTtcs, paszobpannce. Cnenyrowimnia war - cosgaHue b,
rnonb3oBaTens 3Ton b u HanonHeHne B[l naHHbIMN.

Co3pnaaum nonb3oBatens MySQL n 6a3y AaHHbIX:

mysql> create database exim;
Query OK, 1 row affected (0.00 sec)

mysql> grant all on exim.* to 'exim'@'localhost' identified by 'MySQL-pass-here’;
Query OK, 1 row affected (0.00 sec)

Cka4dmBaeM gamn 6a3bl gaHHbIX 1 "3annBaem" ero B bJ;:

# fetch http://muff.kiev.ua/files/exim.sql
# mysql -u exim -pMySQL-pass-here exim < exim.sql

CTpykTypa Bl y Hac ecTb. Tenepb nopa "3anonHNTL" ee HeobxoaMMbIMKN AaHHbIMK. Mo oyepenun
BHECY Mo O HOW 3aM1CUu B Ka)KAY0 U3 Tabauu.

mysql> use exim;

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed

mysql> INSERT INTO "exim'. aliases” ('local_part’, "domain’, "recipients’)
-> VALUES ('root’, 'ispalternativa.net.ua’', 'muff [at] ispalternativa [dot] net [dot] ua');
Query OK, 1 row affected (0.00 sec)

mysql> INSERT INTO “exim’. blacklist™ ('senders’, "'when_added")
-> VALUES ('elenafrits [at] km [dot] ru’', CURDATE());
Query OK, 1 row affected (0.00 sec)

mysql> INSERT INTO “exim’. blacklist_host™ ("senders’, "when_added")
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-> VALUES ('12.134.36.100', CURDATE());
Query OK, 1 row affected (0.01 sec)

mysql> INSERT INTO "exim . domains’ (‘domain’, "type’)
-> VALUES ('ispalternativa.net.ua', 'LOCAL');
Query OK, 1 row affected (0.00 sec)

mysql> INSERT INTO “exim’. users™ ('login’, "'name’, "password’, "uid’, "gid’, "domain’,
-> “quota’, “status’, 'smtp_auth’) VALUES (‘muff', 'Oleg Zinkov. System
administrator’,
-> ENCRYPT('password-here'), '26', '6', 'ispalternativa.net.ua’, '150', '1', '1');
Query OK, 1 row affected (0.00 sec)

mysql> INSERT INTO "exim’. whitelist’ ('senders’, "'when_added")
-> VALUES ('do-not-reply [at] livejournal [dot] com', CURDATE());
Query OK, 1 row affected (0.00 sec)

Bo3bmeMmcs 3a noanepxKy wugpoBaHus... Cozgaanm camonoannucHom ceptudumnkaT 6e3onacHoOCTU.
Co3pgagunm KaTanor gna ceptudumkaTa n cosgaanum ceptTudunkaT, Kak TakoOBON N HEMHOIO
obe3onacum ero:

# mkdir /etc/ssl/certs && cd /etc/ssl/certs

# openssl req -new -x509 -days 3650 -nodes -out il.pem -keyout ts/mail.pem

Generating a 1024 bit RSA private key

bt

............... B et

writing new private key to ‘/etc/ssl/certs/mail.pem’

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

[Country Name (2 letter code) [AUJ:UA

State or Province Name (full name) [Some-State]:Kiev region.

Locality Name (eg, city) [J:Kiev

(Organization Name (eg, company) [Internet Widgits Pty Ltd]:ISP Alternativa

Organizational Unit Name (eg, section) [I:IT Department

Common Name (eg, YOUR name) [J:mail.ispalternativa.net.ua
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Email Address [J:noc [at] ispalternativa [dot] net [dot] ua

# chown mailnull:mail mail.pem

# chmod 440 mail.pem

Tenepb Nopa co3naTb KaTasor, rae 6yaet XpaHUTbLCS NoYTa. Hy u He Hy>XHO 3abbiBaTb O NpaBax Ha
KaTanor:

[# mkdir /var/exim && chown mailnull:mail /var/exim |

Takxxe He cTouT 3abbiBaTb 0 hanne /etc/mail/mailer.conf. OTpegakTnpyem ero o Takoro
COCTOSHWS:

sendnai | [ usr /| ocal / shi n/ exi nsend- nai | [ usr /| ocal / sbi n/ exi nmai | q
/usr /| ocal / sbin/exi m-bpnewal i ases /usr /| ocal / sbin/exi m-Dbi host st at
/ usr /| ocal / sbi n/ exi npur gest at [usr/ 1 ocal / sbin/exim

3agaamm napameTpbl 3anycka Exim. KctaTu, He cTtonT 3abbiBaTbh Npo HE06X0AMMOCTbL OCTaHOBA
wTtaTHoro Sendmail nepepg 3anyckom Exim.

# echo '# Mail Server' >> /etc/rc.conf

# echo 'sendmail_enable="NONE"' >> /etc/rc.conf

# echo 'exim_enable="YES"' >> /etc/rc.conf

# killall sendmail

# sh /usr/local/etc/rc.d/exim start

Ecnn He HanyTaTb, To EXim [0O/1)KeH KOPPEKTHO 3anyCcTuTbCA. Nocne ycnewHoro 3anycka Exim-a B
maillog-e Mo)KHO 0OHapy>XWTb TaKyto 3anuch:

Aug 9 02:46:30 billing exim[93613]: exim 4.76 daemon started: pid=93613, -q30m, listening for
SMTP on [127.0.0.1]:25 [91.221.84.10]:25 and for SMTPS on [127.0.0.1]:465 [91.221.84.10]:465

BbINOJIHMM TECTOBOI OTNPABKY NMUCbMa, BbIMOJHUB SMTP-guanor:
# telnet localhost 25

Trying ::1...

Trying 127.0.0.1...

Connected to localhost.

Escape characteris '*]'.

220 mail.ispalternativa.net.ua ESMTP Exim

ehlo mail.ispalternativa.net.ua
250-mail.ispalternativa.net.ua Hello mail.ispalternativa.net.ua [127.0.0.1]
250-SIZE 20971520

250-PIPELINING

250-AUTH LOGIN PLAIN

250-STARTTLS

250 HELP

mail from: root [at] ispalternativa [dot] net [dot] ua
250 OK

rcpt to: muff [at] ispalternativa [dot] net [dot] ua
250 Accepted

data

354 Enter message, ending with "." on a line by itself

To: muff [at] ispalternativa [dot] net [dot] ua

From: root [at] ispalternativa [dot] net [dot] ua
Subject: TestMail

Hi!
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This is a test message.

250 OK id=1QqgZsP-000PQO-Se

quit

221 mail.ispalternativa.net.ua closing connection
Connection closed by foreign host.

MpocmoTpumM B norax "cyabby" nucbma...

# cat /var/log/maillog | grep 1QqZsP-000PQO-Se

Aug 9 03:09:06 billing exim[97736]: 1QqZsP-000PQO-Se <= root [at] ispalternativa [dot] net [dot]
ua H=(mail.ispalternativa.net.ua) [127.0.0.1] P=esmtp S=368 from <root [at] ispalternativa [dot]
net [dot] ua> for muff [at] ispalternativa [dot] net [dot] ua

Aug 9 03:09:06 billing exim[97759]: 1QqZsP-000PQ0O-Se => muff <muff [at] ispalternativa [dot]
net [dot] ua> R=virtual_localuser T=local_delivery

Aug 9 03:09:06 billing exim[97759]: 1QqZsP-000PQ0O-Se Completed

Ka>keTcs nopa no3apaBnATbh cebs C NOSIHOLEHHbIM NOYTOBLIM cepBepoM. Cneayowmn war -
HacTpolika Dovecot-a [4], 4T0o6bl NoAb30BaTENM CMOraM 3abpaTb NOYTY C cepBepa.

A NoKa CoBeTYI0 03HAKOMUTLCHA C 3TUM UHCTPYMEHTOM [5], n onpenennTb BCE M B nopaake ¢
SMTP-cepBepoM. Y MeHS OKa3asioCb BCe B NopsgKe.

NcTouHukK (nonyyeHo 2025-08-07 09:48):
http://muff.kiev.ua/content/exim-nastroika-pochtovogo-servera-na-baze-exim-s-khraneniem-spiska-p
olzovatelei-v-bd-mysql-i

Ccbinku:

[1] http://muff.kiev.ua/content/clamav-antivirusnaya-zashchita-servera

[2] http://muff.kiev.ua/files/configure

[3] http://muff.kiev.ua/content/eximstats-sledim-za-rabotoi-pochtovogo-servera

[4] http://muff.kiev.ua/content/dovecot-vygrebaem-pochtu-iz-pochtovogo-yashchika
[5] http://muff.kiev.ua/content/mx-tool-box
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